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Abstract of the contribution: This contribution proposes to resolve the Editor’s Note in clause B.3.3.3.3
Discussion
This contribution proposes to resolve the Editor’s note in clause B.3.3.3.3 which questions the level of detail provided in the requirement on how the system handles overload situations.
Examination of this requirement identifies a number of sub-requirements.
· The 1st paragraph provides the the System Overload Control requirements.
· The 2nd paragraph alludes to a capability where during  certain (overload) situations the system should take measures such that there is no loss of security or protection to the system.
 
The whole area of system overload, how its defined , how overload control is implemented is a significant subject matter. Much of the topic is not even specific to security. Mechanisms for overload control vary depending on the design & architecture choices of the system. The definition of the overload scenario itself can be complex and again its profile may vary between different vendor’s products. So it would be very difficult to describe the load that constitutes an overload or indeed the load that causes a system to take measures to prevent security protection being lost. Indeed with some products the scenario of security protection being lost due to ‘excessive’ overload may not be valid. 
So rather than have the SCAS define the overload thresholds or the overload control mechanisms and the related test cases for verifying overload control mechanisms to control it  may be more beneficial if the deliverable or the test case checks for a description of the product’s overload control mechanism.
To replicate an overload control environment could be hugely expensive. Even if one were to use load simulators to show that event thresholds were in place and overload mechanisms were triggered this would not be a trivial effort and would only provide partial confirmation that the mechanisms indeed worked properly. This seems like a huge effort for an evaluation lab to replicate.

The proposal in this contribution is to add a note to the requirement that the vendor shall provide a technical description of the network products Over Load Control mechanisms and the test case would include pointers as  to what needs to be described and what could be checked by the tester/auditor.
So in Annex B.3.3.3.3 it is proposed to add a note which clarifies that a technical description of what the overload control mechanism is should be provided and that it will be detailed in the test case what needs to be.
At one of the SCAS teleconference meetings the question was posed as to what the difference was between the requirements in Annex B3.3.3.1 and B.3.3.3.3. Both seem to cover network product overload.  3.3.3.1(MME Control of overload)  seems to be dealing with an overload where the overload control mechanism and DoS prevention mechanisms act as designed. 3. 3.3.3 seems to describe the situation when the load is excessive and the network product needs to take actions to prevent total shutdown and loss of availability /security is imminent. 
In this contribution we propose that the title for requirement in Annex B.3.3.3.3 be amended to ‘System handling during excessive overload situations
In contribution S3-151629 we propose that the title be changed from ‘MME Control of Overload’ to ‘System handling of overload situations’ firstly to make it distinct from B..3.3.3.3 and secondly to make it a generic requirement for all network products.
 
The test case in D.3.3.3.3 shall have as a pre-requisite that  technical descripton of the  overload control mechanism for the netwoowrk product shall be provided along with test results from overload control mechanisms testing that shows that the mechanism has been implemented.
Details of the test set-up including the mechanisms for creating the overload, For example, where simulators and/or scripts are used to artificially create a load then details of these should also be included
We also propose that the test case in D.3.3.3.3 will also be used to test requirement B.3.3.3.1.
During the SCAS conference calls it was suggested that network product evaluators (for NESAS) should be allowed access and view the execution of overload control related tests.  One of the issues with overload control testing is that it may not be easy to replicate the test set-up in the same lab as the security evaluation lab. Hence the proposal  to use test results and documentation rather than perform the actual testing. For a test lab that is part of the vendor’s organisation the certified lab may be in a separate location/country. So the logistics of providing for test lab visits may not be practical or in-expensive . Similarly for a 3rd party test lab the cost of visiting a lab in a different country could add costs to evaluation.  So for these reasons we have not added such a check to this contribution.
One other discussion point during the SCAS conference calls was to provide an option to have actual overload control testing. i.e. that SCAS defines the actual test case to be execute but a vendor can choose between providing test resultls and documentation (i.e. as per Annex D.3.3.3.3) OR actual executing a test case. We feel that vendors will choose the former option in all cases and so have not added any test case for the latter option.
Proposal 
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Requirement Name: System handling during overload situations
Requirement Reference: TBA
Requirement Description: The system shall act in a predictable way if an overload situation cannot be prevented. A system shall be built in this way that it can react on a overload situation in a controlled way. However it is possible that a situation happens where the security measures are no longer sufficient.	Comment by johnhick: Taken from 3.01-10  requirement heading and 1st two paragraphs.

In such case it shall be ensured that the system cannot reach an undefined and thus potentially insecure state. In an extreme case this means that a controlled system shutdown is preferable to uncontrolled failure of the security func­ tions and thus loss of system protection.

Editor’s note: The required level of detail is ffs.  
The vendor shall provide a technical description of the network products’ Over Load Control mechanisms and the accompanying test case for this requirement will check that the description provides sufficient detail in order for an evaluator to understand how the mechanism is designed.
Threat References: TBA
Security Objective references: tba.
Test case:Refer to Annex D.3.3.3.3TBA

***	END OF 1st CHANGE	***

***	START OF 2nd CHANGE	***

D.3.3.3.3 System handling of overload situations

Test Name: TC_ System handling of overload situations
Requirements: Requirements Reference- B.3.3.3.1 System handling during overload situations and B.3.3.3.3 System handling during excessive overload situations

Purpose:
Verify that the network product:
· has a detailed technical description of the overload control mechanism used to deal with overload scenarios;
· has  test results verifying the operation of  the overload control mechanisms. 
Procedure and execution steps:
Pre-Conditions:
· A document which provide a detailed technical description of the overload control mechanism .
· Test results from a test execution phase of overload control mechanism testing.
Execution Steps
· The tester verifies that there is:
· A technical description providing a high-level overview of the overload control design
· An overview of the types of overload scenarios that the network product overload control mechanisms are expected to handle. 
· An overview of the overload control thresholds that the network product uses to trigger overload control mechanisms,.
· Description of the types of attacks that may cause an overload to the network product and how these are handled.
· A description of how the network product discards or handles input during various overload situations including excessive overloads. i.e. where the overload is significantly greater than the thresholds where overload detection is triggered. 
· A description of how the network product security functions operate and perform during overload.
· A description of how the network product shuts down or performs or takes other abatement or corrective actions during excessive overload conditions.  
· The tester verifies that the test results:
· Contain details of the overload conditions used in the test execution that are consist with the technical description document
· Describe test procedures used to verifying the overload control mechanisms,
· Contain data which demonstrates/indicates that the overload control mechanisms described in the technical description document have been implemented.
· Contains details of the test set-up including the mechanisms for creating the overload. Where simulators and/or scripts are used to artificially create a load then details of these should also be included.


Expected Results:
· A  description technical provides a high-level overview of the overload control design
· A overview of the types of overload scenarios and overload control thresholds that are considered.
· Description on the types of attacks that may cause an overload to the system and how these are handled.
· A description of how the network product discards or handles input during various overload situations
· Describes if or how the network product  security functions operate and perform during overload.
· If parts of the system shutdown or take other abatement or corrective actions these should be described

Note: If some of the items listed above are not applicable to a network product then,  in those cases,  it should be clarified by the vendor  why  these items are not applicable.. 
· The  test results should :
· Contain details of the overload conditions used in the test execution that are consist with the technical description document
· Describe the test procedures used to verify the overload control mechanisms,
· Contain data which demonstrates/indicates that the overload control mechanisms described in the technical description document have been implemented.
· Contains details of the test set-up including the mechanisms for creating the overload.
Expected format of evidence:
Documentation showing each of the points in the results sections.
Editor’s note: It is FFS whether a documentation check only is sufficient i.e. that actual test verification by the evaluators is not required. This issue can be reviewed after the pilot evaluation of the MME.

***	END OF 2nd CHANGE	***

