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Abstract of the contribution:

It was agreed at SA3#79 to include MME-specific requirements into TS 33.116 and generic requirements into TS 33.117. It was further agreed to take clauses from TR 33.806 and map them to the corresponding clauses of the two TSs. The present contribution maps TR 33.806, B.4.5, to TS 33.116 and TS 33.117.
The first section of the contribution copies the text from TR 33.806, B.4.5 (there were no changes during the conf calls), and adds Word comments explaining which part of the text is believed to be MME-specific and which is generic. It turns out that, for this clause, there are no MME-specific parts. The existing Word comments from TR 33.806 were removed for better readability of the new comments. 
The second section of the contribution provides a pCR to TS 33.117, v0.0.3. 
The third section of the contribution provides a pCR to TS 33.116, v0.0.3.
In the present contribution, only the requirements themselves are mapped, not the test cases. 
The technical content in S3-151670 does not differ from that in S3-151620.
Annotated text from TR 33.806
[bookmark: _Toc404333610][bookmark: _Toc404333855][bookmark: _Toc404714163][bookmark: _Toc411028279][bookmark: _Toc417637751]B.4.5	Web Servers	Comment by nokia2: all the text in this clause is generic.
[bookmark: _Toc417637752]B.4.5.1	No system privileges for web server
Requirement Name: All web server processes shall not run with system privileges.
Requirement Reference: TBA 
Requirement Description: 
All web server processes shall not run with system privileges. If a process is started by a user with system privileges, execution shall be transferred to a different user without system privileges after the start.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc417637753]B.4.5.2	No unused HTTP methods
Requirement Name: HTTP methods that are not required shall be deactivated.
Requirement Reference: TBA 
Requirement Description: 
HTTP methods that are not required shall be deactivated. Standard requests to web servers only use GET and POST. If other methods are required, they shall not introduce security leaks such as TRACK or TRACE).
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc417637754]B.4.5.3	No unused add-ons
Requirement Name: Any add-ons and components that are not required shall be deactivated.
Requirement Reference: TBA 
Requirement Description: All optional add-ons and components of the web server shall be deactivated if they are not required. In particular, CGI, Server Side Includes (SSI) and WebDAV shall be deactivated if they are not required.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc417637755]B.4.5.4	No compiler, interpreter, or shell via CGI
Requirement Name: If CGI (Common Gateway Interface) is used, the CGI directory shall not include compilers or interpreters (e.g., PERL interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or operating system shells).
Requirement Reference: TBA 
Requirement Description: : If CGI (Common Gateway Interface) is used, the CGI directory shall not include compilers or interpreters (e.g., PERL interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or operating system shells).
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc417637756]B.4.5.5	No CGI uploads
Requirement Name: If CGI is used, the CGI directory shall not be used for uploads.
Requirement Reference: TBA 
Requirement Description: If CGI is used, the CGI directory shall not be used for uploads.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc417637757]B.4.5.6	No execution of system commands
Requirement Name: If Server Side Includes (SSI) are active, the execution of system commands shall be deactivated.
Requirement Reference: TBA 
Requirement Description: If Server Side Includes (SSI) are active, the execution of system commands shall be deactivated.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc417637758]B.4.5.7	Access rights for web server configuration
Requirement Name: Access rights for web server configuration files shall only be granted to the owner of the web server process or a user with system privileges.
Requirement Reference: TBA 
Requirement Description: Access rights for web server configuration files shall only be granted to the owner of the web server process or a user with system privileges. Implementation example: Delete “read” and “write” access rights for “others.” Only grant “write” access to the user who configures the web server..
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc417637759]B.4.5.8	No default content
Requirement Name: Default content shall be removed.
Requirement Reference: TBA 
Requirement Description: Default content (examples, help files, documentation, aliases) that is provided with the standard installation of the web server shall be removed.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc417637760]B.4.5.9	No directory listings
Requirement Name: Directory listings (indexing) shall be deactivated.
Requirement Reference: TBA 
Requirement Description: Directory listings (indexing) shall be deactivated.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc417637761]B.4.5.10	Web server information in HTTP headers
Requirement Name: Information about the web server in HTTP headers shall be minimized.
Requirement Reference: TBA 
Requirement Description: The HTTP header shall not include information on the version of the web server and the modules/add-ons used.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc417637762]B.4.5.11	Web server information in error pages 
Requirement Name: Web server information in error pages shall be deleted. Default error pages of the web server shall be replaced by error pages defined by the TOE vendor.
Requirement Reference: TBA 
Requirement Description: User-defined error pages shall not include version information about the web server and the modules/addons used. Error messages shall not include internal information such as internal server names, error codes, etc.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc417637763]B.4.5.12	Minimised file type mappings
Requirement Name: File type or script mappings that are not required shall be deleted
Requirement Reference: TBA 
Requirement Description: File type or script mappings that are not required shall be deleted, e.g., php, phtml, js, sh, csh, bin, exe, pl, vbe, vbs.

Threat References: TBA
Security Objective References: TBA
Test Case: TBA
[bookmark: _Toc417637764]B.4.5.13	Restricted file access
Requirement Name: The web server shall only deliver files which are meant to be delivered.
Requirement Reference: TBA 
Requirement Description: Restrictive access rights shall be assigned to all files which are directly or indirectly (e.g., via links or in virtual directories) in the web server’s document directory. In particular, the web server shall not be able to access files which are not meant to be delivered.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA

pCR to TS 33.117 (generic requirements)

***	START OF CHANGE	*** 
[bookmark: _Toc421893072]5.3.4	Web Servers
Editor's Note: starting from Annex B.4.5
5.3.4B.4.5.1	No system privileges for web server
Requirement Name: All web server processes shall not run with system privileges.
Requirement Reference: TBA 
Requirement Description: 
All web server processes shall not run with system privileges. If a process is started by a user with system privileges, execution shall be transferred to a different user without system privileges after the start.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.4B.4.5.2	No unused HTTP methods
Requirement Name: HTTP methods that are not required shall be deactivated.
Requirement Reference: TBA 
Requirement Description: 
HTTP methods that are not required shall be deactivated. Standard requests to web servers only use GET and POST. If other methods are required, they shall not introduce security leaks such as TRACK or TRACE).
Threat References: TBA
Security Objective
5.3.4B.4.5.3	No unused add-ons
Requirement Name: Any add-ons and components that are not required shall be deactivated.
Requirement Reference: TBA 
Requirement Description: All optional add-ons and components of the web server shall be deactivated if they are not required. In particular, CGI, Server Side Includes (SSI) and WebDAV shall be deactivated if they are not required.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.4B.4.5.4	No compiler, interpreter, or shell via CGI
Requirement Name: If CGI (Common Gateway Interface) is used, the CGI directory shall not include compilers or interpreters (e.g., PERL interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or operating system shells).
Requirement Reference: TBA 
Requirement Description: : If CGI (Common Gateway Interface) is used, the CGI directory shall not include compilers or interpreters (e.g., PERL interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or operating system shells).
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.4B.4.5.5	No CGI uploads
Requirement Name: If CGI is used, the CGI directory shall not be used for uploads.
Requirement Reference: TBA 
Requirement Description: If CGI is used, the CGI directory shall not be used for uploads.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.4B.4.5.6	No execution of system commands
Requirement Name: If Server Side Includes (SSI) are active, the execution of system commands shall be deactivated.
Requirement Reference: TBA 
Requirement Description: If Server Side Includes (SSI) are active, the execution of system commands shall be deactivated.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.4B.4.5.7	Access rights for web server configuration
Requirement Name: Access rights for web server configuration files shall only be granted to the owner of the web server process or a user with system privileges.
Requirement Reference: TBA 
Requirement Description: Access rights for web server configuration files shall only be granted to the owner of the web server process or a user with system privileges. Implementation example: Delete “read” and “write” access rights for “others.” Only grant “write” access to the user who configures the web server..
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.4B.4.5.8	No default content
Requirement Name: Default content shall be removed.
Requirement Reference: TBA 
Requirement Description: Default content (examples, help files, documentation, aliases) that is provided with the standard installation of the web server shall be removed.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.4B.4.5.9	No directory listings
Requirement Name: Directory listings (indexing) shall be deactivated.
Requirement Reference: TBA 
Requirement Description: Directory listings (indexing) shall be deactivated.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.4B.4.5.10	Web server information in HTTP headers
Requirement Name: Information about the web server in HTTP headers shall be minimized.
Requirement Reference: TBA 
Requirement Description: The HTTP header shall not include information on the version of the web server and the modules/add-ons used.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.4B.4.5.11	Web server information in error pages 
Requirement Name: Web server information in error pages shall be deleted. Default error pages of the web server shall be replaced by error pages defined by the TOE vendor.
Requirement Reference: TBA 
Requirement Description: User-defined error pages shall not include version information about the web server and the modules/addons used. Error messages shall not include internal information such as internal server names, error codes, etc.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.4B.4.5.12	Minimised file type mappings
Requirement Name: File type or script mappings that are not required shall be deleted
Requirement Reference: TBA 
Requirement Description: File type or script mappings that are not required shall be deleted, e.g., php, phtml, js, sh, csh, bin, exe, pl, vbe, vbs.

Threat References: TBA
Security Objective References: TBA
Test Case: TBA
5.3.4B.4.5.13	Restricted file access
Requirement Name: The web server shall only deliver files which are meant to be delivered.
Requirement Reference: TBA 
Requirement Description: Restrictive access rights shall be assigned to all files which are directly or indirectly (e.g., via links or in virtual directories) in the web server’s document directory. In particular, the web server shall not be able to access files which are not meant to be delivered.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA

***	END OF CHANGE	***

pCR to TS 33.116 (MME-specific adaptations of generic requirements from TS 33.117)

***	START OF CHANGE	***
[bookmark: _Toc421892899]5.3.4	Web Servers
Editor's Note: Take TR 33.806, Annex B.4.5 as a starting point. 
There are no MME-specific additions to clause 5.3.4 of TS 33.117. 
5.3.4.1	No system privileges for web server
5.3.4.2	No unused HTTP methods
5.3.4.3	No unused add-ons
5.3.4.4	No compiler, interpreter, or shell via CGI
5.3.4.5	No CGI uploads
5.3.4.6	No execution of system commands
5.3.4.7	Access rights for web server configuration eral
5.3.4.8	No default content
5.3.4.9	No directory listings
5.3.4.10	Web server information in HTTP headers
5.3.4.11	Web server information in error pages
5.3.4.12	Minimised file type mappings
5.3.4.13	Restricted file access


***	END OF CHANGE	***


