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Abstract of the contribution:

It was agreed at SA3#79 to include MME-specific requirements into TS 33.116 and generic requirements into TS 33.sas117. It was further agreed to take clauses from TR 33.806 and map them to the corresponding clauses of the two TSs. The present contribution maps TR 33.806, B.3.3.3 to TS 33.116 and TS 33.sas117.
The first section of the contribution copies the text from TR 33.806, B.3.3.3 (based on the pCRs agreed at conf calls prior to SA79bis, and with the revisions of those pCR’s accepted) and adds Word comments explaining which part of the text is believed to be MME-specific and which is generic. For this contribution no MME-specific text was identified. The existing Word comments from TR 33.806 were removed for better readability of the new comments. 
The second section of the contribution provides a pCR to TS 33.sas117, v0.0.3. 
The third section of the contribution provides a pCR to TS 33.116, v0.0.3.
In the present contribution, only the requirements themselves are mapped, not the test cases. 
This contribution is an updated version of S3-1511649 where changes detailed in S3-151653 & S3-151654 have been applied and also the generic requirement TS number has been updated from ‘TS.33.sas’ to TS.33.117.  



Annotated text from TR 33.806

[bookmark: _Toc404333583][bookmark: _Toc404333828][bookmark: _Toc404714136][bookmark: _Toc411028221][bookmark: _Toc417637684]B.3.3.3	Protecting availability and integrity
[bookmark: _Toc404333584][bookmark: _Toc404333829][bookmark: _Toc404714137][bookmark: _Toc411028222][bookmark: _Toc417637685]B.3.3.3.1	System handling during overload situations -	
Requirement Name: System handling during overload situations -	
Requirement Reference: to be done later
Requirement Description: 
The system shall provide security measures to deal with overload situations which may occur as a result of a denial of service attack or during periods of increased traffic. In particular, partial or complete impairment of system availability shall be avoided. Potential protective measures include:	Comment by johnhick: Generic text
• Restricting of available RAM per application
• Restricting of maximum sessions for a Web application
• Defining the maximum size of a dataset
• Restricting CPU resources per process
• Prioritizing processes
• Limiting of amount or size of transactions of an user or from an IP address in a specific time range
 
Threat Reference: Denial of Service
Security Objective references: tba.
Test case: Refer to Annex D.3.3.3.3

[bookmark: _Toc404333585][bookmark: _Toc404333830][bookmark: _Toc404714138][bookmark: _Toc411028223][bookmark: _Toc417637686]B.3.3.3.2	Boot from intended memory devices only 
Requirement name: Boot from intended memory devices only
Requirement reference: to be done later
Requirement Description: 
1) The MME can boot only from the memory devices intended for this purpose.	Comment by johnhick: Replace with ‘network product’ to make it a generic requirement

Threat References: other threat: threat on booting from external device

[bookmark: _Toc404333586][bookmark: _Toc404333831][bookmark: _Toc404714139][bookmark: _Toc411028224][bookmark: _Toc417637687]B.3.3.3.3	System handling during excessive overload situations
Requirement Name: System handling during overload situations
Requirement Reference: TBA
Requirement Description: The system shall act in a predictable way if an overload situation cannot be prevented. A system shall be built in this way that it can react on a overload situation in a controlled way. However it is possible that a situation happens where the security measures are no longer sufficient.	Comment by johnhick: Generic text

In such case it shall be ensured that the system cannot reach an undefined and thus potentially insecure state. In an extreme case this means that a controlled system shutdown is preferable to uncontrolled failure of the security functions and thus loss of system protection.

The vendor shall provide a technical description of the network products’ Over Load Control mechanisms and the accompanying test case for this requirement will check that the description provides sufficient detail in order for an evaluator to understand how the mechanism is designed.
Threat References: TBA
Security Objective references: tba.
Test case: Refer to Annex D.3.3.3.3

[bookmark: _Toc404333587][bookmark: _Toc404333832][bookmark: _Toc404714140][bookmark: _Toc411028225][bookmark: _Toc417637688]B3.3.3.4	System robustness against unexpected input.
Requirement Name: System robustness against unexpected input.
Requirement Reference: TBA
Requirement Description: During transmission of data to a system it is necessary to validate input to the MME before processing. This includes all data which is sent to the system. Examples of this are user input, values in arrays and content in protocols. The following typical implementation error shall be avoided:	Comment by johnhick: Replace with ‘network product’ to make it a generic requirement
• No validation on the lengths of transferred data
• Incorrect assumptions about data formats
• No validation that received data complies with the specification
• Insufficient handling of protocol errors in received data
• Insufficient restriction on recursion when parsing complex data formats
• White listing or escaping for inputs outside the values margin

Note: This requirement will be verified by Robustness and Protocol fuzzing tests as defined in Annex D.5.4.
Threat References: TBA
Security Objective references: tba.
Test case:TBA
[bookmark: _Toc404333588][bookmark: _Toc404333833][bookmark: _Toc404714141][bookmark: _Toc411028226][bookmark: _Toc417637689]B.3.3.3.5	MME software package integrity 	Comment by johnhick: Replace words ‘MME’ with ‘network product’ throughout clause to make it a generic requirement
Requirement name: MME Software integrity validation
Requirement reference: to be done later
Requirement Description: 
1)	Software package integrity shall be validated in the installation/upgrade stage.
2)	MME shall support software package integrity validation via cryptographic means, e.g. digital signature.
3)	Tampered software shall not be executed if integrity check fails.
4)	A security mechanism is required to guarantee that only authorized individuals can initiate and deploy a software update and that the software update is originated from verified sources.
 Threat References: TBA

Security Objective references: SOFTWARE INTEGRITY

pCR to TS 33.sas117 (generic requirements)

***	START OF CHANGE	*** 
5.2.3.3	Protecting availability and integrity
5.2.3.3.1	System handling during overload situations -	
Requirement Name: System handling during overload situations -	
Requirement Reference: to be done later
-	Requirement Description: 
The system shall provide security measures to deal with overload situations which may occur as a result of a denial of service attack or during periods of increased traffic. In particular, partial or complete impairment of system availability shall be avoided. Potential protective measures include:
• Restricting of available RAM per application
• Restricting of maximum sessions for a Web application
• Defining the maximum size of a dataset
• Restricting CPU resources per process
• Prioritizing processes
• Limiting of amount or size of transactions of an user or from an IP address in a specific time range
 
-	Threat Reference: Denial of Service
Security Objective references: tba.
Test case: Refer to Annex D.3.3.3.3Resource exhaustion attacks prevention
5.2.3.3.2	Boot from intended memory devices only
Requirement name: Boot from intended memory devices only
Requirement reference: to be done later
Requirement Description: 
The network product can boot only from the memory devices intended for this purpose.

Threat References: other threat: threat on booting from external device

5.2.3.3.3	System handling during excessive overload situations
Requirement Name: System handling during overload situations
Requirement Reference: TBA
Requirement Description: The system shall act in a predictable way if an overload situation cannot be prevented. A system shall be built in this way that it can react on a overload situation in a controlled way. However it is possible that a situation happens where the security measures are no longer sufficient.

In such case it shall be ensured that the system cannot reach an undefined and thus potentially insecure state. In an extreme case this means that a controlled system shutdown is preferable to uncontrolled failure of the security functions and thus loss of system protection.

The vendor shall provide a technical description of the network products’ Over Load Control mechanisms and the accompanying test case for this requirement will check that the description provides sufficient detail in order for an evaluator to understand how the mechanism is designed.
Threat References: TBA
Security Objective references: tba.
Test case: Refer to Annex D.3.3.3.3
System handling during overload situations

5.3.3.3.4	System robustness against unexpected input.
Requirement Name: System robustness against unexpected input.
Requirement Reference: TBA
Requirement Description: During transmission of data to a system it is necessary to validate input to the network product before processing. This includes all data which is sent to the system. Examples of this are user input, values in arrays and content in protocols. The following typical implementation error shall be avoided:
• No validation on the lengths of transferred data
• Incorrect assumptions about data formats
• No validation that received data complies with the specification
• Insufficient handling of protocol errors in received data
• Insufficient restriction on recursion when parsing complex data formats
• White listing or escaping for inputs outside the values margin

Threat References: TBA
Security Objective references: tba.
Test case: Note: This requirement will be verified by Robustness and Protocol fuzzing tests as defined in Annex D.5.4.

5.2.3.3.5	Network Product software package integrity 
Requirement name: Network product Software integrity validation
Requirement reference: to be done later
Requirement Description: 
1)	Software package integrity shall be validated in the installation/upgrade stage.
2)	Network product shall support software package integrity validation via cryptographic means, e.g. digital signature.
3)	Tampered software shall not be executed if integrity check fails.
4)	A security mechanism is required to guarantee that only authorized individuals can initiate and deploy a software update and that the software update is originated from verified sources.
 Threat References: TBA

Security Objective references: SOFTWARE INTEGRITY
MME software package integrity

***	END OF CHANGE	***

pCR to TS 33.116 (MME-specific adaptations of generic requirements from TS 33.sas117)

***	START OF CHANGE	***
There are no MME-specific additions to clause 5.2.3.3 of TS 33.117. 

5.2.3.3	Protecting availability and integrity
5.2.3.3.1	Resource exhaustion attacks prevention
5.2.3.3.2	Boot from intended memory devices only
5.2.3.3.3	System handling during overload situations
5.2.3.3.4	System robustness against unexpected input
5.2.3.3.5	MME software package integrity

***	END OF CHANGE	***


