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Abstract of the contribution: This contribution proposes to resolve the Editor’s Note in clause B.3.3.3.4
Discussion
This contribution proposes to resolve the Editor’s note in clause B.3.3.3.4 – ‘System robustness against unexpected input.’ The current text in Annex B is:
 “During transmission of data to a system it is necessary to validate input to the MME before processing. This includes all data which is sent to the system. Examples of this are user input, values in arrays and content in protocols. The following typical implementation error shall be avoided:	Comment by johnhick: Replaced the word ‘this’ with ‘input to the MME’.
• No validation on the lengths of transferred data
• Incorrect assumptions about data formats
• No validation that received data complies with the specification
• Insufficient handling of protocol errors in received data
• Insufficient restriction on recursion when parsing complex data formats
• White listing or escaping for inputs outside the values margin

Editor’s note: The required level of detail is ffs.”
In addition the ‘motivation’ text from the DT catalogue  states  “An attacker can try to put a system in an unsecure state through targeted manipulation of transmitted data. The object of such an attack is to compromise the usability, availability or integrity of individual services or of the entire system. For instance a unclean memory handling can lead to a buffer overflow that allows an attacker to execute arbitrary code on the effected system.”.)
There are several aspects to this requirement or at least as to how it can be implemented and checked.
1. Firstly through the use of secure coding techniques the above errors can be avoided.
2.To ensure that these techniques have been correctly applied the use of development tools and code inspections can be useful.
3. In addition the BVT test (D.5.4) Robustness and fuzz testing’ will also help to verify the implementation.

The question is how much or if any of numbers 1 and 2 should be included. 
Developers may be required to complete courses to show that they are aware of the secure coding techniques. In addition  they may also have to have certain amount of experience which would help demonstrate that they are competent secure coders. A development organization may have Secure coding standards which a developer could claim to be compliant to, have read, have passed an exam etc. Records of use or of completion of training courses could be produced. These types of checks would really be carried out by product lifecycle auditors. It’s unlikely that evaluators in a ISO17025 certified lab would regard the auditing of developer competence as within scope. 

For number 2 it may be possible to show evidence of the tools that are used for developing code. Evidence of code inspections could also be checked. Again these types of checks would normally be carried out by product lifecycle auditors. Its unlikely that a ISO17025 test lab would regard this check as within their scope. It would be more like the duty of product lifecycle auditor that would check them. 
For number 3 the Robustness and fuzzing testing as defined Annex D.5.4 is probably the most suitable test for this requirement. 
So the proposal is to delete the editor note and make a reference to the Robustness and fuzzing testing as defined Annex D.5.4 as the test case for this requirement.

Proposal 
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Requirement Name: System robustness against unexpected input.
Requirement Reference: TBA
Requirement Description: During transmission of data to a system it is necessary to validate input to the MME before processing. This includes all data which is sent to the system. Examples of this are user input, values in arrays and content in protocols. The following typical implementation error shall be avoided:	Comment by johnhick: Text copied from 3.01-11. Minor editorial changes made.	Comment by johnhick: Replaced the word ‘this’ with ‘input to the MME’.
• No validation on the lengths of transferred data
• Incorrect assumptions about data formats
• No validation that received data complies with the specification
• Insufficient handling of protocol errors in received data
• Insufficient restriction on recursion when parsing complex data formats
• White listing or escaping for inputs outside the values margin

Editor’s note: The required level of detail is ffs.  
Note: This requirement will be verified by Robustness and Protocol fuzzing tests as defined in Annex D.5.4.
Threat References: TBA
Security Objective references: tba.
Test case:TBA
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