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Abstract of the contribution: This contribution proposes to clarify in annex B. 3.3.4.1.1, B.3.3.4.2.2, B.3.3.4.3.1, and B.3.3.6.1  of TR 33.806. 
Introduction 
Existing text flow in B.3.3.4.1.1 was confusing (requirement - exception - examples how to meet requirement - requirement) and was re-arranged.  Moreover, "classified" data needed to be replaced by the agreed wording "sensitive data".
B.3.3.4.3.1 suggests password length of 8 while B.3.3.4.2.2 suggests length of password of 12.  The explicit number in this place was replaced by a reference to clause B.3.3.4.3.1, which is updated by a pCR to this meeting accordingly.  
 In B.3.3.6.1, in the table, the description about failed login attempts should not assume a specific implementation, describing if and how such attempts should be counted and correlated in the log. Solution details are up to implementation and operator log file analysis policy.
Proposed pCR
[bookmark: _Toc397964290][bookmark: _Toc404333522][bookmark: _Toc404333767][bookmark: _Toc404714075][bookmark: _Toc404965937][bookmark: _Toc404333603][bookmark: _Toc404333848][bookmark: _Toc404714156][bookmark: _Toc411028263][bookmark: _Toc411029470]***	BEGIN OF FIRST CHANGE	***
B.3.3.4	Authentication and authorization
[bookmark: _Toc411028228][bookmark: _Toc417637691][bookmark: _Toc411029432]B.3.3.4.1	Authentication policy
B.3.3.4.1.1 System functions shall not be used or accessed without successful authentication and authorization
Requirement Name: System functions shall not be used or accessed without successful authentication and authorization.
Requirement Reference: to be done later
Requirement Description:
The usage of a system functions or access of sensitive data classified as internal, confidential or strictly confidential shall only be possible via unambiguous user identification and successful authentication on basis of the user name and at least one authentication attribute. System functions comprise, for example network services (like SSH, SFTP, Web services), local access via a management console, local usage of operating systems and applications. This requirement shall also be applied to accounts that are only used for communication between systems., An exception to this the authentication and authorisation requirement are functions for public use such as those for a Web server on the Internet, via which information is made available to the public. 
Examples for functions which require prior authentication are network services (like SSH, SFTP, Web services), local access via a management console, local usage of operating systems and applications. The following examples are possibilities that could be used for authentication.
1. Query user name and password
2. Use of cryptographic keys and certificates (e.g. as Smartcard)

This requirement shall also be applied to accounts that are only used for communication between systems.
Threat References: TBA
Security Objective references: tba.



[bookmark: _Toc417637696][bookmark: _Toc411029437]***	NEXT CHANGE	***
B.3.3.4.2	Authentication attribute
B.3.3.4.2.2	Predefined accounts shall be deleted or disabled.

Requirement Name: Predefined accounts shall be deleted or disabled.

Requirement Reference: to be done later
Requirement Description: All predefined or default accounts shall be deleted or disabled. Many systems have default accounts (e.g. guest, ctxsys), some of which are preconfigured with or without known passwords. These standard users shall be deleted or disabled. Should this measure not be possible the accounts shall be locked for remote login.  In any case disabled or locked accounts shall be configured with a complex password as specified in clause B.3.3.4.3.1. (12  character and more, use of upper/lower case, numbers and special characters).) This is necessary to prevent unauthorised use of such an account in case of misconfiguration.


Exceptions to this requirement to delete or disable accounts are accounts that are used only internally on the system in­ volved and that are required for one or more applications on the system to function. Also for these accounts remote ac­ cess or local login shall be forbidden to prevent  abusive use by users of the system.


Threat References: TBA
Security Objective references: TBA.
Test case: TBA
***	NEXT CHANGE	***

[bookmark: _Toc404333591][bookmark: _Toc404333836][bookmark: _Toc404714144][bookmark: _Toc411028243][bookmark: _Toc417637711][bookmark: _Toc411029450][bookmark: _Toc404966007]B.3.3.6	Logging
[bookmark: _Toc411028244][bookmark: _Toc417637712][bookmark: _Toc411029451]B.3.3.6.1	Security event logging
Requirement Name: Security event logging
Requirement Reference: TBA
Requirement Description: Security relevant events shall be logged with a precise timestamp and a unique system reference. Security events shall be logged together with a unique system reference (e.g., host name, IP or MAC address) and the exact time the incident occurred. For each security event, the log entry shall include user name, timestamp, performed action and result.

RFC 3871 [9] section 2.11.10 specifies the minimum set of security events. Each vendor shall document what security events that the product logs so it can be verified by testing.
Typical event that reasonably should be logged in many cases are:
	Event
	Event data to be logged

	
Incorrect login attempts
	
• Account,
• No. of fFailed attempts
• Source (IP address) of remote access

	
System access with accounts with administrator rights
	
• Account,
• Access timestamp,
• Length of session,
• Source (IP address) of remote access

	
Account administration
	
• Administrator account,
• Administered account,
• Activity performed (configure, delete, enable and
disable)

	
Change of group membership for accounts
	
• Administrator account,
• Administered account,
• Activity performed (group added or removed)

	
Critical rise in system values such as disk space, CPU load over a longer period 
	
• Value exceeded,
• Value reached
(Here suitable threshold values shall be defined depending on the individual system.)



	
Threat References: TBA
Security Objective references: tba.
Test case:TBA

***	END OF CHANGES	***
