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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This clause is optional. If it exists, it is always the second unnumbered clause.

1
Scope

This clause shall start on a new page.

The present document …
Editor’s Note: The present document contains objectives, requirements and test cases that are deemed applicable, possibly after adaptation, to several network product classes. 
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 41.001: "GSM Release specifications".

[3]
3GPP TR 21 912 (V3.1.0): "Example 2, using fixed text".

…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

It is preferred that the reference to 21.905 be the first in the list.

3
Definitions, symbols and abbreviations
Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

Abbreviation format (EW)

<ACRONYM>
<Explanation>

4
Security objectives
Editor’s Note: Security objectives could be used to give a concise overview of the security requirements. This subclause can remain empty until the requirements in the present Annex are stable [quoted from TR 33.806, Annex B.2]. For the content, TR 33.806, clause 5.5, can be taken as a starting point. 
5
Catalogue of security requirements and related test cases
Editor’s Note: Take TR 33.806, Annex B, as a starting point for the requirements. Take TR 33.806, Annex D, as a starting point for the test cases. 

Editor’s Note: Each requirement shall be immediately followed by its test case(s). If a test case can be used to address several requirements then a reference to a test case further up in the TS may suffice. 
5.1
Introduction
Editor’s Note: tba. 

5.2
Security functional requirements and related test cases
Editor’s Note: Take TR 33.806, Annex B.3.2 through B.3.7, as a starting point. Keep substructure of Annex B.3.3 through B.3.7 as appropriate.
5.2.1
Introduction

5.2.2
Security functional requirements deriving from 3GPP specifications and related test cases
Editor's Note: non-product class specific requirements and their test cases can be collected here, e.g. SCAS requirements based on 3GPP profiles

5.2.3
Technical baseline
Editor's Note: starting from Annex B.3.3 

5.2.3.1
Introduction

5.2.3.2
Protecting data and information

Editor's Note: substructure tba 
5.2.3.3
Protecting availability and integrity

5.2.3.3.1
Resource exhaustion attacks prevention

5.2.3.3.2
Boot from intended memory devices only

5.2.3.3.3
System handling during overload situations

5.3.3.3.4
System robustness against unexpected input.

5.2.3.3.5
MME software package integrity

5.2.3.4
Authentication and authorization

5.2.3.4.1
Authentication policy

5.2.3.4.1.1
System functions shall not be used or accessed without successful authentication and authorization.

5.2.3.4.1.2
Accounts shall be used that allow unambiguous identification of the user.

5.2.3.4.2
Authentication attributes

5.2.3.4.2.1
Accounts shall be protected by at least one authentication attribute.

5.2.3.4.2.2
Predefined accounts shall be deleted or disabled.

5.2.3.4.2.3
Predefined or default authentication attributes shall be deleted or disabled.

5.2.3.4.3
Password policy

5.2.3.4.3.1
Password structure

5.2.3.4.3.2
Password changes


5.2.3.4.3.3
Protection against attacks

5.2.3.4.3.4
Hiding password display

5.2.3.4.4
Specific Authentication use cases

5.2.3.4.5
User account lock-out policy

5.2.3.4.6
Authorization and access control

5.2.3.4.6.1
Authorization policy

5.2.3.4.6.2
Role-based access control

5.2.3.5
Protecting sessions

5.2.3.5.1
Protecting sessions – logout function

5.2.3.5.2
Protecting sessions – Inactivity timeout

5.2.3.6
Logging

5.2.3.6.1
Security event logging

5.2.3.6.2
Log transfer to centralized storage

5.2.3.6.3
Protection of security event log files

5.2.4
Operating systems
5.2.4.1 General operating system requirements and related test cases

Editor's Note: starting from Annex B.3.4 

5.2.4.4.1
Availability and Integrity

5.2.4.4.1.1
Handling of growing content

5.2.4.4.1.2
Handling of ICMP

5.2.4.4.1.3
Handling of IP options and extensions

5.2.4.4.2
Authentication and Authorization

5.2.4.4.2.1
Authenticated Privilege Escalation only
5.2.4.2 UNIX specific requirements and related test cases

Editor's Note: starting from Annex B.3.5 

5.2.4.2.1
General

5.2.4.2.2
System account identification
5.2.5
Web Servers

Editor's Note: starting from Annex B.3.6

5.2.5.1
Logging

5.2.5.1.1
Webserver logging

5.2.5.2       User sessions

5.2.6
Network Devices

Editor's Note: starting from Annex B.3.7 

5.2.6.1 
Protection of Data and Information

5.2.6.2 
Protecting availability and integrity

5.2.6.2.1
Packet filtering

5.2.6.2.2
Interface robustness requirements

5.2.6.3 
Logging

5.2.6.3.1
Network device security event logging
5.3
Security requirements and related test cases related to hardening
Editor’s Note: Take TR 33.806, Annex B.4, as a starting point. Keep substructure of Annex B.4 as appropriate.

5.3.1
Introduction

5.3.2
Technical Baseline
Editor's Note: starting from Annex B.4.2 

5.3.2.1
No unnecessary or insecure services / protocols

5.3.2.2
Restricted reachability of services

5.3.2.3
No unused software

5.3.2.4
No unused functions

5.3.2.5
No unsupported components

5.3.3
Operating Systems

Editor's Note: starting from Annex B.4.3 and B.4.4

5.3.3.1
General operating system requirements and test cases

Editor's Note: starting from Annex B.4.3 

5.3.3.1.1
IP-Source address spoofing mitigation

5.3.3.1.2
Minimised kernel network functions

5.3.3.1.3
Automatic launch of removable media

5.3.3.2
UNIX specific requirements and test cases

Editor's Note: starting from Annex B.4.4

5.3.3.2.1
General

5.3.4
Web Servers

Editor's Note: starting from Annex B.4.5

B.4.5.1
No system privileges for web server

B.4.5.2
No unused HTTP methods

B.4.5.3
No unused add-ons

B.4.5.4
No compiler, interpreter, or shell via CGI

B.4.5.5
No CGI uploads

B.4.5.6
No execution of system commands

B.4.5.7
Access rights for web server configuration

B.4.5.8
No default content

B.4.5.9
No directory listings

B.4.5.10
Web server information in HTTP headers

B.4.5.11
Web server information in error pages 

B.4.5.12
Minimised file type mappings

B.4.5.13
Restricted file access


5.3.5
Network Devices

Editor's Note: starting from Annex B.4.6

5.3.5.1
Traffic Separation
5.4
Basic vulnerability testing requirements
Editor’s Note: Take TR 33.806, Annex B.5, as a starting point. Keep substructure of Annex B.5 as appropriate. 

5.4.1
Introduction

5.4.2
Port Scanning
5.4.3
Vulnerability Scanning
5.4.4
Robustness and fuzz testing 
Annex <X> (informative):
Change history

This is the last annex for TSs which details the change history using the following table.

This table can be used for recording progress during the WG drafting process till TSG approval of this TS.
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