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Abstract of the contribution:
The technical content in S3-151677 does differ from that in S3-151623 in that it takes into account revision S3-151655 in favour of S3-151611.
[bookmark: _GoBack]It was agreed at SA3#79 to include MME-specific requirements into TS 33.116 and generic requirements into TS 33.117. It was further agreed to take clauses from TR 33.806 and map them to the corresponding clauses of the two TSs. The present contribution maps TR 33.806, B.3.7, to TS 33.116 and TS 33.117 and shamelessly copies the format and abstract that was used by Nokia in a contribution on the email reflector on 12th June 2015.
The first section of the contribution copies the text from TR 33.806, B.3.7, with minor changes to reflect the changes made by “S3-151611” by Huawei and Deutsche Telekom in the section about logging. Furthermore, this document adds Word comments explaining which part of the text is believed to be MME-specific and which is generic. It turns out that practically all the text is generic with some modifications.
In the section about GTP-C filtering an Editor’s Note is added to reflect the fact that GTP-U has not been studied. The Editor’s Note calls for studying also GTP-U and as a result of this study either add a new requirement that is applicable for GTP-U only or drafting one requirement for GTP as a whole.
The second section of the contribution provides a pCR to TS 33.117, using a partly updated version of the skeleton provided in S3-151441. The text introduced here is a copy of the text that was initially in B.3.7 with some minor modifications. The modifications have been indicated with comments that should be removed when inserting the change into TS 33.117. 
The third section of the contribution provides a pCR to TS 33.116, using the updated skeleton provided by Nokia by email on 6 May to the SA3 reflector. As TR 33.806, B.3.7, does not contain any MME-specific text, this pCR only includes a pointer to the corresponding clause in TS 33.117.
In the present contribution, only the requirements themselves are touched, not the test cases. 
Annotated text from TR 33.806
[bookmark: _Toc420072246]B.3.7 	Network Devices
[bookmark: _Toc420072247]B.3.7.1 	Protection of Data and Information
Please refer to clause B.3.3.2.3 for requirements on protection of data and information.	Comment by Sander Kievit: Reference that needs to be changed, of course.

[bookmark: _Toc420072248]B.3.7.2 	Protecting availability and integrity
[bookmark: _Toc420072249]B.3.7.2.1	Packet filtering	Comment by Sander Kievit: MME can be changed to Network Product without problems. Otherwise the text is generic.
Requirement Name: Packet filtering 
Requirement Reference: to be done later
Requirement Description:
MME shall provide a mechanism to filter incoming IP packets on any IP interface (see RFC 3871 [9] for further information).
In particular the MME shall provide a mechanism:
1)	To filter incoming IP packets on any IP interface at Network Layer .and Transport Layer of the stack ISO/OSI
2)	To allow specified actions to be taken when a filter rule matches. In particular at least the following actions should be supported:
-	Discard/Drop: the matching message is discarded, no subsequent rules are applied and no answer is sent back
-	Accept: the matching message is accepted
-	Account: the matching message is accounted for i.e. a counter for the rule is incremented. This action can be combined with the previous ones. This feature is useful to monitor traffic before its blocking.
3)	To enable/disable for each rule the logging for Dropped packets, i.e. details on messages matching the rule for troubleshooting.
4)	To filter on the basis of the value(s) of any portion of the protocol header
5)	To reset the accounting
6)	The MME shall provide a mechanism to disable/enable each defined rule.
Threat References: Denial of Service
Security Objective references: PROTECTED COMMUNICATIONS, HARDENING.
Test case:TBA

[bookmark: _Toc420072250]B.3.7.2.2	Interface robustness requirements	Comment by Sander Kievit: Entirely generic. Some Editorial changes are proposed.
Requirement Name: Manipulated packets that are sent to an address of the network device must not lead to an impairment of availability	Comment by Anne-Lise Raffy: This document contains "must" in the text. As the occurrences of “must” in this document are not in quoted text they shall be replaced:
check each occurence of "must"	Comment by Sander Kievit: Changed to shall
Requirement Reference: to be done later
Requirement Description:
A network device shall be not affected in its availability or robustness by incoming packets, from other network element, that are manipulated or differing the norm. This means that appropriate packets must be detected as invalid and be discarded. The process shall not be affecting the performance of the network device. This robustness must be just as effective for a great mass of invalid pack ets as for individual or a small number of packets.	Comment by Anne-Lise Raffy: could you please check if all the "shall" are appropriate in that TR	Comment by Sander Kievit: Space removed.
Examples of such packets are:
-	Mass-produced TCP packets with a set SYN flag to produce half-open TCP connections (SYN flooding attack);
-	Packets with the same IP sender address and IP recipient address (Land attack);
-	Mass-produced ICMP packets with the broadcast address of a network as target address (Smurf attack);
-	Fragmented IP packets with overlapping offset fields (Teardrop attack);
-	ICMP packets that are larger than the maximum permitted size (65,535 Bytes) of IPv4 packets (Ping-of-death attack);
-	Uncorrelated reply packets (i.e. packets which cannot be correlated to any request). 
Sometimes the relevant behaviour of the network device must be configured. In other cases, the behaviour of the network device may only be verified by the relevant tests.
Threat References: Denial of Service
Security Objective references: PROTECTED COMMUNICATIONS, HARDENING.
Test case:TBA
[bookmark: _Toc420072251]B.3.7.2.3	GTP-C Filtering	Comment by Sander Kievit: This is a control plane protocol, so it is generic, but won’t cover everything for all network products. The MME’s can be replaced with Network Products. An editor’s note is added to study whether this can be generalized to GTP-U as well.
Requirement Name: GTP-C Filtering
Requirement Reference: to be done later
Requirement Description:
The following capability is conditionally required:
-	For each message of a GTP-C-based protocol, it shall be possible to check whether the sender of this message is authorised to send a message pertaining to this protocol.
NOTE 1: The check could be performed e.g. against a whitelist or blacklist of permitted message type / sender identity combinations.
-	At least the following actions should be supported when the check is satisfied:
-	Discard: the matching message is discarded
-	Accept: the matching message is accepted
-	Account: the matching message is accounted for, i.e. a counter for the rule is incremented. This action can be combined with the previous ones. This feature is useful to monitor traffic before its blocking.
This requirement is conditional in the following sense: It is required that at least one of the following two statements holds: 
-	The MME supports the capability described above and this is stated in the product documentation.
-	The MME product documentation states that the capability is not supported and that the MME needs to be deployed together with a separate entity which provides the capability described above. 
NOTE 2: Such a separate entity could e.g. be a GTP Firewall. 
NOTE 3: Test cases for this separate entity are not provided in the present document, but are believed to be similar to them. 
Threat References: tba
Security Objective references: tba.
Test case: TBD
[bookmark: _Toc420072252]
B.3.7.3 	Logging
[bookmark: _Toc420072253]B.3.7.3.1	Network device security event logging
Requirement Name: Network device security event logging
Requirement Reference: TBA
Requirement Description: Security-relevant events shall be logged with a precise time stamp and a unique system reference. Network devices shall log the occurrence of security-relevant events. So that these events can be evaluated and classified, they shall be logged together with a unique system reference (e.g., host name, IP or MAC address) and the exact time the event occurred.
The following security-relevant events shall be logged by a network device:
	
Event
	Event data to be logged

	
Failed login attempts
	
• Account,
• No. of failed attempts,	Comment by Sander Kievit: Changed to match the change in Logging 3.3.6 by S3-151611.	Comment by Sander Kievit: Changed in revision
• Source (IP address) of remote access

	
Changes to configuration
	
• Change made,
• User

	
Reboot/shutdown/crash
	
• Action performed (reboot, shutdown, etc.),
• User (for intentional actions)

	Change to the status of interfaces (e.g., shutdown)
	
• Interface name and type,
• Status (shutdown, missing link, etc.)

	
Critical rise in system values of memory or CPU load over a longer period
	
• Value exceeded,
• Value reached
(Here suitable threshold values shall be defined depending on the individual system.)



Threat References: TBA
Security Objective references: tba.
Test case: TBA


pCR to TS 33.117 (generic requirements)

***	START OF CHANGE	*** 
[bookmark: _Toc421893067]5.2.6	Network Devices
Editor's Note: starting from Annex B.3.7 
5.2.6.1 	Protection of Data and Information
Please refer to clause 5.2.3.2 for requirements on protection of data and information
5.2.6.2 	Protecting availability and integrity
5.2.6.2.1	Packet filtering
Requirement Name: Packet filtering 
Requirement Reference: to be done later
Requirement Description:
The Network Product shall provide a mechanism to filter incoming IP packets on any IP interface (see RFC 3871 [9] for further information).
In particular the Network Product shall provide a mechanism:
1)	To filter incoming IP packets on any IP interface at Network Layer .and Transport Layer of the stack ISO/OSI
2)	To allow specified actions to be taken when a filter rule matches. In particular at least the following actions should be supported:
-	Discard/Drop: the matching message is discarded, no subsequent rules are applied and no answer is sent back
-	Accept: the matching message is accepted
-	Account: the matching message is accounted for i.e. a counter for the rule is incremented. This action can be combined with the previous ones. This feature is useful to monitor traffic before its blocking.
3)	To enable/disable for each rule the logging for Dropped packets, i.e. details on messages matching the rule for troubleshooting.
4)	To filter on the basis of the value(s) of any portion of the protocol header
5)	To reset the accounting
6)	The Network Product shall provide a mechanism to disable/enable each defined rule.
Threat References: Denial of Service
Security Objective references: PROTECTED COMMUNICATIONS, HARDENING.
Test case:TBA
5.2.6.2.2	Interface robustness requirements
Requirement Name: Manipulated packets that are sent to an address of the network device shall not lead to an impairment of availability
Requirement Reference: to be done later
Requirement Description:
A network device shall be not affected in its availability or robustness by incoming packets, from other network element, that are manipulated or differing the norm. This means that appropriate packets must be detected as invalid and be discarded. The process shall not be affecting the performance of the network device. This robustness must be just as effective for a great mass of invalid packets as for individual or a small number of packets.
Examples of such packets are:
-	Mass-produced TCP packets with a set SYN flag to produce half-open TCP connections (SYN flooding attack);
-	Packets with the same IP sender address and IP recipient address (Land attack);
-	Mass-produced ICMP packets with the broadcast address of a network as target address (Smurf attack);
-	Fragmented IP packets with overlapping offset fields (Teardrop attack);
-	ICMP packets that are larger than the maximum permitted size (65,535 Bytes) of IPv4 packets (Ping-of-death attack);
-	Uncorrelated reply packets (i.e. packets which cannot be correlated to any request). 
Sometimes the relevant behaviour of the network device must be configured. In other cases, the behaviour of the network device may only be verified by the relevant tests.
Threat References: Denial of Service
Security Objective references: PROTECTED COMMUNICATIONS, HARDENING.
Test case:TBA

5.2.6.2.3	GTP-C Filtering
Editor’s Note: it is ffs whether this requirement can be generalized to cover both GTP-C and GTP-U or that a separate requirement or no requirement for GTP-U is needed.
Requirement Name: GTP-C Filtering
Requirement Reference: to be done later
Requirement Description:
The following capability is conditionally required:
-	For each message of a GTP-C-based protocol, it shall be possible to check whether the sender of this message is authorised to send a message pertaining to this protocol.
NOTE 1: The check could be performed e.g. against a whitelist or blacklist of permitted message type / sender identity combinations.
-	At least the following actions should be supported when the check is satisfied:
-	Discard: the matching message is discarded
-	Accept: the matching message is accepted
-	Account: the matching message is accounted for, i.e. a counter for the rule is incremented. This action can be combined with the previous ones. This feature is useful to monitor traffic before its blocking.
This requirement is conditional in the following sense: It is required that at least one of the following two statements holds: 
-	The Network Product supports the capability described above and this is stated in the product documentation.
-	The Network Product’s product documentation states that the capability is not supported and that the Network Product needs to be deployed together with a separate entity which provides the capability described above. 
NOTE 2: Such a separate entity could e.g. be a GTP Firewall. 
NOTE 3: Test cases for this separate entity are not provided in the present document, but are believed to be similar to them. 
Threat References: tba
Security Objective references: tba.
Test case: TBD

5.2.6.3 	Logging

5.2.6.3.1	Network device security event logging
Requirement Name: Network device security event logging
Requirement Reference: TBA
Requirement Description: Security-relevant events shall be logged with a precise time stamp and a unique system reference. Network devices shall log the occurrence of security-relevant events. So that these events can be evaluated and classified, they shall be logged together with a unique system reference (e.g., host name, IP or MAC address) and the exact time the event occurred.
The following security-relevant events shall be logged by a network device:
	
Event
	Event data to be logged

	
Failed login attempts
	
• Account,
• Source (IP address) of remote access

	
Changes to configuration
	
• Change made,
• User

	
Reboot/shutdown/crash
	
• Action performed (reboot, shutdown, etc.),
• User (for intentional actions)

	Change to the status of interfaces (e.g., shutdown)
	
• Interface name and type,
• Status (shutdown, missing link, etc.)

	
Critical rise in system values of memory or CPU load over a longer period
	
• Value exceeded,
• Value reached
(Here suitable threshold values shall be defined depending on the individual system.)



Threat References: TBA
Security Objective references: tba.
Test case: TBA



***	END OF CHANGE	***

pCR to TS 33.116 (MME-specific adaptations of generic requirements from TS 33.117)

[bookmark: _Toc421892894]5.2.6	Network Devices
Editor's Note: Take TR 33.806, Annex B.3.7 as a starting point.
All text from TS 33.117, 5.2.6 also applies to MMEs. There are no MME-specific adaptations or additions to this text.

5.2.6.1	Protection of Data and Information
5.2.6.2	Protecting availability and integrity
5.2.6.2.1	Packet filtering
5.2.6.2.2	Interface robustness requirements
5.2.6.3	Logging
5.2.6.3.1	Network device security event logging

