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Abstract of the contribution:

It was agreed at SA3#79 to include MME-specific requirements into TS 33.116 and generic requirements into TS 33.sas117. It was further agreed to take clauses from TR 33.806 and map them to the corresponding clauses of the two TSs. The present contribution maps TR 33.806, B.3.3.4 to TS 33.116 and TS 33.sas117.
The first section of the contribution copies the text from TR 33.806, B.3.3.4 (based on the pCRs agreed at conf calls prior to SA79bis, and with the revisions of those pCR’s accepted) and adds Word comments explaining which part of the text is believed to be MME-specific and which is generic. The existing Word comments from TR 33.806 were removed for better readability of the new comments. 
The second section of the contribution provides a pCR to TS 33.sas117, v0.0.3. 
The third section of the contribution provides a pCR to TS 33.116, v0.0.3.
In the present contribution, only the requirements themselves are mapped, not the test cases. 
This contribution is an updated version of S3-1511648  where changes detailed in S3-151655, S3-151656, S3-151657 & S3-151658  have been applied and also the generic requirement TS number has been updated from ‘TS.33.sas’ to TS.33.117.  


Annotated text from TR 33.806

[bookmark: _Toc404333589][bookmark: _Toc404333834][bookmark: _Toc404714142][bookmark: _Toc411028227][bookmark: _Toc417637690]B.3.3.4	Authentication and authorization
[bookmark: _Toc411028228][bookmark: _Toc417637691]B.3.3.4.1	Authentication policy
[bookmark: _Toc411028229][bookmark: _Toc417637692]B.3.3.4.1.1	System functions shall not be used or accessed without successful authentication and authorization.	Comment by johnhick: Generic text
Requirement Name: System functions shall not be used or accessed without successful authentication and authorization.
Requirement Reference: to be done later
Requirement Description:
The usage of a system functions or access of sensitive data shall only be possible via unambiguous user identification and successful authentication on basis of the user name and at least one authentication attribute. System functions comprise, for example network services (like SSH, SFTP, Web services), local access via a management console, local usage of operating systems and applications. This requirement shall also be applied to accounts that are only used for communication between systems. An exception to the authentication and authorisation requirement are functions for public use such as those for a Web server on the Internet, via which information is made available to the public. 
.Threat References: TBA
Security Objective references: tba.
Test case:TBA
[bookmark: _Toc411028230][bookmark: _Toc417637693]B.3.3.4.1.2	Accounts shall be used that allow unambiguous identification of the user.	Comment by johnhick: Generic text
Requirement name: Accounts shall be used that allow unambiguous identification of the user.
Requirement Reference: to be done later
Requirement Description: Users shall be identified unambiguously by the system. This can typically be achieved by using a unique account per user. Named group accounts, i.e. the use of one account for several persons, shall not be used. An exception to this requirement is machine accounts. Such accounts shall be assigned on a per system or per application basis. To ensure that this account cannot be misused a number of measures may be considered: 
1. Configuring a password that fulfils the security requirements and is known to as few persons/administrators as possible.
· Configuring the account such that only local use is possible and an interactive login isn’t possible.
· For authentication of the specific account specify the use of public and private key or certificates.
· Limiting the access over the network to legitimate systems. Additional solution shall be checked on their usability per individual case.

Threat References: TBA
Security Objective references: tba.
Test case:TBA
[bookmark: _Toc411028231][bookmark: _Toc417637694]B.3.3.4.2	Authentication attributes
[bookmark: _Toc417637695]B.3.3.4.2.1	Accounts shall be protected by at least one authentication attribute.

Requirement Name: Accounts shall be protected by at least one authentication attribute.

Requirement Reference: to be done later
Requirement Description: The various user and machine accounts on a system shall be protected from misuse. To this end, an authentication attribute is typically used, which, when combined with the user name, enables unambiguous authentication and identification of the authorized user.	Comment by johnhick: Generic text
Authentication attributes include:
· Cryptographic keys
· Token
· Passwords

This means that authentication based on a parameter that can be spoofed (e.g. phone numbers, public IP addresses or VPN membership) is not permitted. Exceptions are attributes that cannot be faked or spoofed by an attacker. Several of the above options can be combined (dual-factor authentication) to achieve a higher level of security. Whether or not this is suitable and necessary depends on the protection needs of the individual system and its data and shall be evaluated for individual cases.

Threat References: TBA
Security Objective references: tba.
Test case:TBA

[bookmark: _Toc417637696]B.3.3.4.2.2	Predefined accounts shall be deleted or disabled.

Requirement Name: Predefined accounts shall be deleted or disabled.

Requirement Reference: to be done later
Requirement Description: All predefined or default accounts shall be deleted or disabled. Many systems have default accounts (e.g. guest, ctxsys), some of which are preconfigured with or without known passwords. These standard users shall be deleted or disabled. Should this measure not be possible the accounts shall be locked for remote login.  In any case disabled or locked accounts shall be configured with a complex password as specified in clause B.3.3.4.3.1. This is necessary to prevent unauthorised use of such an account in case of mis-configuration.	Comment by johnhick: Generic text

Exceptions to this requirement to delete or disable accounts are accounts that are used only internally on the system involved and that are required for one or more applications on the system to function. Also for these accounts remote ac­ cess or local login shall be forbidden to prevent abusive use by users of the system.
Threat References: TBA
Security Objective references: TBA.
Test case: TBA

[bookmark: _Toc417637697]B.3.3.4.2.3	Predefined or default authentication attributes shall be deleted or disabled.

Requirement Name: Predefined or default authentication attributes shall be deleted or disabled.

Requirement Reference: to be done later
Requirement Description: Predefined or default authentication attributes shall be deleted or disabled.	Comment by johnhick: Generic text
Normally, authentication attributes such as password or cryptographic keys will be preconfigured from producer, vendor or developer of a system. Such authentication attributes shall be changed by automatically forcing a user to change it on 1st time login to the system or the vendor provides instructions on how to manually  change it.


Threat References: TBA
Security Objective references: TBA.
Test case: TBA
[bookmark: _Toc411028232][bookmark: _Toc417637698]B.3.3.4.3	Password policy
[bookmark: _Toc411028233][bookmark: _Toc417637699]B.3.3.4.3.1	Password structure
Requirement Name: Password complexity rule
Requirement Reference: tba
Requirement Description:
The setting by the vendor shall be such that a network product shall only accept passwords that comply with the following complexity criteria:	Comment by johnhick: Generic text
1.	Minimum length of 8 characters (shorter lengths shall be rejected by the network product).
2.	Maximum length of 64 characters.3.	Comprising at least three of the following categories: 
· at least 1 uppercase character (A-Z) 
· at least 1 lowercase character (a-z)
· at least 1 digit (0-9) 
· at least 1 special character (e.g. @;!$.)

The network product shall use a default minimum length of 10. 
If a central system is used for user authentication password policy is performed on the central system and additional assurance shall be provided that the central system enforces the same password complexity rules as laid down for the local system in this subclause. If a central system is not used for user authentication, the assurance on password complexity rules shall be performed on the Network Product.
The minimum length of characters in the passwords and the special characters alphabet shall be configurable by the operator.
Above requirements shall be applicable for all passwords used (e.g. application-level, OS-level, etc.).
 
Security Objective references: Hardening.
Test case: tba
[bookmark: _Toc411028234][bookmark: _Toc417637700]B.3.3.4.3.2	Password changes
Requirement Name: tba
Requirement Reference: tba
Requirement Description:
If a password is used as an authentication attribute, then the system shall offer a function that enables a user to change his password at any time. When an external centralized system for user authentication will be used it is possible to redirect or implement this function on this system. 	Comment by johnhick: Generic text
Password change shall be enforced after initial login.
The system shall enforce password change based on password management policy. In particular, the system shall enforce password expiry.
Previously used passwords shall not be allowed up to a certain number. 
The number of disallowed previously used passwords shall be configurable.
Above requirements shall be applicable for all passwords used(e.g. application-level, OS-level, etc.). An exception to this requirement is machine accounts.

Security Objective references: tba.
Test case: tba
[bookmark: _Toc411028235][bookmark: _Toc417637701]B.3.3.4.3.3	Protection against attacks
Requirement Name: tba
Requirement Reference: tba
Requirement Description:
If a password is used as an authentication attribute, a protection against brute force and dictionary attacks that hinder password guessing shall be implemented.	Comment by johnhick: Generic text
Brute force and dictionary attacks aim to use automated guessing to ascertain passwords for user and machine accounts. Various measures or a combination of these measures can be taken to prevent this.
The most commonly used protection measures are:  
1. Increasing the delay (e.g. doubling wait times at each attempt) for each renewed password input following an incorrect entry (“tar pit”).
2. Blocking an account following a specified number of incorrect attempts (typically 5). However has to take in account that this solution needs a process for unlocking and an attacker can force this to deactivate accounts and make them unusable.
3. Using CAPTCHA to prevent automated attempts (often used for Web applications).
In order to achieve higher security, it is often meaningful to combine two or more of the measures named here. This shall be evaluated in individual cases and implemented accordingly. 
Above requirements shall be applicable for all passwords used(e.g. application-level, OS-level, etc.). An exception to this requirement is machine accounts.

Security Objective references: tba.
Test case: tba
[bookmark: _Toc411028236][bookmark: _Toc417637702]B.3.3.4.3.4	Hiding password display
Requirement Name: tba
Requirement Reference: tba
Requirement Description:
The password shall not be displayed in such a way that it could be seen and misused by a casual local observer. Typically, the individual characters of the password are replaced by a character such as “*”. Under certain circumstances it may be permissible for an individual character to be displayed briefly during input. Such a function is used, for ex ample, on smartphones to make input easier. However, the entire password is never output to the display in plaintext.	Comment by johnhick: Generic text
Above requirements shall be applicable for all passwords used(e.g. application-level, OS-level, etc.). An exception to this requirement is machine accounts.

Security Objective references: tba.
Test case: tba
[bookmark: _Toc411028237][bookmark: _Toc417637703]B.3.3.4.4	Specific Authentication use cases
B.3.3.4.4.1 Network Product  Management and Maintenance interfaces 	Comment by johnhick: Generic text
Requirement Name: Network Product Management and Maintenance interfaces 
Requirement Reference: to be done later
Requirement Description: The protocols used for the network product management shall support  mutual authentication mechanisms.

Threat References: TBA

Security Objective references: SECURE NETWORK PRODUCT ADMINISTRATION.
Test case:TBA

[bookmark: _Toc411028238][bookmark: _Toc417637704]B.3.3.4.5	User account lock-out policy
Requirement Name: tba
Requirement Reference: tba
Requirement Description:
· The maximum permissible number of consecutive failed user account login attempts should be configurable by the operator. The definition of the default value set at manufacturing time for maximum number of failed user account login attempts shall be less than or equal to 8.	Comment by johnhick: Generic text
· There shall be a delay in allowing a user attempt to login again when the number of failed login attempts has exceeded the maximum number. This delay should be configurable by the operator. The definition of the default value set at manufacturing time for delay in allowing a user attempt to login again when the number of failed login attempts has exceeded the maximum number shall be greater than or equal to 5 sec.
Security Objective references: tba.
Test case: tba
[bookmark: _Toc411028239][bookmark: _Toc417637705]B.3.3.4.6	Authorization and access control
[bookmark: _Toc411028240][bookmark: _Toc417637706]B.3.3.4.6.1	Authorization policy
Requirement Name: tba
Requirement Reference: tba
Requirement Description:
The authorizations for accounts and applications shall be reduced to the minimum required for the tasks they have to perform.	Comment by johnhick: Generic text
Authorizations to a system shall be restricted to a level in which a user can only access data and use functions that he needs in the course of his work. Suitable authorizations shall also be assigned for access to files that are components of the operating system or of applications or that are generated by the same (e.g. configuration and logging files).
Alongside access to data, execution of applications and components shall also take place with rights that are as low as possible. Applications should not be executed with administrator or system rights.
Security Objective references: tba.
Test case: tba
Editors Note: Test cases for Unix-based TOEs need to include the following test cases from Annex E.1.2:TU3, TU4, TU5, TU7, TU8, TU9, TU12.

[bookmark: _Toc411028241][bookmark: _Toc417637707]B.3.3.4.6.2	Role-based access control 
Requirement Name: tba
Requirement Reference: tba
Requirement Description:
The MME shall support Role Based Access Control (RBAC). A role-based access control system uses a set of controls which determines how users interact with domains and resources. The domains could be Fault Management (FM), Performance Management (PM), System Admin, etc. The RBAC system controls how users or groups of users are allowed access to the various domains and what type of operation they can perform, i.e. the specific operation command or command group (e.g. View, Modify, Execute).	Comment by johnhick: Can be replaced with ‘Network Product’ to make it generic
The MME supports RBAC, in particular, for OAM privilege management for MME Management and Maintenance, including authorization of the operation for configuration data and software via the MME console interface. 	Comment by johnhick: All instances of ‘MME’ can be replaced with ‘Network Product’ to make it generic
Security Objective references: tba.
Test case: tba


pCR to TS 33.sas117 (generic requirements)

***	START OF CHANGE	*** 
5.2.3.4	Authentication and authorization
5.2.3.4.1	Authentication policy
5.2.3.4.1.1	System functions shall not be used or accessed without successful authentication and authorization.
Requirement Name: System functions shall not be used or accessed without successful authentication and authorization.
Requirement Reference: to be done later
Requirement Description:
The usage of a system function or access to sensitive data shall only be possible via unambiguous user identification and successful authentication on basis of the user name and at least one authentication attribute. System functions comprise, for example network services (like SSH, SFTP, Web services), local access via a management console, local usage of operating systems and applications. This requirement shall also be applied to accounts that are only used for communication between systems. An exception to the authentication and authorisation requirement are functions for public use such as those for a Web server on the Internet, via which information is made available to the public. 
Threat References: TBA
Security Objective references: tba.
Test case:TBA

5.2.3.4.1.2	Accounts shall be used that allow unambiguous identification of the user.
Requirement name: Accounts shall be used that allow unambiguous identification of the user.
Requirement Reference: to be done later
Requirement Description: Users shall be identified unambiguously by the system. This can typically be achieved by using a unique account per user. Named group accounts, i.e. the use of one account for several persons, shall not be used. An exception to this requirement is machine accounts.. Such accounts shall be assigned on a per system or per application basis. To ensure that this account cannot be misused a number of measures may be considered: 
1. Configuring a password that fulfils the security requirements and is known to as few persons/administrators as possible.
· Configuring the account such that only local use is possible and an interactive login isn’t possible.
· For authentication of the specific account specify the use of public and private key or certificates.
· Limiting the access over the network to legitimate systems. Additional solution shall be checked on their usability per individual case.

Threat References: TBA
Security Objective references: tba.
Test case:TBA
5.2.3.4.2	Authentication attributes
5.2.3.4.2.1	Accounts shall be protected by at least one authentication attribute.
Requirement Name: Accounts shall be protected by at least one authentication attribute.

Requirement Reference: to be done later
Requirement Description: The various user and machine accounts on a system shall be protected from misuse. To this end, an authentication attribute is typically used, which, when combined with the user name, enables unambiguous authentication and identification of the authorized user.
Authentication attributes include:
· Cryptographic keys
· Token
· Passwords

This means that authentication based on a parameter that can be spoofed (e.g. phone numbers, public IP addresses or VPN membership) is not permitted. Exceptions are attributes that cannot be faked or spoofed by an attacker. Several of the above options can be combined (dual-factor authentication) to achieve a higher level of security. Whether or not this is suitable and necessary depends on the protection needs of the individual system and its data and shall be evaluated for individual cases.

Threat References: TBA
Security Objective references: tba.
Test case:TBA

5.2.3.4.2.2	Predefined accounts shall be deleted or disabled.
Requirement Name: Predefined accounts shall be deleted or disabled.

Requirement Reference: to be done later
Requirement Description: All predefined or default accounts shall be deleted or disabled. Many systems have default accounts (e.g. guest, ctxsys), some of which are preconfigured with or without known passwords. These standard users shall be deleted or disabled. Should this measure not be possible the accounts shall be locked for remote login.  In any case disabled or locked accounts shall be configured with a complex password as specified in clause B.3.3.4.3.1. This is necessary to prevent unauthorised use of such an account in case of mis-configuration.

Exceptions to this requirement to delete or disable accounts are accounts that are used only internally on the system involved and that are required for one or more applications on the system to function. Also for these accounts remote ac­ cess or local login shall be forbidden to prevent abusive use by users of the system.
Threat References: TBA
Security Objective references: TBA.
Test case: TBA

5.2.3.4.2.3	Predefined or default authentication attributes shall be deleted or disabled.
Requirement Name: Predefined or default authentication attributes shall be deleted or disabled.

Requirement Reference: to be done later
Requirement Description: Predefined or default authentication attributes shall be deleted or disabled.
Normally, authentication attributes such as password or cryptographic keys will be preconfigured from producer, vendor or developer of a system. Such authentication attributes shall be changed by automatically forcing a user to change it on 1st time login to the system or the vendor provides instructions on how to manually  change it.


Threat References: TBA
Security Objective references: TBA.
Test case: TBA

5.2.3.4.3	Password policy
5.2.3.4.3.1	Password Structure
Requirement Name: Password Complexity rule
Requirement Reference: tba
Requirement Description:

The setting by the vendor shall be such that a network product shall only accept passwords that comply with the following complexity criteria:
1. Minimum length of 8 characters (shorter lengths shall be rejected by the network product).
2. Maximum length of 64 characters.
3. Comprising at least three of the following categories: 
· at least 1 uppercase character (A-Z) 
· at least 1 lowercase character (a-z) 
· at least 1 digit (0-9) 
· at least 1 special character (e.g. @;!$.) 
 The network product shall use a default minimum length of 10. 
If a central system is used for user authentication password policy is performed on the central system and additional assurance shall be provided that the central system enforces the same password complexity rules as laid down for the local system in this subclause. If a central system is not used for user authentication, the assurance on password complexity rules shall be performed on the Network Product.
The minimum length of characters in the passwords and the special characters alphabet shall be configurable by the operator.
Above requirements shall be applicable for all passwords used (e.g. application-level, OS-level, etc.).
 
Security Objective references: Hardening.
Test case: tba
5.2.3.4.3.2	Password changes
Requirement Name: tba
Requirement Reference: tba
Requirement Description:
If a password is used as an authentication attribute, then the system shall offer a function that enables a user to change his password at any time. When an external centralized system for user authentication will be used it is possible to redirect or implement this function on this system. 
Password change shall be enforced after initial login.
The system shall enforce password change based on password management policy. In particular, the system shall enforce password expiry.
Previously used passwords shall not be allowed up to a certain number. 
The number of disallowed previously used passwords shall be configurable.
Above requirements shall be applicable for all passwords used(e.g. application-level, OS-level, etc.). An exception to this requirement is machine accounts.
Security Objective references: tba.
Test case: tba
	
5.2.3.4.3.3	Protection against attacks
Requirement Name: tba
Requirement Reference: tba
Requirement Description:
If a password is used as an authentication attribute, a protection against brute force and dictionary attacks that hinder password guessing shall be implemented.
Brute force and dictionary attacks aim to use automated guessing to ascertain passwords for user and machine accounts. Various measures or a combination of these measures can be taken to prevent this.
The most commonly used protection measures are:  
1. Increasing the delay (e.g. doubling wait times at each attempt) for each renewed password input following an incorrect entry (“tar pit”).
2. Blocking an account following a specified number of incorrect attempts (typically 5). However has to take in account that this solution needs a process for unlocking and an attacker can force this to deactivate accounts and make them unusable.
3. Using CAPTCHA to prevent automated attempts (often used for Web applications).
In order to achieve higher security, it is often meaningful to combine two or more of the measures named here. This shall be evaluated in individual cases and implemented accordingly. 
Above requirements shall be applicable for all passwords used(e.g. application-level, OS-level, etc.). An exception to this requirement is machine accounts.
Security Objective references: tba.
Test case: tba

5.2.3.4.3.4	Hiding password display
Requirement Name: tba
Requirement Reference: tba
Requirement Description:
The password shall not be displayed in such a way that it could be seen and misused by a casual local observer. Typically, the individual characters of the password are replaced by a character such as “*”. Under certain circumstances it may be permissible for an individual character to be displayed briefly during input. Such a function is used, for ex ample, on smartphones to make input easier. However, the entire password is never output to the display in plaintext.
Above requirements shall be applicable for all passwords used(e.g. application-level, OS-level, etc.). An exception to this requirement is machine accounts.
Security Objective references: tba.
Test case: tba

5.2.3.4.4	Specific Authentication use cases
5.2.3.4.4.1 Network Product Management and Maintenance interfaces 
Requirement Name: Network Product Management and Maintenance interfaces 
Requirement Reference: to be done later
Requirement Description: The protocols used for the network product management shall support  mutual authentication mechanisms.

Threat References: TBA
Security Objective references: SECURE NETWORK PRODUCT ADMINISTRATION.
Test case:TBA
5.2.3.4.5	User account lock-out policy
Requirement Name: tba
Requirement Reference: tba
Requirement Description:
· The maximum permissible number of consecutive failed user account login attempts should be configurable by the operator. The definition of the default value set at manufacturing time for maximum number of failed user account login attempts shall be less than or equal to 8.
· There shall be a delay in allowing a user attempt to login again when the number of failed login attempts has exceeded the maximum number. This delay should be configurable by the operator. The definition of the default value set at manufacturing time for delay in allowing a user attempt to login again when the number of failed login attempts has exceeded the maximum number shall be greater than or equal to 5 sec.
Security Objective references: tba.
Test case: tba
5.2.3.4.6	Authorization and access control
5.2.3.4.6.1	Authorization policy
Requirement Name: tba
Requirement Reference: tba
Requirement Description:
The authorizations for accounts and applications shall be reduced to the minimum required for the tasks they have to perform.
Authorizations to a system shall be restricted to a level in which a user can only access data and use functions that he needs in the course of his work. Suitable authorizations shall also be assigned for access to files that are components of the operating system or of applications or that are generated by the same (e.g. configuration and logging files).
Alongside access to data, execution of applications and components shall also take place with rights that are as low as possible. Applications should not be executed with administrator or system rights.
Security Objective references: tba.
Test case: tba
Editors Note: Test cases for Unix-based TOEs need to include the following test cases from Annex E.1.2:TU3, TU4, TU5, TU7, TU8, TU9, TU12.

5.2.3.4.6.2	Role-based access control
Requirement Name: tba
Requirement Reference: tba
Requirement Description:
The network product shall support Role Based Access Control (RBAC). A role-based access control system uses a set of controls which determines how users interact with domains and resources. The domains could be Fault Management (FM), Performance Management (PM), System Admin, etc. The RBAC system controls how users or groups of users are allowed access to the various domains and what type of operation they can perform, i.e. the specific operation command or command group (e.g. View, Modify, Execute).
The network product supports RBAC, in particular, for OAM privilege management for network product Management and Maintenance, including authorization of the operation for configuration data and software via the network product console interface. 
Security Objective references: tba.
Test case: tba

***	END OF CHANGE	***

pCR to TS 33.116 (MME-specific adaptations of generic requirements from TS 33.sas117)

***	START OF CHANGE	***

5.2.3.4	Authentication and authorization

There are no MME-specific additions to clause 5.2.3.4. 

5.2.3.4.1	Authentication policy
5.2.3.4.1.1	System functions shall not be used or accessed without successful authentication and authorization
5.2.3.4.1.2	Accounts shall be used that allow unambiguous identification of the user
5.2.3.4.2	Authentication attributes
5.2.3.4.2.1	Accounts shall be protected by at least one authentication attribute
5.2.3.4.2.2	Predefined accounts shall be deleted or disabled
5.2.3.4.2.3	Predefined or default authentication attributes shall be deleted or disabled
5.2.3.4.3	Password policy
5.2.3.4.3.1	Password structure
5.2.3.4.3.2	Password changes
5.2.3.4.3.3	Protection against attacks
5.2.3.4.3.4	Hiding password display

5.2.3.4.4	Specific Authentication use cases
5.2.3.4.5	User account lock-out policy
5.2.3.4.6	Authorization and access control
5.2.3.4.6.1	Authorization policy
5.2.3.4.6.2	Role-based access control


***	END OF CHANGE	***


