3GPP TSG SA WG3 (Security) Meeting #79bis	S3-151647
Sophia Antipolis, France, 29 – 30 June 2015		
	
Source:	Alcatel-Lucent
Title:	Mapping TR 33.806, B.3.3.5 to TS 33.116 and TS 33.sas
Document for:	Discussion/approval
[bookmark: _GoBack]Agenda Item:	4
Work Item / Release:	SCAS / Rel-13 

Abstract of the contribution:

It was agreed at SA3#79 to include MME-specific requirements into TS 33.116 and generic requirements into TS 33.sas. It was further agreed to take clauses from TR 33.806 and map them to the corresponding clauses of the two TSs. The present contribution maps TR 33.806, B.3.3.5 to TS 33.116 and TS 33.sas.
The first section of the contribution copies the text from TR 33.806, B.3.3.5 and adds Word comments explaining which part of the text is believed to be MME-specific and which is generic. It turns out that, for these clauses, there are no MME-specific parts. The existing Word comments from TR 33.806 were removed for better readability of the new comments. 
The second section of the contribution provides a pCR to TS 33.sas, v0.0.3. 
The third section of the contribution provides a pCR to TS 33.116, v0.0.3.
In the present contribution, only the requirements themselves are mapped, not the test cases. 

Annotated text from TR 33.806
[bookmark: _Toc411028242][bookmark: _Toc417637708]B.3.3.5	Protecting sessions	Comment by johnhick: all the text in B.3.3.5 is generic and does not include any MME-specific text.
[bookmark: _Toc417637709]B.3.3.5.1  Protecting sessions – logout function
Requirement Name: Protecting sessions – logout function

Requirement Reference: to be done later
Requirement Description: The system shall have a function that allows a signed in user to logout at any time.

Security Objective references: tba.
Editors Note: Test cases details have not been added yet.
[bookmark: _Toc417637710]B.3.3.5.2  Protecting sessions – Inactivity timeout
Requirement Name: Protecting sessions – inactivity timeout

Requirement Reference: to be done later
Requirement Description: An OAM user session shall be terminated automatically after a specified period of inactivity. It shall be possible to configure an inactivity time-out period for each user. The selected period depends on use and if applicable the physical environment. This means for example that a time-out for an application in an unsecure environment should be shorter (less than one minute) than the time out for an application used by operational staff for monitoring tasks used in a protected area (60 minutes and longer).

Security Objective references: tba.
Editors Note: Test cases details have not been added yet.
pCR to TS 33.sas (generic requirements)

***	START OF CHANGE	*** 
5.2.3.5	Protecting sessions
5.2.3.5.1	Protecting sessions – logout function
Requirement Name: Protecting sessions – logout function

Requirement Reference: to be done later
Requirement Description: The system shall have a function that allows a signed in user to logout at any time.

Security Objective references: tba.
Editors Note: Test cases details have not been added yet.
5.2.3.5.2	Protecting sessions – Inactivity timeout
Requirement Name: Protecting sessions – inactivity timeout

Requirement Reference: to be done later
Requirement Description: An OAM user session shall be terminated automatically after a specified period of inactivity. It shall be possible to configure an inactivity time-out period for each user. The selected period depends on use and if applicable the physical environment. This means for example that a time-out for an application in an unsecure environment should be shorter (less than one minute) than the time out for an application used by operational staff for monitoring tasks used in a protected area (60 minutes and longer).

Security Objective references: tba.
Editors Note: Test cases details have not been added yet.


***	END OF CHANGE	***

pCR to TS 33.116 (MME-specific adaptations of generic requirements from TS 33.sas)

***	START OF CHANGE	***

There are no MME-specific additions to clause 5.2.3.5 of TS 33.sas. 

5.2.3.5	Protecting sessions
5.2.3.5.1	Protecting sessions – logout function
5.2.3.5.2	Protecting sessions – Inactivity timeout


***	END OF CHANGE	***


