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Abstract of the contribution:
This pCR provides a clean-up of B.3.3.2. It also adds two definitions to clause 3. This pCR also resolves various Editor’s notes. 
1 Introduction 
This contribution reflects the discussions via email and during conf calls and the agreement at the conf call on 19 June.
2 pCR 

***
BEGIN CHANGES
***
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1], TR 33.916 [5] and the following apply. 
A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1] and TR 33.916 [5]. A term defined in TR 33.916 takes precedence over a term defined in TR 21.905.
MME Application: The running processes (typically more than one) executing the software package for the MME functions and OAM functions of the MME network product model. 
Editor’s note: Whether OAM functions are defined as part of MME Application is for further study.
Personal data: Personal data shall mean any information relating to an identified or identifiable natural person ('data subject'); an identifiable person is one who can be identified, directly or indirectly, in particular by reference to an identification number, name or to one or more factors specific to his physical, physiological, mental, economic, cultural or social identity. Personal data can be gathered from user data and traffic data.

Sensitive  data: Sensitive  data include data that may be used for authentication or may help to identify the user, such as user names, passwords, PINs, cryptographic keys, IMSIs, IMEIs, MSISDNs, or IP addresses of the UE, as well as   files of a system that are needed for the functionality such as firmware images, patches, drivers or kernel modules. 
System group account: a predefined system account in the network product, usually with special privileges, which has a predefined user id and hence cannot be tied to a single user (individual) in a normal operating environment. One example is the 'root' account.

***
NEXT CHANGES
***
B.3.3.2
Protecting data and information

B.3.3.2.1
Protecting data and information – general





Adequate security measures for protecting sensitive data shall be implemented as defined in the present specification. Further chosen measure (that are beyond the scope of the present specification) may be required by local regulation depending on the classification for the data and other factors such as the type of network used during transmission, the storage location for data, etc.





B.3.3.2.2
Protecting data and information – unauthorized viewing
Requirement Name: Unauthorized Viewing

Requirement Reference: to be done later

Requirement Description: There shall be no system function that reveals sensitive data in the clear. Such functions could be, for example, local or remote OAM CLI or GUI, logging messages, alarms, configuration file exports etc.  

Security Objective references: tba.
Test case: Review the documentation provided by the vendor describing how sensitive information is handled by system functions that could possibly reveal such data in the clear, in addition to how it is stored and transferred.

 

B.3.3.2.3
Protecting data and information in storage

Requirement Name: tba

Requirement Reference: to be done later

Requirement Description:
For sensitive data in (persistent or temporary) storage read access rights shall be restricted.  
 Files of a system that are needed for the functionality shall be protected against manipulation
.
In addition, the following rules apply for: 

· Systems that need access to sensitive data in the clear, e.g. in order to perform an authentication. Such systems shall not store this sensitive data in the clear, but scramble or encrypt it by implementation-specific means.

· Systems that do not need access to sensitive data (e.g. user passwords) in the clear. Such systems shall hash this sensitive data 
.


· Stored files: example for protection against manipulation are the use of checksum or cryptographic methods
.
Security Objective references: tba.
B.3.3.2.4
Protecting data and information in transfer

Requirement Name: tba

Requirement Reference: to be done later

Requirement Description:

· Usage of cryptographically protected network protocols is required. 
 In particular, confidentiality and integrity protection of the communication between the MME and the OAM entities shall be ensured
. 

· The transmission of data, including between the MME and management entities, with a need of protection shall use industry standard network protocols with sufficient security measures and industry accepted algorithms. In particular, a protocol version without known vulnerabilities or a secure alternative shall be used
.



Security Objective references: tba.
B.3.3.2.5
Logging access to personal data
Requirement Name: Logging access to personal data
Requirement Reference: to be done later

Requirement Description:

In some cases access to personal data in clear text might be required. If such access is required, the access to this data shall be logged, and the logging shall contain who accessed what data without revealing that data in the clear. When for practical purposes such logging is not available, a coarser grain logging is allowed.
Security Objective references: tba.
Test case: 

1. The product provides a clear-text interface in the standard GUI or CLI:

a. Access the clear text interface for a single user or multiple users

b. Verify that access is logged

2. The product does not provide a clear-text interface, but e.g. a file or database:

a. Access the file or database

b. Verify that access is logged.

***
END OF CHANGES
***
�does it make sense to always repeat the title of the subclause in the name of the requirement?


�taken from Req 3.01-7, 1st para, unchanged.             


�merger of 3.01-7, 2nd para, 1st half of 1st sentence with 6.9, RX-1, 1st sentence.


�copy from 3.01-7, 5th para. 


�copy from 3.01-7, 2nd para, 2nd half of 1st sentence. 


�taken from 6.4, R2-1 and R2-2; is it really needed, or is it implied by the preceding sentence?


�Taken from 6.9 RX-2.


�Added this here to address the Editor’s Note related to 6.9 RX-2.





�taken from 6.4, R2-1 and R2-2; is it really needed, or is it implied by the preceding sentence?


�copy from 3.01-7, 5th para. 


�copied from 3.01-7, 3rd para, unchanged. This covers 6.4, R2-3 and 6.8, R7-2d) as well. 


�taken from 3.01-7, 5th para. 


�taken from 3.01-7, 4th para


�taken from 6.7, RX-1


�slightly modified from 3.01-7, 6th para





