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Abstract: In this contribution it is proposed to remove the second Editor’s note from section B.3.3.2.3 in TR 33.806 because the Editor’s Note is either about authentication, which is addressed elsewhere, or is about clear text storage of authentication parameters which is studied here and wasn’t found to be relevant.
1 Discussion: 
Annex B.3.3.2.3 currently contains two Editor’s Notes, which read: 

“Editor's note: The required level of detail is ffs.”
And

“Editor’s note: It is FFS how to take into account 3.01-7 4th paragraph” 

In this contribution we deal with the second Editor’s Note only.
Second editors Note

Requirement 3.01-7 deals with protecting data and information when in transit and when stored. The editor’s note refers to the fourth paragraph, which reads: 
“

[Typical measures taken to protect authentication data or combinations of these are] [f]or transmission:

1)
Usage of cryptographically protected network protocols.

2)
Challenge response method (Disadvantage of this solution is that passwords needed in clear-text on server. If this solution is feasible depends on the individual threat scenario)
”

Regarding the fact that the first point is already part of the text, the editor’s note can be resolved by finding a way to take the second point into account, which is about the ‘challenge response’ method. From the document trace it is unclear what the rationale was to add the editor’s note, so TNO has explored two options:

1)  The proposed editor’s note was added because the challenge response method is about authentication whereas the requirement is about protecting data in transit, mainly by using encryption methods. In this option, it is correct to remove the editor’s note once it has been established that there is a requirement that the MME communicates with authenticated entities only.
2) The proposed editor’s note is about storing authentication information in clear text on a machine. In that case, a comparison should be made between different authentication methods and how they differ in risk with respect to obtaining credentials.
Below, we discuss the two options one-by-one.

First option: authentication variant

Authentication with respect to data in transit can be subdivided into:

· Data transferred over 3GPP-defined interfaces and protocols

· Data transferred over  non 3GPP-defined interfaces and protocols, such as management interfaces, vendor access, etc.

Furthermore, authentication is about:

· Authentication of servers, clients, etc. towards each other

· Authentication of users on the system or (MME-)applications.

This gives four combinations, namely:

1) Mutual authentication between 3GPP Network Products, such as e.g. authentication between MMEs, HSS’s and eNodeBs before transmitting data;
2) Authentication of non-3GPP Network Products and applications, for example, database synchronization back ends, backup tooling and other automated processes;

3) Authentication of 3GPP “users”, such as UEs and MEs;

4) Authentication of non-3GPP users on the system, such as administrators.
Authentication of systems and users that are non-3GPP users and systems is covered in (subsections of ) section B.3.3.4. Furthermore, authentication between any of the eNodeBs, UEs and the EPC is mandated in 3GPP standards TS 33.401 and optional technical solutions are specified in TS 33.310. Within the EPC network elements can authenticate each other according to TS 33.310.
Second option: Storing confidential information

Storing authentication information in clear text could be a problem, however, doing so is not much different from other systems available, e.g. certificate based authentication. Also in that case, it is possible that an attacker steals the certificate. Then using that certificate the attacker could impersonate another machine and obtain access to the network. Similarly, if user name and password are used for machine based authentication, an attacker could try to obtain those credentials. In short, storing information for a challenge response system is not much different from using other ways of authentication.
Proposal

In either scenario, the second Editor’s Note has been dealt with and therefore we propose to remove the editors note.
2 Concrete proposal 
+++ CHANGE +++
B.3.3.2.3
Protecting data and information in transfer

Requirement Name: tba

Requirement Reference: to be done later

Requirement Description:

-
Usage of cryptographically protected network protocols. 
 In particular, confidentiality and integrity protection of the communication between the MME and the OAM entities shall be ensured
. 

-
The transmission of data, including between the MME and management entities, with a need of protection shall use industry standard network protocols with sufficient security measures and industry accepted algorithms. In particular, a protocol version without known vulnerabilities or a secure alternative shall be used
.

Editor's note: The required level of detail is ffs. 


Security Objective references: tba.
+++ END of CHANGE +++
�taken from 3.01-7, 4th para


�taken from 6.7, RX-1


�slightly modified from 3.01-7, 6th para





