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Abstract of the contribution: The Isolated E-UTRAN is expected to provide for the authentication of participating entities and for the confidentiality and integrity of communications. Thus, requirements for security, authorization and privacy equally to existing LTE security are needed and detailed in this pCR. Further it suggests requirements applicable for the architecture under discussion (IOPS networks connected to macro EPC). Note more requirements may be needed to fully cover TS 22.346 expectations.
Discussion
TR 23.797 includes an Editor's note: 

SA3 shall decide whether or not the UE and the IOPS network need to use different security credentials (from those used in the macro EPC) for authentication and key agreement in the attachment procedure to the IOPS network. Any associated impacts on SA2 aspects needs to handled accordingly.
TS 22.346 lists in section 5.6 requirements for security aspects of Isolated E-UTRAN operation, which are included in this discussion section for convenience.
TS 22.346 Introduction (informative) from 5.6.1
The Isolated E-UTRAN is expected to provide for the authentication of participating entities and for the confidentiality and integrity of communications. Provision of these security features is required for:

-
UE to (N)eNB communication;

-
(N)eNB to (N)eNB communication;

-
UE to UE communication, i.e. for the case of ProSe operation within the Isolated E-UTRAN.
TS 22.346 Requirements from 5.6.2
The Isolated E-UTRAN shall support the following requirements for security, authorization, and privacy in each of the three IOPS backhaul scenarios (see scenarios 1-3 in Table 4.1-1). 

The Isolated E-UTRAN shall ensure the confidentiality and integrity of both user data and network signalling to a level comparable with that provided by the existing 3GPP system. This requirement applies to any communication between two Public Safety Ues communicating via the Isolated E-UTRAN and between an (N)eNB providing locally connected services and a Public Safety UE connected to the Isolated E-UTRAN.

A mechanism shall be provided to ensure the confidentiality and integrity of user data and signalling over the radio communication paths and over any inter-(N)eNB communication paths of an Isolated E-UTRAN.

Existing 3GPP security mechanisms (including, but not necessarily limited to, ProSe security mechanisms) shall be reused whenever possible and appropriate.
The Isolated E-UTRAN shall provide mechanism(s) to ensure mutual authentication between an Isolated E-UTRAN and (N)eNBs, or other Isolated E-UTRANs, joining the Isolated E-UTRAN.

The Isolated E-UTRAN shall provide mechanism(s) to ensure mutual authentication between an Isolated E-UTRAN and Ues connecting to the Isolated E-UTRAN.

The security mechanism(s) supported by an Isolated E-UTRAN shall be consistent with the dynamic nature of an Isolated E-UTRAN. The security of credentials shall not be compromised by solutions for Isolated E-UTRAN operation.

Proposal

The pCR gives requirements for that the Isolated E-UTRAN shall ensure the confidentiality and integrity of both user data and network signalling to a level comparable with that provided by the existing 3GPP system as well as that mutual authentication is needed. Further it suggests requirements applicable for the new architecture under discussion (IOPS networks connected to macro EPC). Note more requirements may be needed to fully cover TS 22.346 expectations.
Update in S3-151507
This update merges the key issue proposal of this document with those from S3-151213 and S3-151253 and adds an editor’s note on the need to sort requirements.
pCR
6
Security Analysis of IOPS
Editor’s note: This clause will contain the key issues that need to be addressed by SA3. Specifically it will identify the threats to the assets in the system and identify the security requirements to ensure those assets are protected from the identified threats.
Editor’s Note: It is ffs whether the potential security requirements identified for IOPS deviate from existing EPC security requirements.
Editor’s Note: Requirement to be separated into network only related requirements and UE to network related requirements.

6.X
Key Issue: Integrity and confidentiality for IOPS network

6.X.1
Key Issue Details
As defined in TS 22.346, an Isolated E-UTRAN is characterized by having no, or a limited, backhaul connection in all these cases, the Isolated E-UTRAN is expected to provide for the authentication of participating entities and for the confidentiality and integrity of communications. Section 5.6.2 also states the requirements for security, authorization and privacy to be equally to existing LTE security. Thus, Local EPC supporting the Isolated E-UTRAN needs to support authentication and authorization of Public Safety UEs. It should be possible for both the network and the UEs to authenticate each other. 

6.X.2
Security Threat

Eavesdropping, modification of messages, replay attacks, masquerading are threats in IOPS networks. 
If UEs are not authenticated for network access, unauthorized UEs will be accessing and using the Isolated E-UTRAN network. 
Loss of confidentiality and integrity of ongoing communications, hijacking genuine communications sessions etc are potential security threats without authentication and authorization. Eavesdropping on ongoing communication and gathering information may be used against the Public Safety personnel during critical operations.

Unauthorized access and resource usage will consume much needed resources during critical disaster situations.

6.X.3
Potential Security Requirement
AS signalling between IOPS-capable Public Safety UE and an Isolated eNB shall be confidentiality and integrity protected with replay protection.

NAS signalling between IOPS-capable Public Safety UE and local MME shall be confidentiality and integrity protected with replay protection.
An IOPS-capable Public Safety UE and a local EPC of an Isolated E-UTRAN shall perform mutual authentication.
User Plane communication between IOPS-capable Public Safety UE and an Isolated eNB shall be confidentiality protected. 
Local EPC supporting the Isolated E-UTRAN shall support authorization of IOPS-capable Public Safety UE. 
Communication between eNB and local EPC shall be confidentiality and integrity protected with replay protection.
Any signaling interface between any entity in the local EPC domain with any entity in the macro EPC domain shall be confidentiality and integrity protected.
Editor’s Note: It is ffs whether this would also be important if the backhaul was available sporadically and e.g. if the local MME had access to the macro MME or the macro HSS or to another local HSS or local MME.

Any signaling interface between any entity in one local EPC domain with any entity in another local EPC domain shall be confidentiality and integrity protected.
Editor’s Note: In macro EPC no requirement for security of user plane between two core network entities is given, except of S1-U between eNB and SGW. Due to exposed nature of IOPS elements it is ffs if this is needed for IOPS. 
