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Abstract of the contribution:

This pCR proposes correction of section numbering (8.1.2 to 8.1.1) and update to address the Editor’s Note.
1. Introduction 
The pCR fixes the wrong section numbering under section 8.1. There are two 8.1.2 clauses in the TR. This pCR pertains to the first instance which needs to be corrected to 8.1.1

The pCR also corrects enhances the current text in this section by providing further details on how mutual authentication works in the case of UE-to-Network Relay discovery. Thus it resolves an Editor’s Note that seeks to provide additional information on verification of the relay UE by the remote UE.
2. Pseudo CR 

*************************** BEGIN CHANGES 1*************************
8.1.1
Solution #8.1.1 UE-to-Network relay discovery
8.1.1.1
Solution description
This is an optimization of 6.2.5, “Solution #2.5: Security for discovery response” in current TR, to adopt it for UE-Network Relay Model B discovery.
Assumption: The Remote UE has previously registered to ProSe Function and shares a ProSe key with Prose Function.
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Figure 8.1.1.1-1. UE-to-Network relay discovery (Model B)
0. 

The Remote UE and the UE-to-Network Relay get authorization to perform ProSe Direct Discovery by exchanging Discovery Request/Discovery Response messages with their respective HPMLN ProSe Functions, and obtaining a Discovery key associated with the ProSe App Code that is assigned to them for initiating discovery procedures. This is done while both the Remote UE and the UE-to-Network Relay are in-coverage.
1. The Remote UE  begins discovery process by broadcasting the Direct Discovery Request message. This message includes the ProSe App code, UTC based counter and the 32-bit MIC calculated to provide integrity protection of the code.
2. Upon receiving the message for relay discovery from Remote UE, the UE-to-Network Relay sends a Match Report message to the Prose Function for verification, forwarding the message from Remote UE. 
3. The ProSe Function verifies 1) if the relay discovery message is from the Remote UE, 2) whether Remote UE is authorized to use the relay. This is done by checking whether the MIC is valid. The relevant Discovery Key is found using the ProSe App Code. If the verification is successful, the ProSe Function generates a token as described in clause 8.1.1.2, which binds the two UEs engaged in the discovery process and proves the authenticity of the UE-to-Network Relay to the Remote UE.
4. The ProSe Function sends a Match  Report Ack to UE-Network Relay, including in it an indication of the verification result and the token.
5. The UE-to-Network Relay sends the Direct Discovery Response message to the Remote UE. It includes the token it received in the Match Report Ack message.
6. Remote UE  receives the message and verifies whether the UE-to-Network Relay is authorized to serve as relay. This is done by verifying the received token from the UE-to-Network Relay using its Discovery key. If the verification of the token is successful, then the Remote UE knows UE-to-Network Relay is authorized to provide relay services.

8.1.1.2
Token Calculation 
The Token is calculated by the HPLMN ProSe Function of the remote UE and provided to the UE-to-Network Relay UE. The Relay UE includes the Token in the Direct Discovery Response message back to the Remote UE.

The Remote UE calculates the Token by itself, as described below and compares it with the received Token in the Direct Discovery Response message. If the Tokens are equal then the Remote UE knows that the UE-to-Network Relay UE is authentic and authorized to respond and the Direct Discovery Response message is not a replayed Direct Discovery Response message. 

The token parameter is calculated as follows:
Token = KDF (Discovery key, ProSe App Code, UE-to-Network Relay Identity)

· Discovery key is shared between the Remote UE and HPLMN ProSe Function in the network. It is valid within the identified validity timer window.

· ProSe App Code provides binding of the Token to the Remote UE.
· UE-to-Network Relay Identity provides binding of the Token to the UE-to-Network Relay.
3. Conclusion

We kindly ask SA3 to agree to the changes provided in this contribution and approve the pCR to TR 33.833.
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