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Abstract of the contribution: This contribution proposes tarcking security requirements for Group Member discovery.
Discussion 
Currently the key issue for group member discovery is based upon the open discovery requirments. Group member discovery may also require the security requirments of restriceted discovery in that only a group member should be able to discover other group members. Furthemore any additional content placed by group members into the message should be protected eavesdropping. 
Conclusion 

Based on the above discussion it is proposed that SA3 agree the below pCR for inclusion in TR 33.833.

Proposed pCR

*** FIRST CHANGE ***

7.4
Key Issues on ProSe Direct Discovery (Public Safety use)

7.4.1
Key Issue #7.4.1: Direct Discovery (public safety use) in out of coverage scenario - Group Discovery

7.4.1.1
Key issue details

Security aspects of out-of-coverage ProSe discovery mechanism for public safety use needs to be considered. The group member discovery (public safety use) should be possible irrespective of whether the discovering public safety UE and/or public safety UE being discovered is in coverage of network or out of coverage of network. Rel-12 standardized security mechanism for discovery operates only in the coverage of network and the security validation is performed by the ProSe Function in the network. Therefore, for the out-of-coverage, security validation cannot be performed by the ProSe Function and there is a need for security mechanism to mitigate the security threats identified on direct discovery (public safety use).

7.4.1.2
Security threats 

Security threats identified for the open discovery (section 5.2.1.2 and section 5.2.2.2 in the present specification) applies for direct discovery in out-of-coverage scenario also. In addition, security threats identified for restricted discovery (section 7.3.1, 7.3.2. in the present TR), such as tracking, impersonation and replay, also apply to group member discovery out of coverage. Information inserted into the message by the group member may be eavesdropped as it is transmitted over the air. 
7.4.1.3
Security requirements

The system should support a method to mitigate the replay attack, source authenticity verification and integrity protection for Direct Group member Discovery (public safety use) in out of coverage scenario.
The system should provide a means of  minimising the possibility of tracking of UEs based on the content of their discovery messages over time.
The system should support the confidentiality of information added by group members to the message. 
*** END OF CHANGES ***

