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Abstract of the contribution: this contribution adds a key issue of UE-to-UE relay discovery.
1 Analysis
1.1 UE-to-UE relay 
SA2 has defined the UE-to-UE relay discovery in model A and model B irrespective of whether the public safety UEs are in coverage of network or out of coverage of network. For both models, the UE-to-UE relay and remote UEs firstly need to make group member discovery such as to discover each other, then if UE1 (announcer or discoverer) finds UE-to-UE relay can relay the data to UE2(monitor or discoveree), it decides to establish a one-to-one link with UE-R and engage in communication with UE-2 via UE-R.

1.2 Threats

From security perspective, there are some threats related to UE-to-UE relay discovery. The aim of the UE-to-UE-relay procedures is to connect the UE1 and UE2 together via the UE-to-UE relay. 
As the discovery and connection signalling between UE1 and UE2 is not a direct discovery but relies on the UE-to-UE Relay. If remote UEs do not have proper information of the UE-to-UE Relay, the Remote UEs may select and connect to a fraudulent UE-to-UE Relay. Vice verse, UE-to-UE Relay may provide relaying function to a Remote UE which is not authorized for it. 
Also the announcer/discoverer UE may discover and connect (both happening via the UE-to-UE relay) to a fake monitor/discoveree UE, and the monitor/discovee UE may discover and connect (both happening via the UE-to-UE relay) to a fake announcer/discover UE. This may be caused by an attacker modifying or replaying the UE-to-UE relay discovery signalling.
1.3 Security requirments

The system should support following security requirements:

· Replay and impersonation of UE-to-UE Relay discovery message shall be prevented.
· The system shall prevent the UE1 being connected via the UE-to-UE Relay to the wrong UE2.
· Remote UEs and UE-to-UE Relay should be mutual authenticated and authorized.
· The requirements on the one-to-one communication from Key Issue #7.2.2 apply to the communication between the remote UEs and the UE-to-UE Relay.
2 Proposals
It is proposed to add the key issue of UE-to-UE realy discovery into the TR33.833.
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7.1.4 Key Issue # 7.1.4: UE-to-UE Relay
7.1.4.1 Issue detail

SA2 has defined the UE-to-UE relay discovery in model A and model B irrespective of whether the public safety UEs are in coverage of network or out of coverage of network. For both models, the UE-to-UE relay and remote UEs firstly need to make group member discovery such as to discover each other, then if UE1 (announcer or discoverer) finds UE-to-UE relay can relay the data to UE2(monitor or discoveree), it decides to establish a one-to-one link with UE-R and engage in communication with UE-2 via UE-R.
7.1.4.2 Threats

There are some threats related to UE-to-UE relay discovery. The aim of the UE-to-UE-relay procedures is to connect the UE1 and UE2 together via the UE-to-UE relay. 

As the discovery and connection signalling between UE1 and UE2 is not a direct discovery but relies on the UE-to-UE Relay. If remote UEs do not have proper information of the UE-to-UE Relay, the Remote UEs may select and connect to a fraudulent UE-to-UE Relay. Vice verse, UE-to-UE Relay may provide relaying function to a Remote UE which is not authorized for it. 

Also the announcer/discoverer UE may discover and connect (both happening via the UE-to-UE relay) to a fake monitor/discoveree UE, and the monitor/discovee UE may discover and connect (both happening via the UE-to-UE relay) to a fake announcer/discover UE. This may be caused by an attacker modifying or replaying the UE-to-UE relay discovery signalling.
7.1.4.3 Security requirements
The system should support following security requirements:

· Replay and impersonation of UE-to-UE Relay discovery message shall be prevented.
· The system shall prevent the UE1 being connected via the UE-to-UE Relay to the wrong UE2.
· Remote UEs and UE-to-UE Relay should be mutual authenticated and authorized.
· The requirements on the one-to-one communication from Key Issue #7.2.2 apply to the communication between the remote UEs and the UE-to-UE Relay.
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