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Abstract of the contribution:

This contribution provides assessment of the two candidate solutions for TURN authentication.
1. Introduction 
There are currently two candidate solutions proposed for TURN credential provisioning and authentication. This paper provides an assessment of the two solutions and concludes that both solutions are needed in IMS WebRTC. 
2. Analysis
Two solutions are proposed in section 6.3 of TR 33.872 for TURN authentication in IMS WebRTC. Section 6.3.1 is based on using OAuth Access token as the credential for TURN authentication. Section 6.3.2 is based on eP-CSCF providing credentials dynamically to the WIC. 
2.1 TURN authentication based on OAuth access token

a) Applicable scenario
· Access token based TURN authentication is suitable in registration scenarios where user’s web identity is used to authenticate the user instead of the user’s IMS subscription. 

· Integrates well with IMS registration authentication scenarios 2 and 3 – since both are based on the WAF granting an access token to the user, once the user is successfully authenticated based on the user’s web identity.

b) Pre-requisites

· Requires a compliant browser (which implements TURN client) and TURN server for this solution to work

· Requires a compliant WAF that shares a unique symmetric key with the TURN server and has the ability to generate a self-contained access token as specified in the draft spec

c) Unique Advantage(s)

· As this solution is based on the OAuth Proof-of-possession architecture, this scheme provides additional security compared to using regular bearer access tokens. In this solution, the TURN client (WIC) has to prove possession of a unique security key to the TURN server, along with demonstrating possession of an access token

· No impact on existing IMS signalling on W2

2.2 TURN authentication using eP-CSCF provided credentials (Approach 1 and 2)

a) Applicable scenario
· Works in all the IMS Registration scenarios described in TS 23.228 and TS 33.203 Annex F.

· Can co-exist with deployments that use user’s web identity to authenticate the user during IMS registration. This is because the solution is independent of the IMS registration authentication.

b) Pre-requisites

· TURN server – compliant TURN server for computing password dynamically in approach 1 and obtain password delivered by the eP-CSCF in approach 2.

· Extensions to the W2 interface – a new header is needed to request and return TURN credentials from eP-CSCF during IMS Registration. Changes are required in WIC and eP-CSCF to support this interface
c) Unique Advantage(s)

· Works in all the three IMS registration scenarios (defined in TS 23.228)

· Independent of how the user is authenticated – i.e. this solution can work in all the three authentication scenarios mentioned in Annex X of TS 33.203

3. Conclusion
It is our opinion that both solutions offer unique advantages compared to the other, and can co-exist for use in IMS WebRTC TURN authentication. 

It totally depends on the deployment scenario and operator policy. We don’t intend to provide any recommendation on which solution to use for a given deployment scenario. 
We kindly ask SA3 to agree to the changes provided in this contribution and approve the pCR to TR 33.872.
4. Pseudo CR
*************************** BEGIN CHANGES ****************************
6.3.4
Assessment of candidate solutions

.
The following table provides an analysis of the three solutions for potential impacts to the IMS WebRTC architecture, W2 signaling procedure and TURN protocol.
	
	TURN Authentication using OAuth access token.
	Approach 1 of TURN authentication via eP-CSCF provided credentials
	Approach 2 of TURN authentication via eP-CSCF provided credentials

	Impact on Network Architecture
	No impact when used in registration scenarios 2 and 3. 
In deployments that don’t have a WAF (scenario 1, for example) using this solution would mean having a WAF or a WAF-like component in the network to authenticate and provide access token to the WIC.

 
	 No impact
	Requires additional interface between eP-CSCF and TURN server for transferring TURN credential information.

	Impact on IMS signalling procedure (registration, call setup etc)
	No impact
	Changes are needed in IMS Registration signalling procedure to support a new header to request and return TURN credential to the WIC
	Changes are needed in IMS Registration signalling procedure to support a new header to request and return TURN credential to the WIC

	Impact on IMS WebRTC functional entities (WIC, WWSF, WAF, eP-CSCF)
	Changes are required in: 

a) WIC – to get a unique access token during call setup and use this token for TURN authentication in compliance with the draft RFC
b) WAF – this needs to be compliant with the draft RFC


	Changes are required in

a) WIC – support IMS registration signalling enhancements

b) eP-CSCF

- support IMS registration signalling enhancements, 

- generate TURN password and transfer to WIC
	Changes are required:

a) WIC – support IMS registration signalling enhancements

b) eP-CSCF

- support IMS registration signalling enhancements, generate TURN password for TURN server to verify username/password


	Impact on existing TURN protocol
	Requires TURN protocol to support extensions defined by the draft RFC. 

Corresponding changes are required in TURN client (browser) and TURN server.


	TURN password has a lifetime value. This may be embedded as part of the username attribute. This will require corresponding changes in TURN client and server software.

There is no impact to the TURN protocol messages

	Changes required in the TURN server to obtain password from eP-CSCF. No change in TURN protocol messages.


Table 6.3.4-1 Comparison of the three TURN authentication solutions

The following table analyzes each of the options against the security concerns raised by RFC 7376 [6]
	Concerns with RFC 5389 based TURN authentication
	Based on OAuth access token
	eP-CSCF based dynamic provisioning - Approach 1 
	eP-CSCF based dynamic provisioning – Approach 2 

	1. Lack of key freshness 
	Access tokens have an expiry time. 


	Timestamp is one of the parameter used to compute the password. This ensures freshness of the password. 
	Timestamp is one of the parameter used to compute the password. This ensures freshness of the password.

	2. Need to store long-term credentials of all the users when TURN server is in a DMZ
	Credentials are not stored in the TURN server.
	Credentials are not stored in the TURN server. They are computed dynamically at every authentication instance.
	Credentials are not stored in the TURN server. They are computed dynamically at every authentication instance.

	3. Privacy leakage when real usernames are used (by snooping adversary)
	Real usernames are not used. Key id (kid), which is generated by the WAF, is used as the username
. 
	Real usernames are not used. Usernames are generated by eP-CSCF. 
	Real usernames are not used. Usernames are generated by eP-CSCF.

	4. Reliance on SHA1
	WIC indicates to the WAF which algorithm to use for MAC. This is one of the parameters passed when request is made by the WIC for an access token.
	Rely on TURN protocol enhancement to support other algorithms.  Risk can be controlled by using a short lifetime for TURN credential
	Rely on TURN protocol enhancement to support other algorithms.  Risk can be controlled by using a short lifetime for TURN credential

	5. Privacy leakage due to a MITM posing as a TURN server
	This is not possible since real usernames are not used. 
Using 
	This is not possible since real usernames are note used. Usernames are generated randomly by eP-CSCF.
	This is not possible since real usernames are note used. Usernames are generated randomly by eP-CSCF.

	6. Risk of exposing the stored credentials in the Javascript code
	This is protected by  the 2-step authentication process:

1. Access tokens come with a lifetime. So they expire after a while.
2. Plus this solution requires the client to prove proof-of-possession by demonstrating that it has a secret key corresponding to the access token it possesses. 

	Password has a lifetime associated with it. This forces the WIC to reregister and get a new password. This guarantees freshness of the password.
	Password has a lifetime associated with it. This forces the WIC to reregister and get a new password. This guarantees freshness of the password.


Table 6.3.4-2 Analysis of the solutions against concerns raised by RFC 7376
6.3.5
Conclusion
For the eP-CSCF based solution, “Approach 2” requires an additional interface between the eP-CSCF and the TURN server. This requires network architecture change and is not preferred. Approach 1 is the chosen option for eP-CSCF based provisioning of TURN credentials

Each solution offers advantages that are not present in other solutions. While token based solution makes more sense in scenarios 2 and 3 which already have the WAF generating access tokens, the eP-CSCF based solutions offer the advantage that they can be used in all the three registration scenarios. 
IMS WebRTC offers flexibility in how the network is deployed. It is important that similar flexibility be provided for TURN authentication so that different deployment scenarios can be leveraged for efficient TURN authentication of WIC. The chosen mechanism would totally depend on the deployment scenario and operator policy.

It is therefore recommended to include as informative text in TS 33.203 both options – a) Token based TURN authentication and b) eP-CSCF based dynamic provisioning of TURN credentials, as the authentication mechanism for TURN.
*************************** END CHANGES ****************************
