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Abstract of the contribution: This contribution proposes to add malware to annex A.
Introduction 
This contribution proposes to move the existing malware threat in the main body clause 5.4.2.11 to Annex A.
Discussion
Currently malware has been written into A.3.3.6 and A.6.6. Besides cause spoofing identity and information disclosure, malware can also cause tampering and DoS. For example, a malware installed on MME can tamper data (e.g. configuration data) on the MME and cause a DoS or information disclosure etc. 
Proposals
We propose to add malware to section A.4 .and Section A.6. The related sections in the main body are also proposed to mark.
pCR 
***	BEGIN CHANGES	***
[bookmark: _Toc404333468][bookmark: _Toc404333713][bookmark: _Toc404714021][bookmark: _Toc411028104][bookmark: _Toc411029308][bookmark: _Toc374930455][bookmark: _Toc466348850][bookmark: _Toc466352957][bookmark: _Toc472222524][bookmark: _Toc380674059][bookmark: _Toc388959145][bookmark: _Toc397964287][bookmark: _Toc404333519][bookmark: _Toc404333764][bookmark: _Toc404714072][bookmark: _Toc404965934]5.4.2.11	T11 Malware	Comment by S3-142567: Now addressed by A.3.6
	Comment by S3-142587 : Addressed by A.6.6
	Comment by cmcc: Addressed by A.4.x
· Threat Name : Malware	
· Threat Reference: to be done later 
-	Threat Category: Malware 
[bookmark: OLE_LINK7][bookmark: OLE_LINK9]-	Threat Description: A malware can perform malicious acts and cause disruption to the operating system or to the applications/services available on the MME. 
· Threatened Asset: all critical asset in the MME as listed in 5.2 except hardware asset.
· Threat Relevance: Mitigate
Editor's Note: This should be called by one threat represent a threat category, and it should not be placed in the same footing with others.
Editor's Note: Which security objectives this threat is mapped to is ffs


***	NEXT CHANGE	***
[bookmark: _Toc411028204][bookmark: _Toc411029408][bookmark: OLE_LINK25]A.4	Tampering 
Editor’s note: The following threats from clause 5.4 are related to this category: 
5.4.2.11	T11 Malware
5.4.2.25	Threat from misuse of too liberal file permissions
5.4.2.36	T36 Threats on O&M privilege management requirements on MME Management and Maintenance
5.4.2.40 	Threat of man-in-the-middle attack on MME management and maintenance interface
A.4.x	Malware
-	Threat Name: Malware
-	Threat Reference: to be done later 		
-	Threatened Asset: all critical asset in the MME as listed in 5.2 except hardware asset.
-	Threat Description: A malware installed on MME can tamper data (e.g. configuration data) on the MME and cause a DoS or information disclosure etc.
-	Threat Relevance: Mitigate.

***	END OF CHANGES	***
 
