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Abstract of the contribution: This contribution discusses handling of threats in Sections 5.4.2.30,  5.4.2.36, and 5.4.2.43.
1 Introduction 
This contribution proposes to add commenting to threats T30, T36, and T43 respectively that they have been sufficiently addressed in current Annex A, if for T43 a new general threat on Human Error is inserted in A.7.

2 Discussion
2.1 Threats T30
T30 (i.e. Section 5.4.2.30) deals with threats related to unauthorized access to MME. Currently A.8 already touches upon some aspects of this threat.  Also A.6.11 also addresses the unnecessary network services aspects of the threat.  Between A.8 and A.6.11, T30 have been sufficiently addressed.
2.2 Threat T36
T36 deals with tampering with MME configuration data. This can be considered to be mapped to A.4.6 File Write Permission Abuse whereas the attacker would be able to tamper with the MME configuration data. Although A.4 does not go into every type of data that can be potentially tampered with, but it should be clear that tampering applies to any form of data stored in MME.
2.3 Treat T43

T43 deals with unauthorized access control due to complex admin and human error.  The human error aspect can often not be fully covered by specific technical measures, other than some level of defense-in-depth. Current threat description in T43 focuses on the need for centralized security management. It is proposed to keep a threat on Human Error but to formulate it in more general terms. This threat type, for 3GPP network operation, is hard to categorize in the Microsoft STRIDE approach. Threat category Denial of service (A.7) is nevertheless chosen – real such network security incident examples exist related to Human Error (as one of several cause components) - instead of Spoofing (A.3). 
2.4 Proposal

It is proposed to add comments to 5.4.2.30, 5.4.2.36, and 5.4.2.43 that the threats have been mapped to Annex A, together with  the proposal to replace 5.4.2.43 by a more general ‘Human Error’ threat description in A.7. 
3 pCR
***
BEGIN 1 st CHANGE
***
5.4.2.30
Unauthorised access to the MME via unnecessary network services by the ports 
-
Threat name: Unauthorised access to the MME via unnecessary network services by the ports
-
Threat Reference: to be done later
-
Threat Category: Unauthorised access

-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets

-
Threat Description: The MME can expose unnecessary service/open ports which can be abused (even if not vulnerable) by an attacker to gain unauthorised access. The term unnecessary used in this threat refers to three cases:
-
Network services not strictly related to MME operation (e.g. Splunk Service)

-
Network service available on unexpected interfaces (eg. SSH enabled on the interface interconnecting MME and Serving Gateway)

-
Threat relevance: Mitigate
Note: it is detailed threat and can be mapped to the security objectives: SECURE MME ADMINISTRATION, HARDENING.

***
BEGIN of 2nd CHANGE
***
5.4.2.36
T36 Threats on O&M privilege management requirements on MME Management and Maintenance
-
Threat Name: Threats on O&M privilege management requirements on MME Management and Maintenance
-
Threat reference: to be done later

-
Threat Category: Tampering with MME Configuration Data
-
Threatened Asset: MME configuration data
-
Threat Description:  Inside attackers with access to the OAM network could access data that they are not authorized to access (e.g. changing the MME configuration data access rights, changing or collecting end-user communication records, etc.) if there is no authentication and authorization implemented. This could lead to various severe effects including Denial of Service – depending on the type of configuration changed
-
Threat relevance: mitigate
Note: This is a detailed threat and maps to the security objective SECURE MME ADMINISTRATION.

***
Begin of 3rd CHANGE
***
5.4.2.43

TX Access-control threat due to complex administration and human error  
-
Threat Name:  Access-control threat due to complex administration and human error
-
Threat Reference: to be done later
-
Threat Category: Unauthorized access
-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
-
Threat Description: The risk of user accounts being forgotten during change or deletion, or other slips in their handlings caused by maintenance workload. This could more easily give a user wrong system rights, or unintentionally continued access to a system. The threat is especially relevant when numerous, independent account databases, instead of a single centralized one, need to be managed and maintained.
-
Threat relevance: Mitigate
NOTE: This is a high-level threat. It has a relation to other threats: ‘T1 Threat from the internal attacks’, ‘T5 Security threats on MME management and maintenance interfaces’, ‘T6 Security threats on MME user account and password management’, ‘T10 Elevation of privilege’. It can be mapped to the security objectives: SECURE STORAGE, SECURE MME ADMINISTRATION.


***
BEGIN of 4th CHANGE
***
A.7.4
Human Error

· Threat name: Human Error
· Threat Reference: to be done later 
· Threat Category: Denial of service
· Threat Description: The general threat of human error in operation and maintenance. This can include network-, network element-, and firewall configuration-settings. It can also include the risk of user accounts being forgotten during change or deletion, or other slips in their handlings. Causes can be maintenance workload, fatigue, inexperience, etc, and may arise irrespective of applied policy. This threat, for network operation, is hard to categorize within the STRIDE approach, but with Denial of service being one important threat category. 

· Threatened Asset:  all critical assets of ME as listed in 5.2, except hardware assets    
· Attacker: Insider User

· Target: all critical assets of ME as listed in 5.2, except hardware assets      
· Threat relevance: Accept
***
BEGIN OF 5th CHANGE
*** 

A.3
Spoofing identity
Editor’s note: The following threats from clause 5.4 are related to this category: 

5.4.2.40 
Threat of man-in-the-middle attack on MME management and maintenance interface

***
END OF CHANGES
*** 

�Addressed by A.6.11 and A.8


�Addressed by A.4.6.


�Addressed by a more generally formulated threat on Human Error in A.7, instead of in A.3. NOTE is not moved to threat section.





