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Abstract of the contribution: This comment contribution discusses the use of masks in Release 13 Restricted Discovery. 
1 Introduction 
In SA3 #79, there are several contributions related to the question of what kind of structures there can be encoded into the different variants of Restricted Discovery ProSe Codes, i.e. ProSe Code, ProSe Query Code, ProSe Response Code. For example, S3-151370, S3-151383, S3-151387, S3-151388, S3-151390 are directly or indirectly referring to the phenomenon. This comment contribution is written to comment S3-151388 because it is the only of these contributions that is introducing a new security requirement related to the issue, more specifically: 

Any structure present in the ProSe Code before any security processing should be preserved (i.e., prefix/suffix should be independently processed).
We agree that there may be a structure to be preserved in the ProSe Code. However, we are not sure if the prefix/suffix referring to the Restricted Discovery with application-controlled extensions (non-public safety use) is the only potential structure present in the ProSe Code. In the following section, we present an example that may need to be also taken into account when writing the security requirement. 

2 Structure present in ProSe Code other than prefix/suffix
In Release-12, the ProSe Application Code can have an internal encoded structure telling that the Code owner belongs to certain groups, e.g. Commercial, Retail, Shoe Store, and Zoe’s Shoes Shop. This internal encoding essentially means that the consumer devices are able to catch announcements related to these embedded encodings. The Discovery Filters includes two components, the ProSe Application Code, and the ProSe Application Mask, and the match event specified in 24.334 is essentially about accepting ProSe Application Codes based not only full match of the code but also on some hierarchical group information encoded in the code. 
According to our understanding, Release-13 work is using as a starting point every applicable part of Release-12 work. All current SA2 Restricted Discovery procedures specified in 23.713 are returning Discovery Filters for the Monitoring UE, the Discoveree UE, the Discoverer UE, and the Monitoring UE with application controlled extensions. Current specifications are a little bit unclear what is the content of these Discovery Filter but it should be safe to assume that the content is similar to Release-12 Discovery Filters, i.e. they includes both the code and the mask. The only place in 23.713 where the masks are currently mentioned is the application controlled extensions. However, this does not mean that the masks would not be used with other variants of Restricted Discovery. 
If figure 1, we provide an example of potential use of masks with Restricted Direct Discovery Model B (note: this example is not about application controlled extensions). This example is only presenting one potential realization of ProSe Codes including an internal structure. The example is asymmetric showing a case where only the ProSe Response Code includes structured information. 

Alice and Bob belong to the same group. In this example, there are two types of Query Codes. One common Query Code for the group, and separate Query Codes for each group members individually. 
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Figure 1: Restricted Direct Discovery Model B (all Masks and Codes represent binary numbers, and are cut to 8 bits)
Messages 1-4 are related to the case when Bob is trying to discover any member of the group. In this example, only Alice responds, however, any other member of the group could also respond. 
Messages 5-8 are related to the case when Bob is specifically trying to discover Alice. Only Alice can respond. 
The response code of Alice includes structural information. It tells who Alice is, and also that Alice belongs to the group. It can be discovered by two different types of Discovery Filters: one for any member of the group and another for Alice only. 
Note that on Alice side the Masks are all 1’s. This means that in this example the Query Code does not include structured information. This could in theory be also possible. In that case, Bob would need only one Query Code for both Alice and the group. Also other members of the same group could have a filter to catch the queries for any member of the group, and they could respond accordingly.
Note also that this comment contribution does not take a stand how security is built on top of the given example. For example, there are ways to make the Alice Response Code visible only to Bob or any member of the group separately. 
3 Proposal 
We propose that SA3 discuss if the structured ProSe Codes other than the ones having a prefix/suffix (i.e. application controlled extensions) are relevant for Restricted Discovery (i.e. a structured ProSe Code that is discovered with different Masks), and that the result of this discussion is reflected in the new security requirements potentially accepted to TR 33.833. 
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