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Introduction
Model B restricted discovery consists of two over the air messages between the UEs (see TR 23.713). The first over the air message carries the ProSe Query Code from the Discoverer UE, and this triggers the second over the air message, which carries the ProSe Response Code from the Discoveree UE. SA2 have decided that there is no service reason for a Match Report procedure by the Discoveree UE when it receives the ProSe Query Code. This contribution analyses the security impact of this decision and concludes there is no need for a Match Report in this case.
The contribution also further proposes that two key issues for Restricted Discovery are combined into one as they have essentially the same conclusion.

Discussion 

The purpose of the ProSe Query Code is to trigger a ProSe Response Code from the Discoveree UE. From the security requirements in the Key Issue on restricted discovery it is clear that the contents of the ProSe Query Code and the ProSe Response Code messages should only make sense to Discoveree and Discoverer UEs. Hence it is necessary to analyse the value of a Match Report in protecting from attacks. All Discoverer UEs must be able to form a message including a ProSe Query Code that would be successfully received by intended Discoverees. Hence the Discoveree sending Match Reports on the received ProSe Query Code provides no security benefit against attacks by compromised Discoverer UEs. Hence a Match Report has no benefit against compromised UEs that are Discoverer UEs. 
We now investigate whether Match Reports have a benefit against compromised UEs that are Discoveree UEs. All Discoveree UEs, that are not also Discoverer UEs, must be able to understand that a message contains a ProSe Query Code aimed at them (if not then all restricted discovery messages would need to be passed to the network which would enable an easy DOS attack) and hence have the information needed to create a message containing a valid ProSe Query Code. This valid ProSe Query Code can be sent by an attacker Discoveree UE and aimed at a victim Discoveree UE (these could be more than one). 

If a Match Report is sent for a message containing a ProSe Query Code, then an attacker Discoveree UE could cause another Discoveree to send a Match Report. If there are no Match Reports required, the attacker Discoveree UE could cause another Discoveree UE listening for the same Query Code to respond with a discovery message containing a ProSe Response Code. Still, if the attacker Discoveree UE is not a Discoverer UE, then it would not be able to understand this messages. 

So in summary, an attacker Discoveree UE, that is not a Discoverer UE, could always cause another Discoveree UE (monitoring for the same Query Code as itself) to send a message by faking a message that contains a ProSe Query Code. This message is either a Match Report if Match Reports are used, or an over the air discovery message if not. As the former uses more resources at the attacked UE (and indeed more radio resources overall), it is preferable not have Match Reports for messages containing ProSe Query Codes. 

Finally a UE that is neither a Discoverer nor a Discoveree UE should not have the information to form a message that the attacked Discoveree UE believes contains its ProSe Query Code. Hence having a Match Report makes no difference here. 

Conclusion 

Based on the above discussion it is proposed that SA3 agree the below pCR for inclusion in TR 33.833.

Proposed pCR

*** FIRST CHANGE ***

7.3.1
Key Issue #7.3.1: Restricted ProSe Direct Discovery (Model A and B)
7.3.1.1
Key issue details

SA2 describe how restricted direct discovery will work in TR 23.713[33] for both model A and model B. This work builds on top of the open discovery flows from Rel-12.  In Open discovery, there is no explicit permission that is needed from the UE being discovered, while in restricted discovery, explicit permission from the UE that is being discovered is required. Model A consists of a monitoring UE discovering an announcing UE by listening for discovery messages containing the correct ProSe Code. The Model B discovery allows the direct exchange of ProSe Query Code and ProSe Response Code between Discoverer UE and Discoveree UE, without requiring signalling to the network in between.
7.3.1.2
Security threats 

In direct discovery, a ProSe-enabled UE broadcasts an identity that can be received by other Pro-enabled UEs that are in proximity. The receiving UE can analyze received identities in order to decide if any UEs of interest to discover are in its proximity.

As noted above there are two types of discovery, open and restricted. With open discovery, there is no requirement for the one UE to be authorized to discover the other UE. This means that the identity that is broadcast for this type of discovery is assumed to be knowable to all UEs (this is true whether the actual identity is broadcast or some well known mapping of the identity is broadcast). 

With restricted discovery, a UE needs to be authorized to be able to discover a particular UE. In particular the broadcast identities should prevent the discovery of a UE without their explicit permission. This threat also extends to the ability to track such a broadcasting UE even if it is not known who the UE belongs to based on the broadcast identity. Clearly anyone with the permission to discover the UE would be able to track them, as this is effectively part of the permission to discover the UE.

Similar threats as in the above paragraph also apply to the restricted discovery messages sent over the air by the discoverer UE, as in the case that the ProSe Query Code is expected to be responded to by a relatively small set of UEs, then a response to such a discovery messages could lead to information being leaked about a responding user.   

A final security threat is that of unauthorized announcements (e.g., impersonation and replay threats). This may cause a receiver to believe that the other UE is in proximity when it currently isn't, and hence take whatever action discovering that UE would involve. This threat also applies to the initial discovery message sent by the discoverer UE in model B discovery. In this latter case, there is no value providing individual keys to discoverer UEs to protect this message, as it only requires one of this key compromised to be able to force the discoveree UE to send its broadcast. Furthermore the use of a Match Report will not provide any additional protection for the ProSe Query Code against compromised Discoverer UEs and in fact causes more resources to be used as the Discoveree UE needs to contact the network. Similarly a compromised Discoveree UE would enable an attacker to form a correct ProSe Query Code. Using Match Reports to try to protect against this would use more resources than just responding with a ProSe Response Code that would not be understood by non-Discoverer UE at any rate. A UE that is neither a Discoverer nor a Discoveree UE should not have the information to form a message that the attacked Discoveree UE believes contains its ProSe Query Code. In summary, there is no value in the Discoveree UE sending Match Reports containing ProSe Query Codes. 
7.3.1.3
Security requirements

ProSe Restricted discovery shall allow a UE to discover only other UEs which it is currently authorized to discover. That is, the identities announced on the air interface shall be able to be protected from being understood by currently unauthorized UEs. 

The possibility of tracking of UEs based on the content of their discovery messages over time should be minimized.

The system shall support the prevention of impersonation attacks.

The possibility of replay attacks on discovery messages sent over the air interface should be minimized.
NOTE: These requirements apply to both model A and model B restricted discovery.









*** END OF CHANGES ***

