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Abstract of the contribution: 
1 Introduction 
SA#67 accepted a study item for SA3 on potential security enhancements for Gb, i.e. “EGPRS access security in relation to cellular IoT”, shortly EASE_IoT. This contribution intends to add a key issue on data protection to the TR 33.860. This key issue covers questions related to data integrity. These key issues can be further modified, and news added to the TR. 
We envision the following criteria for good key issues: 

· The proposed key issues should capture what is relevant about Cellular IoT security in Gb context. 

· The proposed key issues should not systematically document GSM/GPRS weaknesses or threats for the attackers to learn more about them. 

· The proposed key issues should reflect what has already been agreed in the living document [1] but should not take a stand on any particular solution that has been under discussion. 

2 Proposal 
We propose SA3 to discuss about the proposed keys issues in the attached pCR, and accept them if appropriate. 
3 References 
[1] S3-151195, Living document on security enhancements for Cellular Internet of Things. 
4 pCR 

***
BEGIN CHANGES
***
5
Key Issues

Editor’s note: This clause will contain the key issues that need to be addressed by SA3. The exact contents are FFS. It is proposed that the key issues would be security feature oriented instead of systematically documenting GSM vulnerabilities. 

5.x
Key Issue #x: Unauthorized modification of data  

5.3.1
Key issue details

An attacker may try to modify signalling data (including the security algorithm negotiation data) or user data sent between CIoT UE and SGSN. Data integrity mechanisms are often used to protect sequential messages right after authentication in order to know that the sequential messages originate from the authenticated peer. In the presence of strong encryption, unauthorized data modification is difficult because the attacker would need to be able to guess the encrypted form of the message that is meaningful for the CIoT UE and SGSN. 
5.3.2
Security threats 

The following security threats are foreseen: 

· An attacker may be able to modify the content of the messages without the CIoT UE and SGSN realizing that the data has been modified. 

· Both the CIoT UE and the SGSN may be fooled by false data. This may lead for example to false charging in SGSN side or unexpected behaviour in CIoT UE side.  
· An attacker may try to influence to the selection of the protection algorithm in order to prevent the CIoT UE and the SGSN to select the strongest common algorithm. 

5.3.3
Security requirements

The security solutions should address the following potential security requirements: 

· Signalling data shall be protected. 

· Integrity of user data may be assumed to be taken care by upper protocol layers. 

· Bidding down of potential integrity protection algorithms shall be prevented. 

***
END OF CHANGES
***
