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Abstract of the contribution: This contribution proposes to condense threats currently described under key issues.
1 Introduction 
This contribution proposes to condense the threats from the currently key issues.
We kindly propose SA3 to agree the following pCR.
2 Proposals
Annex F: Privacy guidelines for writing 3GPP TRs and TSs 

F.2
Threats
Editor’s Note: This section should include a condensed version of threats currently described under key issues, removing duplications. Key issue explanations may be not needed in a final TR.
Possible threats that could be covered by this section include, but are not limited to, eavesdropping and surveillance, collection of personal data, traffic analysis, generation of interest profiles, stored data compromise, correlation, identification, secondary use, disclosure. 
(1) Identification
If the scope of involved privacy is not identified in an early stage of system/protocol design, it may bring extra effort for the late introduction of privacy supporting system/protocols and applications.
When 3GPP designs new systems, security architectures and protocols and privacy protection procedures are not defined clearly in an early stage, the system functionality will be impacted. For example, if the users consent mechanism is not provided to the user, the functionality of SON and/or MDT will not be usable.

If the actions that can be taken on personal data (e.g. collect, use, and share) are not defined for an entity (e.g. user, operator, service provider) then this lack of policy may result in the abuse or loss of personal information. Unclear obligations for the personal data handling may lead to difficulties when investigating a privacy breach. 
(2) Eavesdropping and surveillance

Eavesdropping and surveillance are the unauthorized (or with malicious intention) action of observing or monitoring of the user’s communications or activities.
Without security protection mechanism, privacy sensitive information may easily eavesdropped and surveilled by the observer.
(3) Tracing
Tracing of an user or UE can happen wherever these identities are being used, transferred, and/or stored by various network nodes, including (e)NB, GGSN, SGSN, etc. Tracing of a user or UE can also happen when identities are being used, transferred, and/or stored by unauthorized personnel. The consequences of these threats to user and UE identities being exposed is that the user’s personal data is disclosed (e.g. call details, location information) and, potentially worse, financial losses.
(4) Traffic analysis
Without security mechanism, the attacker could analysis user’s traffic through observer identification related information. Based on the traffic analysis, the attack may launch further attack for the telecommunication networks. 
(5) Collection of personal data
Personal data collection needs to follow the appropriate guidelines. An unclear guideline on what data is collected by who may bring the risk to user’s information disclosure and potential illegal usage of such information.

Mis-collecting or excessive collecting that not implementing personal data handling guidelines will cause unauthorized access. The consequence is the compromise of personal data for the user, resulting in loss of personal and/or financial data.
(6) Correlation
Correlation is the combination of various pieces of privacy sensitive information related to a subscriber or that obtain that characteristic when combined.
The possibility of combining information collected by an attacker may result in new interfering of privacy sensitive information, and generate user’s interest profiles etc. For example, a user uses same ID across multiple services could lead to observers to correlate all of the communications during user’s online time.
(7) Stored data compromise
Personal data stored unprotected or insufficiently protected in network elements may bring risk to user personal data disclosure and may result in an attack that may damage the MNO or user.
(8) Sharing

Unauthorized personal information sharing may violate users’ rights to privacy. 

During the personal data sharing process, the security of information transfer/store will face traditional information security risks. 

(9) Preference setting
If users transfer their preference settings over the network, an attacker may eavesdrop or change these preference settings.

An attacker may impersonate the legitimate user and change the preference settings on his behalf.
(10) Secondary use
Secondary use is the use of collected privacy sensitive information about the user for a purpose different from that for which the information was collected. 
If the secondary use without user’s consent, it will violate user’s privacy and may bring potential privacy sensitive information disclosure.
(11)  Disclosure
Disclosure is revelation of privacy sensitive information about a user. It results user’s privacy sensitive information to be accessed/known by unexpected entities. The disclosed privacy sensitive information that utilized by the attacker/malicious entity may harm to user’s telecommunication content, reputation, financial data etc.
(12) Deletion 
Un-deleted, no further use-value of existing personal data may bring risk to user of unwanted personal data disclosure, and such related attacks.

