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Abstract of the contribution:
The present contribution implements the proposal in clause 4.1.3 of the contribution “Discussion of way forward for SCAS” in S3-151141, which was endorsed at SA3#78. The general idea is that an SCAS should provide security mechanisms that may be employed for privacy protection (as well as possibly for other purposes), but the privacy requirements themselves should be contained in documents explicitly dedicated to privacy.
1 Introduction 
S3-151141, clause 4.1.3, stated: 

“Definitions of and requirements on privacy and personal data should be provided in a document specifically dedicated to privacy, be this a proprietary document, e.g. provided by an operator, or a 3GPP document, e.g. (a successor of) TR 33.849, or a regulatory document. The protection requirements regarding privacy and personal data in such a document specifically dedicated to privacy should be high-level. The privacy document could then point to an SCAS or the SECAM catalogue for the realisation of such protection requirements in 3GPP network product classes. No requirements specific to privacy alone would be contained in an SCAS or SECAM document. Consequently, TR 33.806, Annex B.3.3.7, should be deleted.”

S3-151141 continued to give the following example:

“Example: TR 33.849 has “5.3.2.3 Privacy Requirements: The personal data need to be stored securely to protect against unauthorized access and modification.” For the realisation of this protection requirement, TR 33.849 (or its successor) could then point to TR 33.806 Annex B.3.3.2 “Protecting data and information” (or its successor).”

This text was endorsed at SA3#78 as noted in S3-151141 and the draft official meeting report.
In section 2 of the present contribution, we identify privacy-related text on requirements in TR 33.806. We do not list the privacy-related text on threats. We would also like to point out that there is an objective named “PRIVACY” in clause 5.5.2.6. This objective would have to be rephrased in line with the endorsed text above when formulating the objectives (which SA3 agreed to be sort of an overview of requirements to be written after the requirements have stabilised). 
Section 3 contains a pCR to TR 33.806 that deletes the identified privacy-related text on requirements from Annex B of TR 33.806, and adds appropriate Word comments to other parts of the TR (according to the generally agreed procedure). 
2 Privacy-related requirements in TR 33.806
TR 33.806 currently has Annex B.3.3.7, which reads: 
“B.3.3.7
Personal privacy related features and functions
Editor’s note: relates to clause 6.14, no equivalent in DT’s catalogue.”
There is no further content in B.3.3.7. So, we propose to delete it. 
The Editor’s note points back to TR 33.806, 6.14, which is void of technical content, too. We propose adding a Word comment explaining why this requirement is not carried forward to Annex B. 
The only other privacy-related texts on requirements in TR 33.806, we discovered, are:

· Clause 6.9 “Rx Requirements of user identities”. Both RX-1 and RX-2 have been taken care of in B.3.3.2.1 although the Word comment says so only for RX-1. [Could the rapporteur fix this?] Therefore, nothing has to be done about clause 6.9 in the pCR here.
· Clause 7.6 “Requirement topic” [??] “Requirement Name: User location leakage/tracking over S1-MME interface”. The requirement is specifically about usage of temporary and permanent (IMSI) identities, which, in our view, is a legitimate topic to be covered by an SCAS for the MME. An Editor’s note says that this requirement “needs re-formulation before being considered in Annex B”. This has not happened yet, so this requirement has not been addressed yet in Annex B. We believe that the Editor’s note is sufficient for now, so we do not propose additional changes to clause 7.6.
· Annex C, Req 3.01-8 “Information with need of protection must not be contained in files, outputs or messages that are accessible by unauthorized users.” It contains the text: “In this case the continuative regulations or guidelines (e.g. of data privacy) must be noticed.” An Editor’s note says: “There is a need for further clarification before this requirement can be included in Annex B.” This clarification has not happened yet, so this requirement has not been addressed yet in Annex B. We believe that the Editor’s note is sufficient for now, so we do not propose additional changes to Annex C, Req 3.01-8.
· Annex C, Req 3.01-27
 “Security relevant events must be logged with a precise timestamp and a unique system reference”. Annex C, Req 3.01-27 has already been addressed in B.3.3.6.1. However, the text: “Furthermore, legal and data privacy regulations (e.g. time of storage of logging data) must be proved and followed.” has not been carried over to B.3.3.6.1. This is in line with the endorsed approach in S3-151141; for clarity, we propose adding a corresponding Word comment. 
3 pCR to TR 33.806 
+++START OF CHANGES +++

6.14
Rx Requirements of personal privacy related features and functions

-
Requirement name: Requirements of personal privacy related features and functions
-
Requirement reference: to be done later
-
Requirement Description:
    Editor's note: It is FFS for requirements of personal privacy related features and functions. 
-     Security Objective references: SECURE MME ADMINISTRATION and PRIVACY.
-
Test case: To be done later.


+++NEXT CHANGE +++




+++NEXT CHANGE +++

 Req 3.01-27
Security relevant events must be logged with a precise timestamp and a unique system reference
. 
Systems must log the occurrence of security-relevant incidents. So that these events can be evaluated and classified,
they must be logged together with a unique system reference (e.g., host name, IP or MAC address) and the exact time the incident occurred. Furthermore, legal and data privacy regulations (e.g. time of storage of logging data) must be proved and followed. 
The following table lists events that are relevant to security and the corresponding data that typ­ ically has to be logged by a system. Exceptions are systems for which no or only restricted logging applies. Examples of such systems are customer devices such as Smartphone’s or IADs/Homegateways (e.g. Speedport).

Logging must be done considering the currently valid legal, wage and company regulations. This regulations state among others that logging of events can be done only earmarked. Logging of events for doing a work control of em­ ployees is not allowed.

Typical event that reasonable should be logged in many cases are:

	Event
	Event data to be logged

	Incorrect login attempts
	• Account,

• No. of failed attempts
• Source (IP address) of remote access

	System access with accounts with administrator rights
	• Account,

• Access timestamp,

• Length of session,

• Source (IP address) of remote access

	Account administration
	• Administrator account,
• Administered account,
• Activity performed (configure, delete, enable and

disable)

	Change of group membership for accounts
	• Administrator account,
• Administered account,
• Activity performed (group added or removed)

	Critical rise in system values such as disk space, CPU load over a longer period 
	• Value exceeded,
• Value reached
(Here suitable threshold values must be defined depending on the individual system.)


Logging of additional security-relevant events may be meaningful. This must be verified in individual cases and implemented accordingly where required.
Motivation: Logging security-relevant events is a basic requirement for detecting ongoing attacks as well as attacks that have already occurred. This is the only way in which suitable measures can be taken to maintain or restore system security. Furthermore, the logging data is used as evidence so that legal steps can be taken against attackers.

For this requirement the following threats are relevant:

· Denial of executed activities

· Attacks can go unnoticed
+++END OF CHANGES +++
�not carried forward to Annex B according to the decision in " Discussion of way forward for SCAS", S3-151141, clause 4.1.3. 


�deleted according to the decision in " Discussion of way forward for SCAS", S3-151141, clause 4.1.3.


�Added to B.3.3.6.1





�This text was not carried forward to Annex B according to the decision in " Discussion of way forward for SCAS", S3-151141, clause 4.1.3. 





