3GPP TSG SA WG3 (Security) Meeting #79
S3-151333
20-24 April 2015 Nanjing, China
Source:
China Mobile
Title:
[MTCe] Key derivation clarification about group authentication mechanism
Document for:
Approval

Agenda Item:
7.13
Work Item / Release:
MTCe/Rel-13
1. Introduction

In the last meeting, an open issue was raised “Editor’s Note: How do the UEi derive Kasme? For this, UEi needs to know the SNid (Serving network identity).” This contribution analyzes and solves this open issue. 
2. Discussion

2.1 KASME calculation paremeters and related devices 
Based on TS 33.401 Annex A.2, 
KASME=KDF（0x10, SN id, 0x0003, SQN ( AK, 0x0006, CK, IK）

In network side, Hss is responsible for KASME calculation. In terminal side, ME is responsible to calculate KASME. 

2.2 Parameters
2.2.1 CK，IK
In network side, CK, IK are generated on HSS locally. 
In terminal side, ME generate CK, IK based on Kc from USIM.
2.2.2 SN id

SN id is defined as PLMN id。

In network side, HSS could get SN id from authentication vector signalling from MME. 
In terminal side, UEi could not get PLMN id before it connects network directly. However, in this use case, UEi and UEAgent could be considered to connect same network. So UEagent could send its PLMN id to UEi. 
2.2.3 SQN ( AK
There is a problem to generate UEi’s Kasme by using UEi’s SQN ( AK in terminal side, as there is no SQN ( AK transferred from network to the terminal. However, UEi’s authenticated paratermeter is bound to UEAgent’s authentication vector, which contains SQN ( AK of UEAgent, so it could use UEAgent’s SQN ( AK as parameter. 
As a result,

In network side, HSS could get UEAgent’s SQN ( AK locally.
In terminal side, UEAgent sends its SQN ( AK to UEi, and UEi could get UEAgent’s SQN ( AK for key derivation.
2.3 The time to derive KASME
In network side, HSS derives Kasme when in the authentication vector generation process.
In terminal side, UEi derive Kasme when it receives all parameters from USIMi and UEAgent. 
3. pCR(based on S3-151193)
================================Begin of Change=========================================
4.1.4.4.3  Procedure 
UEAgent performs mutual authentication with the network on behalf of all group nodes UEis, which is as fllows:
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1. UEAgent sends Access Request command with its Group ID (e.g. IMSIg) to RAN network element (e.g. BSC, RNC, eNodeB).
2. RAN network element forwards it to core network element (e.g. MME or SGSN) transparently. 
3. MME/SGSN sends Authentication Vector Request to HLR/HSS with IMSIg.
4. When receiving Authentication Vector Request, HLR/HSS generates AV related IMSIg as current AV generation procedure. After that, HLR/HSS calculates CKi, IKi based on Ki realted with IMSIi, which are indexed by using IMSIg. After that, HLR/HSS generates CKi, IKi by using same RAND which is used for generating UEAgent AV, then HLR/HSS calculates Kci by using CKi, IKi through c3 function defined in TS 33.102, sec 6.8.1.
5. HLR/HSS sends back authentication vectore response, which includes not only authentication information about agent but also keys for UEis.
6. When receiving AV response, MME/SGSN binds IMSIg and related group members' security contexts.
7. MME/SGSN sends authentication request message, containing AUTN and RAND.
8. RAN node forwards such message to UEAgent transparently. 
9. UEAgent verifies AUTN firstly. If success, UEAgent calculates authentication response RES based on Kg and RAND, and generates group session key CKg and IKg.
10. Agent sends authentication response, which includes RESP.
11. RAN node forwards such message to MME/SGSN transparently. 

12. MME/SGSN verifies RES. If success, UEAgent could be seen as authenticated. Whereas UEis could be seen as semi-authenticated.

13. MME/SGSN sends out Security Mode Command.
14. RAN node forwards such message to UEAgent transparently. 
15. UEAgent sends out Security Mode Complete.
16. RAN node forwards such message to MME/SGSN transparently.

17. MME/SGSN sends out Access Accept.
18. RAN node forwards such message to UEAgent transparently. 
19. When UEAgent receives Access Accept message, it sends out parameter transfer message carrying RAND, PLMN id, SQN ( AK 
and selected algorithm to all group nodes, i.e. UEis.The message is transferred inside the secure channel tunnel
Editor’s Note: It may cause all UEis authentication when UEagent authenticate with network.

20. Group node UEi calculate CKi, IKi based on Ki and RAND and then derive seesion key Kci through c3 function defined in TS 33.102, sec 6.8.1.UEi could derive KASME by using PLMN id and SQN ( AK when there is LTE network.



21. UEi sends paramer transfer acknowledgement message to UEAgent inside secure tunnel.

22. Each UEi sets up security association with MME/SGSN as MME/SGSN has same Kci. And UEi could be seen as authenticated if the security association works.
Editor’s Note: During group authentication, the SQNi in the USIMi is not updated. It needs to be explained that no replay threat from a false network can arise from this when the UEi authenticates directly to the network, and not through the UEagent.
NOTE:
Security association between each UEi and MME/SGSN is established without prior authentication of the UEi towards the network.
Editor's Note: Security analysis is FFS to evaluate security impacts of implicit authentication.
================================End of Change=========================================

�Add parameters PLMN id, SQN ( AK into the message


�Add clarification how UEi derive Kasme.


�Delete due to modification and clarification
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