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Abstract of the contribution: Three primitive security technologies which can be used for the secure discovery for out-of-coverage scenario, will be discussed in this document. These technologies include: 

· Symmetric security technology
· Certificate based security technology

· IDENTITY based security technology  

1, Introduction

In Rel 13, direct discovery in the out of coverage using group key was already given in TR 33.833. However, the out of coverage discovery scenarios not only contain Group Member discovery, but also need to consider UE-to-Network Relay discovery, UE-to-UE Relay discovery, and the Restricted discovery. Thus the security mechanism to mitigate the threats of all of the above out of coverage discovery scenarios needs to be considered. Therefore, to make a good solution for this problem, the security tools and scenarios shall be clearly discussed.

In the last meeting SA3 #78, a joint meeting between SA2 and SA3 on ProSe was made.  A preliminary conclusion on the S3-151140 was agreed. The discussion details on S3-151140 are as follows:

 “S3-151140
Questions to SA2 regarding ProSe
Rapporteur

These slides were presented during the Joint Meeting between SA3 and SA2.

- The binding will stay valid, no other intentions.


- The frequency of the match report is not considered in SA2, in principle to avoid a ping-pong effect. SA3 is free to 
define a mechanism to avoid having replay attacks with the match reports.


Rel-13:


- It is not required for the discovery service. If there any other reason, from security point of view, for the UE to talk with the discovery function, there will be no constraint to define this.


- The TR from SA2 captures the state of the art on this issue, so SA3 can check it after SA2 meeting. 


SA2 clarified that Public safety UE can discover other group members and relays, but nothing else. Discovery and group aspects are separate.


Samsung: applicable for in and out of coverage?


SA2 replied that discoveree info is not linked to the group and works for both in and out coverage.


Samsung: the credentials need to be preconfigured for out of coverage?


SA2 replied that this is up to SA3.


The document was noted.”
The most two important information from the above is that in the out of coverage, 1) discveree info is not linked to the group, and 2) the credentials can be preconfigured if the SA3 needs it for the security solution . 
This document discusses three primitive security technologies, which can be used to construct a secure discovery protocol for out-of-coverage scenario. These technologies include symmetric security technology, certificate based security technology, and IDENTITY based security technology. Note that the last two of them belong to the asymmetric security technology.
2, Discussion

In this section, analysis on how to adopt the above technologies to settle the secure discovery will be given.
We assume that for the out-of-coverage scenario, UE-A would like to broadcast a discovery message to its neighbours, e.g., UE-B and UE-C. However, in order to prevent the modification attack, and support the source authenticity and message integrity protection, UE-A has to use his private key to calculate a MIC for the discovery message, where the MIC algorithm may be calculated based on different security technologies.
2.1, Symmetric based solution

With the symmetric-based solution, both the sender (UE-A) and receiver (UE-B and UE-C) are preconfigured with the same private key. There are two solutions, one of which is that all UEs share the same key, the other one is that the group members (at least two members) of the same group share the same key.

For the first solution, all UEs share the same key. Any attacker acquired the shared key could make the modification attack, also could impersonate any UE to broadcast the malicious discovery messages. Thus, this is not acceptable.

For the second solution, the group members (at least two members) of the same group share the same key. For instance, UE-A and UE-B were configured with private key K1, while UE-A and UE-C share the private key K2, where K1 is different from K2. If more than two members share the same key, this belongs to Group member discovery. However, for the direct discovery case, SA2 has stated that “SA2 replied that discoveree info is not linked to the group and works for both in and out coverage.” Thus group key does not cover all the case here for the direct discovery. Meanwhile, any two members have to manage a different key, which will bring a complicated key management problem.
Therefore, the symmetric based solution for the direct discovery for the out-of-coverage scenario is not suitable here.
2.2, Certificate based solution

With the certificate based solution, all the UEs have to be pre-configured with a certificate, which is a digital signature of the UE’s public key signed by an authorized CA, where the CA could be managed by the operator. However, in the ProSe system, PKI system has not been considered. Also, transmitting a Certification in the discovery message will bring a heavy communication overhead. Thus, certificate based solution is also not a good choice.
2.3, IDENTITY based solution

For the media security of group communication in ProSe, IDENTITY technology was deployed to settle the PMK distribution. With the IDENTITY method, certificate is not required. User’s UID plays the role of public key, which can be used to verify the signature. The format of the UID can be found in section B.3.1.4.2 of TS 33.303. For instance, UID = user@example.org?P-Year=2013&P-Month=09, which can be retrieved publicly or from the discovery message. 
However, using ECCSI scheme in RFC 6507[1], the signature is at least 480 bits, which includes r, s, PVT, since the length of the element of Elliptic curve-based group is at least 160 bits in the security point of view. Therefore, the communication overhead over the air interface shall be considered carefully, if the IDENTITY was used for the out-of-coverage discovery.
3, Conclusion
In a word, both the symmetric and certificate based solutions have some weaknesses for the security of the out-of-coverage discovery, such as the key management, the certification transmission, deployment etc. Meanwhile, the length of the signature using IDENTITY also shall be considered carefully.
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