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Abstract of the contribution: This contribution proposes a security solution of the ProSe Restricted Discovery.
Discussion

This contribution proposes a security solution of the ProSe Restricted Discovery.

Compared with the procedures of the Open Discovery described in clause 5.3 of TS 23.303 [20], several differences are introduced to the ProSe Restricted Discovery procedures. Therefore, security flows are adjusted accordingly to protect against replay attack.

It is proposed that SA3 accept the pCR for inclusion in the TR 33.833.

Proposed pCR
**************************************************start of change************************************************

8.3
Solutions for direct discovery (non-Public Safety)

8.3.5
Solution #8.3.5: Security for Restricted ProSe Direct Discovery

8.3.5.1
General

This solution addresses the requirements in key issue #7.3.1 and is the security part of the solution in clause 5.3 of TR 23.713 [33].
8.3.5.2
Solution description

The solution proposed in clause 5.3 of TR 23.713 [33] described Announce Request, Monitor Request and Match Report procedures. Compared with the procedures of the Open Discovery described in clause 5.3 of TS 23.303 [20], several differences are introduced, as the following
1. In the Monitor Request procedure, The ProSe Function in the other PLMN returns to the ProSe Function in the HPLMN the ProSe Code, rather than the ProSe Mask. And the ProSe Function in the HPLMN of the Monitoring UE builds the binding between ProSe Code with Target Restricted ProSe App User ID and stores it into the user context of the monitoring UE.
2. In the Match Report procedure, the ProSe Function in the HPLMN of the Monitoring UE doesn’t interact with the ProSe Function in the HPLMN of the announcing UE. It checks out the Target Restricted ProSe App User ID by using the binding built above.
With these differences, the security flow the Restricted ProSe Direct Discovery is as following
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Figure: 8.3.5.2-1: Integrity protection of the transmitted code

1.
The Announcing UE sends a Discovery Request message containing the ProSe Application ID name to the ProSe Function in its HPLMN in order to be allowed to announce a code on its serving PLMN (either VPLMN or HPLMN).

2./3.
The ProSe Functions in the HPLMN and VPLMN of the announcing UEs exchange Announce Auth. messages. There are no changes to these messages for the purpose of protecting the transmitted code for restricted discovery, referring to the Annouce Request procedure described in clause 5.1.2.3 of TR 23.713 [33].  If the Announcing UE is not roaming, these steps do not take place.

4.
The ProSe Function in HPLMN of the announcing UE returns the ProSe App Code that the announcing UE can announce and a 128-bit Discovery Key associated with it. The ProSe Function stores the Discovery Key with the ProSe App Code. In addition, the ProSe Function provides the UE with a CURRENT_TIME parameter, which contains the current UTC-based time at the ProSe Function, a MAX_OFFSET parameter, and a Validity Timer (see TS 23.303 [2]). The UE sets a clock it uses for ProSe authentication (i.e. ProSe clock) to the value of CURRENT_TIME and stores the MAX_OFFSET parameter, overwriting any previous values.  The announcing UE obtains a value for a UTC-based counter associated with a discovery slot based on UTC time. The counter is set to a value of UTC time in a granularity of seconds. The UE may obtain UTC time from any sources available, e.g. the RAN via SIB16, NITZ, NTP, GPS (depending on which is available).

NOTE 1:
The UE may use unprotected time to obtain the UTC-based counter associated with a discovery slot. This means that the discovery message could be successfully replayed if a UE is fooled into using a time different to the current time. The MAX_OFFSET parameter is used to limit the ability of an attacker to successfully replay discovery messages or obtain correctly MICed discovery message for later use. This is achieved by using MAX_OFFSET as a maximum difference between the UTC-based counter associated with the discovery slot and the ProSE clock held by the UE. 
NOTE 2: 
A discovery slot is the time at which an announcing UE sends the announcement. 

5.
The UE starts announcing, if the UTC-based counter provided by the system associated with the discovery slot is within the MAX_OFFSET of the announcing UE's ProSe clock and if the Validity Timer has not expired (see TS 23.303 [2]).For each discovery slot it uses to announce, the announcing UE calculates a 32-bit Message Integrity Check (MIC) to include with the ProSe App Code in the discovery message. Four least significant bits of UTC-based counter are transmitted along with the discovery message. The MIC is calculated as described in sub clause A.2 using the Discovery Key and the UTC-based counter associated with the discovery slot.

6.
The Monitoring UE sends a Discovery Request message containing the ProSe Application ID name to the ProSe Function in its HPLMN in order to get the Discovery Filters that it wants to listen for.

7/8. The ProSe Functions in the HPLMN of the monitoring UE and HPLMN of the announcing UEs exchange Monitor Req./Resp. messages. For the purpose of protecting the transmitted code for restricted discovery, the Monitor Response message contains the ProSe Discovery Key. The rest are no changes to these messages of the Monitor Request procedure described in clause 5.1.2.4 of TR 23.713 [33].
9.
The ProSe Function returns the Discovery Filter containing the ProSe App Code(s)  along with the CURRENT_TIME and the MAX_OFFSET parameters. The UE sets its ProSe clock to CURRENT_TIME and stores the MAX_OFFSET parameter, overwriting any previous values. The monitoring UE obtains a value for a UTC-based counter associated with a discovery slot based on UTC time. The counter is set to a value of UTC time in a granularity of seconds. The UE may obtain UTC time from any sources available, e.g. the RAN via SIB16, NITZ, NTP, GPS (depending on which is available).

10.
The Monitoring UE listens for a discovery message that satisfies its Discovery Filter, if the UTC-based counter associated with  that discovery slot is within the MAX_OFFSET of the monitoring UE's ProSe clock.

11.
On hearing such a discovery message, and if the UE has either not checked the MIC for the discovered ProSe App Code previously or has checked a MIC for the ProSe App Code and the associated Match Report refresh timer (see steps 14 and 15 for details of this timer) has expired , or as required based on the procedures specified in TS 23.303 [2], the Monitoring UE sends a Match Report message to the ProSe Function in the HPLMN of the monitoring UE. The Match Report contains the UTC-based counter value with four least significant bits equal to four least significant bits received along with discovery message and nearest to the monitoring UE’s UTC-based counter associated with the discovery slot where it heard the announcement, and the discovery message including the ProSe App Code and MIC.

12.
The ProSe Function in the HPLMN of the monitoring UE shall check the MIC is valid. The relevant Discovery Key is found using the ProSe App Code.

13.
The ProSe Function in the HPLMN of the monitoring UE returns an acknowledgement that the integrity checked passed to the Monitoring UE. The ProSe Function returns the parameter Target ProSe Application User ID to the UE. 
It also provides the CURRENT_TIME parameter, by which the UE (re)sets its ProSe clock The ProSe Function in the HPLMN of the monitoring UE shall include a Match Report refresh timer in the message to the Monitoring UE. The Match Report refresh timer indicates how long the UE will wait before sending a new Match Report for the ProSe App Code.
**************************************************end of change*************************************************
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