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Abstract of the contribution: This contribution discusses two security solutions for Restricted Direct Discovery using Model B aiming at resolving an Editor’s note in TR 33.833. Both solutions are optimizations of the current solution 8.3.3 in TR 33.833.
1 Introduction 
The solution “#8.3.3 ProSe Restricted Discovery in Model B”, currently proposed in TR 33.833, suggests to use two different discovery keys Discovery Key A and Discovery Key B.  
Discovery Key A is assigned, distributed and stored by the Discoverer UE’s HPLMN ProSe Function and is known by the Discoverer UE and the Discoverer UE’s HPLMN ProSe Function. It is used to sign ProSe Query Codes (by the Discoverer UE) and to verify MICs over Query Codes (by the ProSe Function). 
Discovery Key B is assigned, distributed and stored by the Discoveree UE’s HPLMN ProSe Function and is known by the Discoveree UE and the Discoveree UE’s HPLMN ProSe Function. It is used to sign ProSe Response Codes (by the Discoveree UE) and verify MICs over Response Codes (by the ProSe Function). 
When the Discoveree UE receives a ProSe Query Code or when the Discoverer UE receives a ProSe Response Code, then the receiving Discoveree/Discoverer UE needs to find out whether the sending UE is authentic and that the received ProSe Code is not replayed.  Therefore, a Match Report Procedure towards the network is required from Discoveree UE and Discoverer UE side in order to check the MIC on the received ProSe Codes.
There is an Editor’s note in Section 8.3.3.3.2 in TR 33.833:

Editor's Note: It is ffs if the procedure can be optimized by allowing the Discoveree UE to check the MIC without contacting the network.

This contribution discusses two solutions to resolve the above Editor’s Note. 
2 Discussion
The two new solutions are in alignment with section 5.2.1 in SA2 TR 23.713 (see extract below in italics), saying that Model B discovery shall allow direct exchange of ProSe Query Code and ProSe Response Code between Discoverer UE and Discoveree UE, without requiring signalling to the network in between (see extract below), which implies that at least the Discoveree UE shall refrain from initiating an Match Report procedure when hearing a discovery message that satisfies its discovery filter.

The solution for Restricted ProSe Discovery via Model B follows the following principles:

-
The Model B discovery shall allow direct exchange of ProSe Query Code and ProSe Response Code between Discoverer UE and Discoveree UE, without requiring signalling to the network in between.

Solution 1

In the first solution (see S3-151316) the HPLMN ProSe Function of the Discoveree UE allocates and provides a Discovery Key A together with the ProSe Query Code to the Discoverer UE and the Discoveree UE so that the Discoveree UE now is able to verify the MIC on the received ProSe Query Codes itself without having to send a match report to the ProSe Function. The HPLMN ProSe Function of the Discoveree UE also allocates and provides a second discovery key, Discovery Key B, together with the ProSe Response Code, to the Discoveree UE. Still, a match report is needed from the Discoverer UE side to check the MIC of a received response code, since the Discovery Key B is not handed out to the Discoverer UE/s.

Solution 2

In the second solution (see S3-151317) both UEs, Discoverer UE and Discoveree UE, receive and store the same Discovery Key A. Discovery Key A is used to sign ProSe Query Codes (by the Discoverer UE) and ProSe Response Codes (by the Discoveree UE) as well as to verify MICs on ProSe Query Codes and ProSe Response Codes. Both, Discoverer UE and Discoveree UE, can now perform checks of MICs on received Prose Codes locally, without having to perform a match report procedure (for security reasons). Note, that the Match Report procedure might still be required for other reasons (see TR 23.713).
Discovery Key Assignment per Discoverer UE vs. per ProSe Query Code
For both solutions, Solution 1 and Solution 2, there are two alternatives for Discovery Key assignment in relation to ProSe Query Codes under the assumption that one ProSe Query Code can be assigned to multiple Discoverer UEs. 
· Alternative A: Discovery Key assignment per ProSe Query Code:

· When multiple Discoverer UEs have the same ProSe Query Code, then they also have the same Discovery Key.
· Alternative B: Discovery Key assignment per Discoverer UE per ProSe Query Code:

· When multiple Discoverer UEs have the same ProSe Query Code, then they still have different Discovery Keys.
3 Evaluation 

Alternative A vs. Alternative B

When the Discovery Key is unique per Discoverer UE per ProSe Query Code, then the MIC can be used to authenticate one specific Discoverer UE (even if multiple Discoverer UEs would have the same ProSe Query Code). When the Discovery Key is unique per ProSe Query Code, then the MIC can be used to assure that the sending Discoverer UE is part of the group of Discoverer UEs that have been authorized to discover a specific Discoveree UE.
Since the authentication of the Discoverer UEs can be considered as an application layer issue, Alternative A can be assumed as sufficient since it assures that “some” Discoverer UE (out of the group of authorized Discoverer UEs) wants to discover a specific Discoveree UE. Moreover, Alternative A is more sufficient than Alternative B, since no additional signalling between ProSe Function and Discoveree UE is required for security reasons when a new Discoverer UE joins. Alternative B requires such signalling in order to provide the Discoveree UE with the new Discovery Key for each Discoverer UE wanting to discover the same Discoveree UE. Furthermore, the list of Discovery keys to be stored by the Discoveree UE might get very long when using Alternative B. 

Thus, this contribution suggests to always use Alternative A rather than Alternative B.
Solution 1 vs. Solution 2

In Solution 1 the Discovery Key B is not handed out to the Discoverer UE/s. Thus, the Discoverer UE/s cannot pretend to be the Discoveree UE towards other Discoverer UEs. This might be a problem in Solution 2 in cases where the same Discovery Key is used to sign ProSe Response Codes to multiple Discoverer UEs. 
Accordingly, in Solution 2 one Discoverer UE could impersonate the Discoveree UE towards another Discoverer UE in the group of authenticated Discoverer UEs, since the Discoverer UE/s know the Discovery Key which the Discoveree UE uses for signing Response Codes. Thus, Solution 2 is only applicable for scenarios, where the Discoverer UEs can be trusted.
The advantage of Solution 2 is that it is even more efficient than Solution 1 since no match report is needed at all (for security reasons). 
4 Proposal 

It is proposed to always use Alternative A, thus a Discovery Key assignment per ProSe Query Code rather than per Discoverer UE per ProSe Query Code.
Furthermore, it is proposed to add both solutions, Solution 1 and Solution 2, to TR 33.833 since both solutions have different advantages and are useful for different scenarios. An accompanying pCR with a detailed description of Solution 1 can be found in S3-151316 and of Solution 2 in S3-151317.
