3GPP TSG SA WG3 (Security) Meeting #79
S3-15295
20-24 April 2015 Nanjing(China)



Source:
Sprint
Title:
Spoofed call actor definitions pCR
Document for:
Approval
Agenda Item:
8.4
Work Item / Release:
FS_ESCAPADES
This contribution proposes some spoofed call actor definitions for consistency in the TR.
Some of the scenarios of valid use of an E.164 number versus invalid (spoofed) use have a rather complicated but common set of relationships and actors, so this contribution proposes some terminology to clearly distinguish who is being referred to within the TR.
**********************************start of first change************************************

3.1 Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Attestation: This is the declaration made by a network operator that the party placing a particular call is authorized to represent themselves by a particular caller identity.  The party placing the call may not be the identity owner, rather is authorized by the identity owner to represent the identity owner.
Borrowed E.164 number:  This is the E.164 number that a borrowing user has obtained permission from the identity owner to use as caller identity when making calls on behalf of the identity owner.
Borrowing operator: This is an operator who is not able to assign a specific E.164 number controlled since it is controlled by a different operator (see controlling operator). A borrowing user subscribed to a borrowing operator is authorized to use a borrowed E.164 number as caller identity in calls made on behalf of the identity owner.
Borrowing user: This is the user subscribed to a borrowing operator and  is authorized by the identity owner to use the caller identity for calls made on behalf of the identity owner.
Caller identity: The originating phone number included in call signalling used to identify the caller for call screening purposes.In some cases this may be the Calling Line Identification or Public User Identity. For the purposes of this study, the caller identity may be set to an identity other than the caller’s Calling Line Identification or Public User Identity.

Controlling operator:  This is the network operator who controls and the assignment of a specific E.164 phone number to a subscribed user for call routing and caller identity use.  
Identity owner: This is the user, subscribed to the controlling operator, who is currently assigned a specifc E.164 phone number for call routing purposes.  This E.164 number may be presented to a called party as the user;s  calling party identity.The identity owner can authorize other users or subscribers of controlling or non-controlling operators  to also use the E.164 number as caller identity in phone calls made on the identity owner's behalf.
Spoofed call: A call where caller identity creation, modification or removal in call signalling results in an unauthorized or illegal use of this identity in the call., This typically occurs where the caller  intends to defraud the called party or otherwise illegally obscure the real caller identity.

*****************************end of  last change******************************************
