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Abstract of the contribution:

This contribution updates Figure 6.3.3-1 in the TR
1. Introduction 
This proposed change updates the TURN credential provisioning diagram using eP-CSCF and shared key.  It clarifies the following issues: 
1. Added steps that eP-CSCF and TURN server generate TURN lifetime and password
2. Added attributes in TURN allocate  message and show how WIC passes (name string + lifetime) in TURN username attribute to TURN server and how TURN server extracts the name string and ifetime and validate the TURN allocate message
2. Pseudo CR 

*************************** BEGIN CHANGES **************************
6.3.3
TURN authentication via eP-CSCF provided credentials

This solution actually reuses the username/password authorization method of the long-term credential, but its credential is dynamically provisioned by eP-CSCF via the signalling messages, which it doesn’t impact on the current TURN protocol. 
When WIC registers to IMS, its request the IMS networks to provision a credential for TURN access authentication by using a 3GPP extension heard field or a special tag, eP-CSCF generates a TURN credential including user id and password, and sends this credential to WIC with the successful registration response message, the credential is carried in a 3GPP extension heard field. Since the signaling messages between WIC and eP-CSCF are required to be protected by the secure protocols, e.g. secure Websocket, the TURN credential can be securely transferred to WIC. The TURN credential may be changed for every registration or remains the same for a period of time until it expires. Before the re-registration, WIC can also use the other messages such as SIP OPTION with a 3GPP extension heard field or a special tag to request eP-CSCF for changing the credential, if the credential needs to be updated, .e.g. the password expires.

The credential can be delivered to TURN solution by the following two approaches:

Approach 1: as description in figure 6.3.3-1 the  TURN server and eP-CSCF establish a symmetric key by using out of band method, eP-CSCF uses this symmetric key with user id and timestamp to generate a password for this user id when WIC request for provisioning TURN credential and the timestamp will also be sent  to WIC with the TURN credential, the timestamp is used for TURN server and WIC to set the credential expired time .When WIC performs the allocate request to TURN server, the user id and timestamp will be carried in USERNAME attribute with the specific format and be sent to the TURN server.TURN server will split the USERNAME attribute into user id value and timestamp value when it receives the allocate request . TURN server uses the same method as eP-CSCF to generate the password, and uses the same calculation method as the current TURN protocol to authorize and authenticate the WIC.
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  Figure 6.3.3-1: Credential provisioned by eP-CSCF (approach 1) 
  Approach 2: as description in figure 6.3.3-1,the credential is directly sent to TURN server by a new defined interface between TURN server and eP-CSCF, compare to current TURN protocol, there is no any change for the TURN exchange messages between WIC and TURN server.
Editor's note: Which protocol is used to transfer the TURN credential from eP-CSCF to TURN server is ffs.
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                          Figure 6.3.3-2: Credential provisioned by eP-CSCF (approach 2) 
*************************** END CHANGES ****************************
3. Conclusion

We kindly ask SA3 to agree to the changes provided in this contribution and approve the pCR to TR 33.872.
_1490193885.vsd
WIC


TURN server


1.Generate TURN name string u
2.Generate TURN credential lifetime t
3.Generate TURN pwd p = HASH(u+t, Km)


I/S-
CSCF


eP-CSCF


REGISTER with
TURN-Cred-Req-Hdr


4xx Auth-Challeng


REGISTER with
Auth-Code, TURN-Cred-Req-Hdr


REGISTER


REGISTER with
Auth-Code


200 OK


200 Ok with
TURN-Cred-Rsp-Hdr(name=u, pwd=p, lifetime=t)


4xx Auth-Challeng


Establish Secure Web Socket connection


TURN allocate request


4xx Unauthorized
(realm, nonce)


Allocate request with 
(realm, nonce, username=u+t
msg-integrity-code)


TURN username = u + t
Calculate TURN msg integrity code with pwd p 


Extract u and t from username
Compute p = Hash(u+t, Km)
Validate t is not expired
Validate message with p


Allocate success
(relay address)


INVITE 
(relay candidate)


INVITE
(relay-candidate)


200 OK


200 OK


Establish PSK Km
(Out of band)


WIC


TURN server


TURN allocate request


Obtain TURN usr name u,  pwd p


Allocate success
(allocated relay address)


Calculate pwd p = Hash(u, Km)
Verify message integrity code with p


I/S-
CSCF


eP-CSCF


4xx Unauthorized
(realm = r, nonce = o)


TURN allocate request with message-integrity-code (C), realm, nonce, username (u)


Calculate TURN message integrity code C using pwd(p) over new TURN message


Establish Km
(Out of band)



_1490193886.vsd
WIC


TURN server


eP-CSCF


Delivers the TURN credential 
via the new defined interface


Registration request ( request to provision a TURN credential)


Registration successful response ( TURN credential)


The procedure of dealing with TURN messages is the same as the current TURN protocol


Generates a TURN credential 


Establish secure Websocket connection



_1490193884.vsd
WIC


TURN server


eP-CSCF


the symmetric key (K) provisioning 
(out of band)


Registration request ( request to provision a TURN credential)


Registration  successful response( user id ,password, timestamp)



TURN allocate request
(username attribute includes the timestamp and user id) 


TURN allocate success  response


Generates a TURN password by using K user id and timestamp


Use the TURN password to verify the message integrity value 


Generates a TURN password using the same method as eP-CSCF


Establish secure Websocket connection



