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Abstract of the contribution: The present pCR proposes the addition of background information to the draft TR FS_ BEST_MTC_Sec.
The present document proposes the addition of background information to the draft TR for FS_ BEST_MTC_Sec.
It is proposed to add the following in the TR:

******************* Start of addition *************************
V
Background and Key Objectives
V.1 Architectural Assumptions
Based on the answers from GERAN in S3-151219 (GPC150120), SA2 in S3-151442 (S2-151382) and SA1 in S3-151445 (S1-151528), the following should be taken into account:

- Security aspects need to be investigated to be compatible with both Gb and S1 architectures. 

- “Gb architecture” implies a system architecture described in TS 23.060 [AddRef] that uses the protocols defined in e.g. 3GPP TSs 24.008 [AddRef], 48.018 [AddRef], 44.064 [AddRef] and 44.065 [AddRef]. It implies the use of a USIM application.

- “S1 architecture” implies implies a system architecture described in TS 23.401 [AddRef] that uses the protocols defined in e.g. 3GPP TSs 24.301 [AddRef] and 36.413 [AddRef]. It implies the use of a USIM application.

- Roaming is supported

- The UE will roam in countries where encryption is allowed and where encryption is not used. SA1 adds that saying that there will be some UEs for which their HPLMN operator does not expect the UE to roam between countries allowing encryption and countries not allowing encryption.
- Inter-RAT mobility is not supported. SA2 has the same understanding. SA1 doesn’t exclude the fact that some devices vendor may implement a multi-RAT UE which would perform PLMN reselection between those different RATs, but they do not precise whether security aspects should be addressed.
- GERAN believes that subscriptions used to access cellular IoT (CIoT) are not expected to be used for other 3GPP RATs and subscriptions used for other 3GPP RATs are not expected to be used to access CIoT. SA1 believes that in general 3GPP subscriptions can be used on any 3GPP access technology.
V.3 Clarification of “Device to Enterprise security” term

 “Device to Enterprise” security refers to a broader scope which could be made from the following, non-exhaustive, combinations:

- security between the Enterprise and the MTC device

- OR security between the Enterprise and the HPLMN, then security between the HPLMN and the MTC device.

- OR security between the Enterprise and the HPLMN, then security between the HPLMN and the VPLMN, then security between the VPLMN and the MTC device.

For those combinations described above,  the security protection being applied to a communication would traverse intermediaries which are not able to perform security operations on the data being exchanged between those two endpoints. For instance the "security between the HPLMN and the MTC device" of user plane data may traverse a VPLMN and an GRX network which will not be able to perform security operation (e.g. MAC verification) on those exchanged user plane data between those two endpoints.

[image: image1]
Figure V.2-1: High level ecosystem

V.4 “Device to enterprise” user plane protection

In clause 7 “Security procedures for secure connection” of 3GPP TS 33.187 [AddRef], GBA (see 3GPP TS 33.220 [AddRef]) and GBAPush (see 3GPP TS 33.223 [AddRef]) were selected as the preferred optional features for addressing the SA1 requirement in “Secure Connection” in clause 7.2.10 and the use case “End-to-end security for roaming MTC devices” in Annex A of 3GPP TS 22.368. 

As highlighted in the Study Item Description, “Many current MTC users implement “device to enterprise” security. It is believed that these security mechanisms incur a significant data overhead by e.g. frequent security key renegotiation, and, that this data overhead could severely impact the useful battery life of the devices being developed for the above mentioned Work/Study Items.”. 

The study intends to perform a study of those “device to enterprise” security solution and discover whether they are fit for purpose.

V.4 “Device to HPLMN” user plane protection

In that study, it is needed to “Investigate potential enhancements to 3GPP’s security architecture(s) that enable the Home Operator to be able to offer well guaranteed security to enterprises e.g. to provide security between the UE and a node in the home operator domain.”. Also it is needed to consider both Gb and S1 based archectures in this study.

In GPRS system, the user plane data is carried over the following nodes:

UE ( BSS ( SGSN ( GGSN

In EPS system the user plane data is carried over the following nodes:

UE ( eNB ( S-GW (P-GW

When a S4 SGSN is used, the user plane data is carried over the following nodes:

UE ( BSS ( SGSN ( S-GW ( P-GW

In GPRS system, the user plane data is carried in LLC frames between the UE and the SGSN. LLC frames are confidentiality protected between the UE and the SGSN (see 3GPP TS 44.064 [AddRef]).

In EPS system, the user plane data is carried in PDCP PDUs (see 3GPP TS 36.323 [AddRef]) between the UE and the eNB that may be confidentiality protected.
GTP-U (see 3GPP TS 29.281 [AddRef]) packets carry the user plane data between:

- the SGSN and the GGSN,

- the SGSN and the S-GW if S4 interface is used,

- the eNB and the S-GW,

- the S-GW and the P-GW.

In the roaming case, the user plane data is carried between the SGSN and GGSN in a GPRS system (resp. S-GW and P-GW in an EPS system) over a GRX/IPX network (a.k.a inter-PLMN backbone network). The GRX/IPX network is intended to be a trusted network which interconnects several PLMN and service providers either with a direct communication link or through an third parties called GRX/IPX providers. Two PLMNs may communicate over a selected inter-PLMN backbone network that include border gateway security functionalities (see clause “Packet Domain PLMN Backbone Networks” in clause 5.4.2 of 3GPP TS 23.060 [AddRef]) however those security functionalitities aren’t uniformely used.
The user plane data is protected with key derived from GSM/UMTS AKA between the UE and the SGSN for GPRS systems.
The user plane data is protected with keys derived from EPS AKA between the UE and the eNB for EPS systems. 
NDS/IP is used between the eNB and S-GW for EPS systems. 

V.5 Battery usage challenges
Editor’s note: Data usage rate constraints for security procedure are ffs
According to the FS_IoT_LC Study Item in GP-140421, the types of the devices under study are required to last 10 years on 5Wh battery capacity only. Consequently, reducing the power consumption for security procedures should be taken into account.

A methodology for assessing the battery performance metrics of a particular RAT is described in clause 5.4 of TR 45.820 [AddRef]. 

V.6 Cellular IoT Traffic Model
Cellular IoT traffic models are described in Annex E of TR 45.820 [AddRef].

Editor’s note: Add reference of traffic model of MTC REL-13
************************ End of addition ************************
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