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Abstract of the contribution: 
1 Introduction 
SA#67 accepted a study item for SA3 on potential security enhancements for Gb, i.e. “EGPRS access security in relation to cellular IoT”, shortly EASE_IoT. This contribution intends to add a key issue on entity authentication and key agreement to the TR 33.860. This key issue intends to cover the questions related to algorithms, and key lengths. These key issues can be further modified, and news added to the TR. 
2 Proposal 
We propose SA3 to discuss about the proposed keys issues in the attached pCR, and accept them if appropriate. 
3 pCR 

***
BEGIN CHANGES
***
5
Key Issues

Editor’s note: This clause will contain the key issues that need to be addressed by SA3. The exact contents are FFS. It is proposed that the key issues would be security feature oriented instead of systematically documenting GSM vulnerabilities. 

5.x
Key Issue #x: Entity authentication and key agreement 

5.x.1
Key issue details

This key issue includes the normal authentication and key agreement problems that exist in all similar 3GPP networks. For example, the SGSN needs to know the identity of the CIoT UE, and to be ensured that the CIoT UE is genuine and authorized to get service via the network. Information related to the identity and authorization of the CIoT UE is needed not only for security purposes but also e.g. for charging. Similarly, the CIoT UE needs to be ensured that the network is trustworthy, and has access to the secret that the UE shared with the home network. A way to establish trustworthiness of the network is verifying that its session keys were supplied to it by the home network. This is achieved in UMTS AKA by putting a message authentication code MAC on the challenge. The authentication challenges need to be fresh otherwise an attacker can force the re-use of keys. The latter is a well-known weakness of GSM authentication. 

There are some new system features that are specific to CIoT. CIoT UE may be more stationary; however, also more traditional mobility patterns can be foreseen. CIoT UEs may be turned off without the need for connectivity for the majority of the time. The number of CIoT UEs per base station may also be increased on massive scale. These CIoT specific new system features bring some new challenges to the authentication and key agreement: 

· The frequency of authentication may be very different from the existing 3GPP systems. There is a clear interest of extending the time between authentications because of the power limitations in the CIoT UE side, and because of the high number of CIoT UEs served by one base station. 

· The frequency of authentication may set new requirements to the length of the key(s) used for message protection. Less frequent authentication would suggest the use of longer key(s). An example why a key length of 64 bits may become inadequate is given in the Key Issue on Eavesdropping.  

5.x.2
Security threats 

The following security threats are foreseen: 

· Malicious CIoT UEs may try to access the network.  

· Malicious base stations may try to fool the CIoT UE to be detached from a genuine base station or to be attached to malicious base stations. 

· If the frequency of authentication is very low, the safety of the session key(s) may be jeopardized if the keys are too short. 

· The shorter the session key is, the more easily it may be compromised. It is plausible, though, that there is a upper limit for the key length such that increasing the key length beyond this limit would not result in a practical gain in security for CIoT anymore.  
5.x.3
Security requirements

The security solutions should address the following potential security requirements: 

· CIoT UE shall not accept replayed authentication challenges. 

· CIoT UE shall not accept authentication challenges generated by unknown sources. 

· The proposed key agreement solutions should consider the potential low frequency of authentication when determining the key length. 
***
END OF CHANGES
***
