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1. Overall Description:

SA3 would like to thank CT3 on their LS on Enable MB2 authorization (S3-151218/C3-150424).  SA3 would like to provide the following answers to the questions of CT3.

1. CT3 kindly ask SA3 if there is a need to provide an additional mechanism to authorize the application server over the MB2-C interface? 

Answer from SA3:

The requirements in TS 33.246 Annex N state that "Mutual authentication between a node in the security domain, in which the BM-SC resides, and a node in the security domain, in which the GCS AS resides, shall be performed". 

The security solution of MB2 specified in TS 33.246 reuses the security solution of Tsp interface specified in TS 29.368, clause 6.3. Message origin authentication for DIAMETER messages is performed by IPsec or TLS, i.e. at the transport level. Since authorization of the GCS AS is based on an application layer identity, e.g. the Origin Host AVP, a cross-layer identity check (this is called domain authorization check in TS 29.368) needs to be performed by the BM-SC or the DRA at the edge of the receiving security domain. Two cases can be identified:

1) If the mutual authentication is performed directly by the BM-SC and GCS AS, the BM-SC checks the authenticated transport level identity of the GCS AS  against a local list of application layer identities of GCS ASs that are authorized to perform operations on a given TMGI or Bearer.

2) If the mutual authentication is not performed directly by the BM-SC and GCS AS, but it is performed by an agent (e.g. DIAMETER agent) in the security domain, in which the BM-SC resides, and an agent (e.g. DIAMETER agent) in the security domain, in which the GCS AS resides, then the BM-SC or the agent in the BM-SC security domain performs the authorization similarly as above according to the rules specified in clause 6.3.2 of TS 29.368 for Tsp interface. 

The existing Diameter Base Origin-Host AVP that is included in every Diameter message already provides an identification of the originator of the message, e.g. the GCS AS, on Diameter level. Thus, for this to work it needs to be assumed that any Diameter Routing Agent (DRA) in the respective security domains does not alter the information in the Diameter Base Origin-Host AVP if the latter is used for authorization. If any other, existing or new, AVP should be used for authorization of the GCS AS then this AVP should not be changed either.

[bookmark: _GoBack]However, it was brought to the attention of SA3 that DRAs could be used in proxy mode, and they may indeed alter the information in Diameter Base Origin-Host AVPs, e.g. in order to do topology hiding. In this case, a different (possibly new) Diameter AVP to identify the GCS AS could be useful, especially in cases where more than one GCS AS would reside in the same security domain behind one DRA. Otherwise, it would not be possible for the BM-SC to identify which GCS AS it is communicating with. It should be noted that for this to work, the cross layer identity check (i.e. authorization) then needs to be performed for this new identity as described in case 2) above. 

SA3 would like to emphasize that there is no difference in security whatever identifier in an AVP is used to authorize the GCS AS. As long as authentication is performed between DRAs at the edges of the security domains (as described in case 2) above), the secure identification of DIAMETER endpoints (BM-SC and GCS AS) is ensured down to the granularity of security domain. Thus, the BM-SC needs to trust that the GCS ASs in the security domain behind the DRA do not spoof each other's identities. If such trust cannot be assumed and there is a need to also verify that endpoints in the same security domain do not spoof each other's identities, each GCS AS would need to have its own security domain implying that each GCS AS would have to terminate IPsec or TLS (i.e. case 1 above). 


2. CT3 kindly ask SA3 if a new proposed AVP to convey the identity of the GCS AS for authorization purposes within MB2-C Diameter procedures towards the BM-SC can help to authorize the GCS AS in the BM-SC?


Answer from SA3:

As explained in answer 1, it depends on the assumed behaviour of the DRAs if a new AVP to convey the identity of the GCS AS would be needed. SA3 would like to leave the decision on the new AVP to CT3. However, SA3 would like to emphasize that there is no difference in security as long as the replies to question 1 are taken into account. 


3. CT3 kindly ask if SA3 advise CT3 to use any other extensions to the MB2-C protocol for the purpose of authorizing the GCS AS?

Answer from SA3: 

SA3 does not see a need for any other extensions. Please see also answers above. 


2. Actions:
To  CT3 group.
ACTION: 	SA3 would like to ask CT3 to take into account SA3’s answers to the questions above.

3. Date of Next TSG-CT3 Meetings:
SA3#80	24 – 28 Aug 2015	Tallinn, Estonia
SA3#81	9 – 13 Nov 2015	Anaheim, US


