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Abstract of the contribution: This contribution intends to discuss the risk of IMSI exposure on the SCEF and the consequent actions to be taken in SA3
1. Discussion

For protecting the privacy of mobile users, it’s a common understanding in SA3 that IMSI/IMPI shall not be exposed to a 3rd party outside operator’s domain. This is hence required for interface A1 in TR33.889 (v.0.4.0) §6.1.4.1 as below:

“Ensure the privacy of the 3GPP user, in particular the 3GPP private user identity (IMSI/IMPI) shall not be sent outside the 3GPP domain.”
As the interface A1 is between network entities within 3GPP domain and the SCEF, the domain where the SCEF is placed becomes the main concern about whether the IMSI will be exposed outside the operator’s domain. According to the description in TR33.889 (v.0.4.0) §6.1.1:

“The Service Capability Exposure Function (SCEF) could be within the control of the 3GPP operator, or it could be controlled by a business partner e.g. another operator or a 3rd party. The other operator or 3rd party then expose the network capabilities to applications that can be outside of the control of the operator or 3rd party or within control.” 

As the SCEF could be possibly within the control of the operator, or a partner operator, or a 3rd party, it is to be discussed in SA3 whether the SCEF is allowed to get hold of IMSI/IMPI or not.
a) SCEF within the control of an operator

When the SCEF is within the control of an operator, the SCEF should be allowed to get hold of the IMSI/IMPI of the mobile users subscribed to that operator, as the IMSI/IMPI stays in the operator’s domain. 
b) SCEF within the control of a partner operator

When the SCEF is within the control of a partner operator (i.e. there is a roaming agreement between the two operators), the SCEF of the partner operator should be allowed to get hold of the IMSI/IMPI of the roaming mobile subscribers, supported by the roaming agreement.
However, one thing needs to be noted is that, the SCEF is an entity outside 3GPP domain though it is within the operator’s domain in both cases a) and b). Therefore, it is proposed to adjust the requirement on interface A1 accordingly as below:

“Ensure the privacy of the 3GPP user, in particular the 3GPP private user identity (IMSI/IMPI) shall not be sent outside the operator’s domain.”
c) SCEF within the control of a 3rd party

When the SCEF is within the control of a 3rd party of an operator, it is then no longer in the operator’s domain although the 3rd party is a trusted business partner. For protecting the privacy of the operator’s subscribers, the SCEF of a 3rd party should NOT be allowed to get hold of the IMSI/IMPI of the mobile users served by the operator. 

Based on the above analysis, whether or not the SCEF can have IMSI/IMPI varies with different scenarios. Such discussion is actually motivated by the observation of multiple occurrences of the requirement in current version of SA2 TRs that the IMSI needs to be received and stored by the SCEF. For example:
In 23.769(v.1.1.0) §5.5.3.1.1:

“Figure 5.5.3.1.1-1 shows the high level architecture, wherein an SCEF may contain internal functionality related to a group of users, e.g., a Group Management Function (GMF). Through this internal function, the SCEF can maintain a local copy of the binding of the Internal-IDs (e.g. IMSI) and External-IDs (e.g..MSISDN) of group members with the group's Internal-Group-ID and External-Group-ID and other information needed for the delivery of group services.”

In 23.769(v.1.1.0) §5.5.3.1.2:

 “2.

The SCEF exchanges Group Information Request/Response messages with the HSS to determine if the SCS/AS is authorized to send a Group Information Request for the External-Group-ID. The HSS maps any received group member External-IDs to Internal-IDs. The External-Group-ID is mapped to Internal-Group-ID. The HSS returns the Internal-Group-ID and the Internal-IDs to the SCEF, including the mapping of External-IDs to Internal-IDs, if External-IDs were submitted in the Group Information Request."

“3. 
The SCEF, using its internal GMF, can maintain a local copy of the mapping of External-Group-ID with information such as group member Internal-IDs, and Internal-Group-ID associated with the group members.”

In 23.789(v.1.1.0) §6.1.2

“The SCEF will need to:

-
use, for example, the Sh interface with enhancements, such as subscribing to and receiving notifications for subscribed events, resolution of external identifier(s) to internal identifiers used by the 3GPP system, etc.”

In 23.789(v.1.1.0) §6.3.1.2

“3.
The SCEF derives the Identity of the Monitoring Destination node from its stored context. For reports where UE identities are included the SCEF may need to map those into anonymous identities and stores the mapping for handling any subsequent API requests that may include those anonymous identities. The SCEF sends the Monitoring event report to the Monitoring Destination node.”

In 23.789(v.1.1.0) §6.3.2

“-
For certain monitoring events the SCEF needs to apply the sequence of signalling and processing of using multiple 3GPP interfaces. It needs to generate CDRs also for inter PLMN operator charging. It needs to maintain monitoring contexts that allow for determining the monitoring destination node and any potential mapping between UE identities and anonymous identities.”

In 23.789(v.1.1.0) §7.2.2, §7.4.2.1, §7.4.2.2:

“3.
SCEF (AF) requests HSS to store the event trigger details for given UE, even when IP-CAN session doesn't exist. SCEF subscribes to HSS to be notified of when UE becomes reachable. Upon notification, SCEF (AF) re-establishes Rx using UE Identifier (IMSI) via DRA to re-install the event trigger. DRA will ensure that if an active IP-CAN session for that UE exists, then the right PCRF will be selected.”

It is observed that in different SA2 solutions for group addressing and for monitoring/reporting events, the SCEF is required to receive and store IMSI from the HSS. But in terms of privacy protection of mobile users, all these solutions cannot be applied in scenario c) where the SCEF is controlled by a 3rd party. It is therefore to be discussed in SA3 whether SA2 needs to be informed of this issue for reconsidering their solutions, in particular the solutions to be selected for normative work.
2. Proposal
SA3 is kindly requested to discuss the issue above. Depending on the discussion outcome, SA3 may need to take the following actions:

1) agree on the below change on Interface A1 requirements in TR 33.889
2) inform SA2 that IMSI/IMPI should not be disclosed to an SCEF controlled by a 3rd party.
* * * Begin of the Change * * * 

6.1.4.1
Interface A1

When the SCEF is controlled by the 3GPP operator or a business partner e.g. by another operator than the 3GPP operator controlling the Network Entity or by a 3rd party, and when the link is over insecure link, then the following security requirements apply: 

· The 3GPP Network Entity and the SCEF shall be able to mutually authenticate each other.

· The 3GPP Network Entity shall be able to determine whether the SCEF is authorized to send requests for network data from the 3GPP Network Entity, where authorization shall be per service per UE.
Editor’s Note: How to achieve authorization per service per UE is specific to application. Authorization for each of the reference points is FFS. For example, if a reference point does not support authorization, SCEF may need to contact HSS before forwarding the request to the 3GPP Network Entity. This needs to be clarified.

· The signalling messages between the 3GPP Network Entity and the SCEF shall be integrity protected.
· The signalling messages between the 3GPP Network Entity and the SCEF should be confidentiality protected.
· The signalling messages between the 3GPP Network Entity and the SCEF shall be protected from replays.
· Ensure the privacy of the 3GPP user, in particular the 3GPP private user identity (IMSI/IMPI) shall not be sent outside the 3GPP operator’s domain.
* * * End of the Change * * * 

