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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope
This document contains a study of the security aspects of the Mission-Critical Push-To-Talk (MCPTT) service and its interaction with the network. This includes an analysis of the threats to the service, the security requirements to mitigate those threats and an evaluation of possible technical solutions designed to meet the security requirements of the service. 

The Stage 1 requirements for the service are defined in TS 22.179 [2]. An evaluation of Stage 2 architectural solutions for MCPTT is currently being developed within TR 23.779 [3]. This study will include consideration of relevant 3GPP specifications, particularly for ProSe (TS 33.303 [4], TS 23.303 [5]) and GCSE (TS 23.468 [6]).
The focus of this document is to support public-safety use of MCPTT as prioritised by SA#66 (SP-140870). Some features may not be applicable to MCPTT for commercial purposes (e.g. Ambient Listening). 

Editor's Note: The present document only considers public-safety use cases and does not specially consider their applicability to commercial scenarios.

Editor's Note: Information from SA WG1 regarding which MCPTT features are intended for public-safety scenarios only, for commercial scenarios only and both for public-safety and commercial scenarios is needed. 

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 22.179: "Mission Critical Push To Talk (MCPTT) over LTE".

[3]
3GPP TR 23.779: "Study on architectural enhancements to support Mission Critical Push To Talk over LTE (MCPTT) services".

[4]
3GPP TS 33.303: "Proximity-based Services (ProSe); Security aspects".

[5]
3GPP TS 23.303: "Proximity-based services (ProSe); Stage 2".

[6]
3GPP TS 23.468: "Group Communication System Enablers for LTE (GCSE_LTE); Stage 2".

[7]
IETF RFC 3711: "The Secure Real-time Transport Protocol (SRTP)".
[8]
3GPP TS 33.210: ''3G security; Network Domain Security (NDS); IP network layer security''.

[9]
3GPP TS 33.203: ''3G security; Access security for IP-based services''.
3
Definitions, symbols and abbreviations
Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1]. Additionally, terms and definitions given in 3GPP TS 22.179 [2] apply in this document.
Ambient Listening: The ability to remotely activate the microphone on a user’s terminal (as long as the radio is turned on) without that person’s knowledge and to hear what is happening or being said in the immediate vicinity of the microphone.  The monitoring is carried out using the standard Dispatcher equipment in the Control Room.
Discreet Listening: A service enabling an authorised user like a dispatcher to covertly (secretly) monitor the calls in progress
Remote Administration: 
Editor's Note: A definition of Remote Administration is ffs.
3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

Abbreviation format (EW)

<ACRONYM>
<Explanation>

4
Overview of Mission Critical Push-to-Talk
Editor’s note: This clause will contain some brief background on MCPTT. It may also contain SA2/SA6 agreed architecture for MCPTT. The exact contents are FFS with the below headings suggested as possibilities.
4.1
Introduction

The Push To Talk service provides a method by which two or more users may engage in communication. MCPTT Service builds on the existing 3GPP transport communication mechanisms provided by the EPS architecture to establish, maintain, and terminate the actual communication path(s) among the users.
MCPTT can make use of capabilities included in Group Communications System Enablers for LTE (GCSE_LTE) and Proximity Services (ProSe), with additional requirements specific to the MCPTT Service. The MCPTT Service can be used for public safety applications and also for general commercial applications.
4.2
Architecture
5
List of Assets
Editor’s note: This clause will identify the MCPTT system assets which SA3 consider may need protection. 
This section lists assets within the MCPTT system. Identification of these assets helps to define the extent of the MCPTT study, and establish common terminology for the study. 

The following are assets with the MCPTT system:

-
MCPTT User ID. This is used to identify the MCPTT User within the MCPTT system. As discussed in Section 4.7 of TS 22.179 [2], this may be a true identifier or an alias.

-
MCPTT Group ID. This is used to identify the MCPTT Group within the MCPTT system. As discussed in Section 4.7 of TS 22.179, this may be a true identifier or an alias.

-
List of MCPTT User IDs within a specific MCPTT Group (Group Membership).

-
MCPTT User location as described in TS 22.179, Section 5.12, 6.12 and 7.9.

-
User Key material. This includes all key material specific to a user. For example, this may include key material used to authenticate a user to the MCPTT system, or to protect private calls made by the user.

-
Group Key material. This includes all key material used to protect group communications.

-
MCPTT signalling, including session setup.

-
MCPTT Floor control.

-
MCPTT User Traffic 

-
MCPTT User access to MCPTT services (e.g. Private calls, Group calls, etc.).

-
MCPTT User access to 3GPP services (e.g. ProSe to support Off-Network MCPTT Service, c.f. TS 22.179, Section 5.16).

-
Administration of MCPTT system, including security functions (c.f. TS 22.179, Section 5.18).

-
Remote Administration of the MCPTT Application. For example, administration which allows disabling a MCPTT UE, Ambient Listening, remotely initiated calls, or changing the Selected MCPTT Group (c.f. TS 22.179, Section 6.4).

-
Intra-network communications of MCPTT system functions.

6
Security Analysis of MCPTT
Editor’s note: This clause will contain the key issues that need to be addressed by SA3. Specifically it will identify the threats to the assets in the system and identify the security requirements to ensure those assets are protected from the identified threats. 

6.1
General Security Requirements
The service requirements for MCPTT can be found in SA1’s TS 22.179 [2].

Editor’s note: The architecture specific security requirements are for further study after MCPTT architecture is specified. 
Editor’s note: As MCPTT is an application level solution, it would help if requirements in this section were segregated into two categories; requirements that apply to the 3GPP transport network and requirements that apply to the MCPTT application.

6.2
Key Issue # 1: Configuration & Service Access
6.2.1
Issue details

In order to use the MCPTT Application, the MCPTT Service needs to configure the MCPTT UEs to use the MCPTT Service. Furthermore, in order to allow an MCPTT User access to user-specific services, the MCPTT Service needs to configure the MCPTT UE with user-profile information.

MCPTT UE configuration may include application configuration, cryptographic algorithms, available services (e.g. ProSe), global policies, etc. The MCPTT User-profile may include authorisation to use specific services, MCPTT Groups, group affiliations, the default selected group. The configuration process(es) may be used to enable or to disable access to MCPTT services.

Both these access/configuration processes need to be appropriately secured, both in terms of authenticating the MCPTT Service, UE and user and in terms of ensuring the transfer of data is protected.

6.2.2
Security threats 

There are several threats to the downloading of configuration data to the UE. 

-
An attacker pretending to be an authorised network server may maliciously configure the MCPTT UE with false configuration data, thus causing improper operation of the MCPTT application. 

-
An attacker pretending to be an authorised network server may maliciously delete MCPTT UE configuration or user-profile data, rendering the MCPTT Application inoperable. 

-
Similarly an attacker pretending to be an MCPTT UE or MCPTT user may download configuration or profile information intended for another UE or user. Such an attack may allow an escalation of the attacker's privileges. 
-
An attacker may manipulate or modify the data being transmitted between the MCPTT Service and the MCPTT UE, thus adversely affecting the configuration or user-profile data. 

-
An attacker may eavesdrop on transmitted configuration data or user-profile data and further distribute it to unauthorized parties for improper use.

-
An attacker may replay intercepted configuration data or user-profile data thus affecting an expected configuration state at the MCPTT UE and/or MCPTT network server.

6.2.3
Security requirements

The MCPTT UE and the network entity providing the MCPTT configuration data, shall mutually authenticate each other prior to MCPTT UE configuration to use the MCPTT service.
The MCPTT User and the MCPTT Service shall mutually authenticate each other prior to providing the MCPTT UE with the MCPTT User profile and access to user-specific services.

The transmission of configuration data and user profile data between an authorized MCPTT server in the network and the MCPTT UE shall be confidentiality protected, integrity protected and protected from replays.
6.3
Key Issue # 2: Group Key Management
6.3.1
Issue details
An essential part of MCPTT is to be able to communicate within a MCPTT Group. To securely talk within an MCPTT Group a group security context will need to be established by the MCPTT Service. During establishment and distribution of a group security context, it is essential that the group key material is appropriately protected.

Based upon TS 22.179 [2], there are a variety of ways to create a new group:

· Group creation via MCPTT Administrator – normal association of a user to a group to allow communication. The group could be a normal group, or a broadcast group, and could support off-network operation. 

· Group creation via "Group-Regroup" – dynamically combining groups. Groups may be at different security levels. Groups may be combined by entities other than Administrators (e.g. Dispatchers).

· Group creation via "User-Regroup" – temporary groups dynamically created by authorised users.

To support these group creation mechanisms, the group key distribution process(es) needs to be able to support the secure distribution of key material from a variety of authorised sources, and the ability to re-establish the security association (rekey) at any time. 

6.3.2
Security threats
The following threats apply during group key distribution:

-
Interception of group key material. This would enable an attacker to compromise the communications of the group. 

-
Undetected modification of group key material. This would enable an attacker to deny service to group members or potentially compromise the communications of the group. 

-
Impersonation of a distributor of group key material. This would enable an attacker to rekey a group and thus compromise communications, or enable the unauthorised creation/combining of groups.

-
Unauthorised receipt of group key material, e.g. for a group for which the MCPTT User is not a member. 

-
Unauthorised modification of group key material, e.g. through overwriting of group key material via an authorised creation of a new group.

-
Failure to update a group security context. Should it not be possible to update a group security context, the group's communications may be vulnerable in the event a group key is compromised.

-
Failure to revoke a group security context. If it is not possible to revoke a group security context, MCPTT UEs may continue to use compromised key material without knowledge of compromise. 

6.3.3
Security requirements
Group key material shall be integrity and confidentiality protected for a specific MCPTT User during distribution from the MCPTT service to MCPTT UEs.

Group key material shall be authenticated as coming from a valid, authorised source. The authorised source may be an MCPTT Administrator or may be another authorised entity (e.g. an authorised MCPTT User or Dispatcher).

It shall be possible for authorised entities to dynamically create and distribute a new group security context at any time. This may be as part of a group creation process, be due to a periodic update to maintain key freshness, or due to compromise of group key material. 

The creation of a new group security context (e.g. via User-Regroup operation) shall not change or compromise an existing group security context.

It shall be possible for an authorised, authenticated entity to revoke and update a group security context from use. 

6.4
Key Issue # 3: On-Network Operation: denial of service
6.4.1
Issue details
An adversary attempts to prevent a valid MCPTT user or group from obtaining service.
6.4.2
Security threats
a)
Malicious Deregistration of user. The adversary sends registration or deregistration commands which purport to have originated from the target user, or manipulates some control interface of the MCPTT server.

b)
Network flooding. Adversaries create large volumes of traffic to reduce available capacity and impede communications between users.

c)
Misuse of secure disable protocols. Adversary uses a disable protocol to put user device out of service.

6.4.3
Security requirements
a)
All users of the MCPTT service shall be authenticated to prevent an adversary impersonating a user for the purpose of denial of service.

b)
The MCPTT service should take measures to detect and mitigate DoS attacks to minimise the impact on the network and on MCPTT users.
6.5
Key Issue # 4: Ambient Listening

6.5.1
Key issue details

Ambient Listening is a feature that allows an authorized MCPTT User, typically a dispatcher, to cause an MCPTT UE to initiate a call which results in no indication on the MCPTT UE that it is transmitting. Ambient Listening can be initiated by an authorized MCPTT User who wants to be listened to by another remote authorized MCPTT User or can be initiated by a remote authorized MCPTT User who wants to listen to another MCPTT User. 
The facility has several possible uses including protecting communities and radio users, however it is recognised that it may impact on the personal privacy of handset users and members of the public and therefore needs to be properly controlled and used.    
Situations where Ambient Listening may be activated include 

a)
For monitoring a confrontational situation to ensure user safety, locating a handset user with whom contact has been lost or to locate a lost or stolen radio terminal. 

b)
During hostage negotiation to allow a coordinator to monitor a situation remotely or as an alternative to a field telephone in siege situations.   

c)
As an investigation tool for evidence gathering in cases of suspected gross misconduct of staff or evidence gathering in criminal cases. In both these later cases, security       
6.5.2
Security threats 

Misuse of the Ambient Listening feature causes an impact on the privacy of the MCPTT User or it causes the unauthorised disclosure of sensitive information.

6.5.3
Security requirements
Specific roles in the organisation and shall be identified to authorise and activate Ambient Listening and privileges shall be assigned to these roles to activate and register the use of ambient listening     

The activation of the Ambient Listening functionality shall be automatically registered by the system and will be stored as an ‘event’ by the system

Any decision to activate Ambient Listening, or review of such a decision, may also be recorded in a suitable incident log unless to do so would interfere with the purpose for which the functionality is being used i.e. in situation (c) above .  If this is the case the authorisation must be recorded elsewhere as appropriate.

A radio user should be told as soon as possible that they are, or have been, subject to Ambient Listening and the reason why the functionality was activated.  The fact they have been informed, by whom and when, should be recorded in a suitable log.
6.6
Key Issue # 5: Data communication security between MCPTT network entities

6.6.1
Issue details

MCPTT network entities will be required to communicate with each other. It is important that this may be performed securely.
6.6.2
Security threats 

There are several threats to the communication between 3GPP MCPTT network entities including forged or replayed messages and eavesdropping on the contents of the messages.

6.6.3
Security requirements

A security mechanism shall exist that allows transmission of data between 3GPP MCPTT network entities to be authenticated, confidentiality protected, integrity protected and protected from replays. 

NOTE: UE-to-UE and UE-to-network relays are not considered to be 'network entities'. 
6.7
Key Issue # 6: On-Network Operation: impersonation

6.7.1
Issue details
An imposter may attempt to impersonate a valid MCPTT user for the purposes of fraud, misinformation or eavesdropping.
6.7.2
Security threats
a)
Impersonation of individual user. Adversary masquerades as a valid system user, accessing from a UE within the 3GPP network for purposes of fraud, misdirection etc.

b)
Impersonation of group. A group communication is impersonated to misinform or misdirect group members. The modes of attack may be different depending on the bearer service in use.

c)
Impersonation of MCPTT server. The user is persuaded to connect to a false MCPTT server in order to deny service, manipulate the user etc.

d)
Man in the middle attack. An attacker inserts himself between the user and the MCPTT server to intercept information, generate false calls or deny service to calls, or to modify the security of the service, e.g. force the user to negotiate a lower security level.

e)
Misuse of client terminal. A client terminal is stolen (which may still be logged on to the service), or illegally loaned, and used to receive or generate communications whilst purporting to be the valid user.  Credentials could be obtained from a stolen terminal and used to impersonate the valid user, even after the terminal has been recovered.
6.7.3
Security requirements
a)
The MCPTT user shall be authenticated by the MCPTT application.

b)
A mechanism shall exist that allows the MCPTT application to be authenticated by the MCPTT user.

c)
The MCPTT UE and MCPTT service should enforce the result of the authentication for the duration of communications (e.g. by integrity protection or implicit authentication by encryption with a key that is derived from the authentication and is unknown to the adversary).

d)
The security solution should minimise the impact of a compromised MCPTT UE on other MCPTT UEs.
6.8
Key Issue # 7: On-Network Operation: manipulation
6.8.1
Issue details
An adversary may attempt to manipulate information relating to an MCPTT user or group.
6.8.2
Security threats
a)
Falsification of call records. An adversary manages to modify call record information for purposes of fraud, or to falsify an audit trail.

b)
Alteration of configuration. An adversary changes programming information in the client application, or changes configuration e.g. to change or deny access permissions in client application or MCPTT server.

c)
Hijacking of calls. An adversary takes over a call in progress and replaces call information from one party with his own, clears the call etc.
6.8.3
Security requirements
a)
The MCPTT Service shall provide a means to ensure integrity of all MCPTT user signalling at the application layer.

b)
The MCPTT Service shall protect the administrative and security management parameters from manipulation by individuals who are not explicitly authorized by the Mission Critical Organization.
6.9
Key Issue # 8: On-Network Operation: traffic analysis
6.9.1
Issue details
MCPTT users shall require their identities to be confidential, and some specialist users will be particularly sensitive to any form of traffic analysis which could result in details of their operations or operational roles being deduced.  Additionally recovery of identities and signalling patterns may reveal information concerning organisational structure, or ongoing operational activities.  Identified users may also become targets for impersonation, or for denial of service attacks such as jamming.

6.9.2
Security threats
a)
Matching of user identity with subscriber terminal identity. The user can be identified by the subscription in use, enabling tracking by non-security cleared personnel or a skilled adversary intercepting identities sent in clear at registration or finding a vulnerable point in the network.

b)
Identifying highly secure users within user pool. Certain specialist users have much higher demands for security and are very sensitive to identity and location, and should not stand out within the greater volume of public safety users.

c)
Identification of group addresses. Group addresses relate to operational roles, and identification of these allows analysis of user movements and operational behaviour.

d)
Identifying user affiliation to groups. Identification of user affiliation to groups can provide information on the operational roles of a user at a particular point of time, and the numbers of affiliations to a group at any one time provides further information to an adversary.

e)
Identification of called or calling numbers. Identification of called or calling parties of calls made to or from any user both can provide information about that user’s current role, and also can expose the identities and roles of the that other party.

f)
Identification of users by consistent use of higher priorities. Some users may need to consistently use higher priority, for example due to role or seniority, and may become visible due to this.
6.9.3
Security requirements
a)
The MCPTT service shall provide a means to support confidentiality of MCPTT user identities from all entities outside the MCPTT service.  

b)
The MCPTT service shall provide a means to support confidentiality of MCPTT signalling from all entities outside the MCPTT service.  
6.10
Key Issue # 9: On-Network Operation: interception of user traffic
6.10.1
Issue details
Traffic and signalling sent to and from UEs is at risk of interception, compromising information appertaining to ongoing operations.  Location information may be especially sensitive.

6.10.2
Security threats
a)
Eavesdropping at air interface. Signalling or traffic information is recovered by an adversary using a radio receiver.  Adversary could be any member of the public.

b)
Eavesdropping in mobile network. Signalling or traffic information is recovered by an adversary intercepting a link or at a network element in the mobile network.  This could be achieved by non-security cleared personnel, or by adversary finding vulnerable points in network, e.g. unprotected ground based network link.  It is expected that in most cases mobile networks will not have undergone a formal government security evaluation.

c)
Eavesdropping on connected networks (e.g. non 3GPP networks). Signalling or traffic information is intercepted whilst routed to or from a user connected over a non 3GPP network, e.g. WiFi network or line connected user.
6.10.3
Security requirements
a)
The MCPTT Service shall provide a means to support end-to-end security for all media traffic transmitted between MCPTT UEs.
b)
The MCPTT Service shall provide a means to support the confidentiality and integrity protection of location information transmitted from the MCPTT UE to the MCPTT application server.

6.11
Key Issue # 10: Key Stream Re-use

6.11.1
Key issue details

In a MCPTT group communication multiple group UEs may communicate using a shared group key. In such a scenario, it is essential that two users do not generate and use the same key stream, derived from the shared group key. If this were to happen then compromise of user traffic is possible.

For example, in the particular case where SRTP is used to protect traffic generated by a UE, with all UEs deriving their key stream from a shared group key, the key stream for each user must be unique. Based on the RFC 3711 [7], key stream uniqueness is achieved by each user picking a random SSRC (synchronisation source identifier) and actively detecting any collisions.

Were SRTP to be used as implied within the RFC as part of an MCPTT solution, key stream re-use would be highly likely, if not certain. For example, we might assume the MCPTT system should support more than 10000 MCPTT users in a MCPTT group, with each user able to produce 8 communication streams at any one time and be able to start new communication stream at any time. In this conservative scenario, as the SSRC is 32 bits long, the probability that two UEs in this group would have two simultaneous streams with the same SSRCs is 0.53. This is an unacceptably high probability of compromise. Furthermore, depending on the length of time a stream lasts, the probability of collision will increase with each new stream created.

As an additional complication, should two UEs decide to use the same SSRC, it may be extremely difficult to resolve this collision on the fly.

6.11.2
Security threats 
Accidentally, or due to a malicious action, the MCPTT system uses a key stream that has already been used previously to protect traffic. As a result of this key stream reuse, it is possible that both traffic streams could be compromised. 

6.11.3
Security requirements

The MCPTT system shall ensure that key streams are not reused.
6.12
Key Issue # 11: Late Entry to Group Communication 
6.12.1
Issue details
To allow the MCPTT service to meet the Stage 1 requirements, it must be possible for the authorised MCPTT users to be able to perform late entry for an MCPTT Group while communication is on-going. This implies that an authorised MCPTT UE shall be able to obtain all information required to derive the key stream currently in use to protect the group communication.

For example, in the case of SRTP, this may include the association between an MCPTT Group and a particular SRTP session, the cryptographic algorithms in use to protect the session, the SRTP Master Key in use to protect the session (and any information required to derive the SRTP Master Key), the SRTP Roll-Over-Counter (ROC) and the SRTP salt (if used).
6.12.2
Security threats
The threat in this case is that a MCPTT user is unable to perform late entry to a group communication as it is unable to establish the information required to build the group security context and decrypt the traffic. 

6.12.3
Security requirements
An authorised MCPTT User shall be able to obtain the information necessary to derive the group security context for the MCPTT Group while an MCPTT Group communication is on-going. As a result, the MCPTT User shall be able to listen to the group communication within 350ms. This requirement applies for both on-network and off-network MCPTT operation.

6.13
Key Issue # 12: Private Call Confidentiality
6.13.1
Issue details
Private calls are used to establish a secure communication path between a pair of authorised MCPTT users. A Private Call may or may not use floor control and may be setup while the MCPTT user is operating either on or off-network. Additionally, Private Calls may be used to support Ambient Listening and Discreet Listening functionality, where a MCPTT UE transmits local audio to a control room.

To support private calls, the MCPTT system requires a mechanism for establishing end-to-end secure between any pair of MCPTT users. 

6.13.2
Security threats
The following threats apply to private calls:

-
The content of a private call is accessible to unauthorised MCPTT users. As a consequence of this threat, confidential conversations may be compromised, and user's confidence in Private Call functionality may be undermined, pushing them towards less secure communication mechanisms for private conversations.

-
A private call is replayed or modified within the MCPTT system. 

-
A private call is established by one MCPTT user appearing to be another MCPTT user. As a consequence of this threat, confidential information may be compromised to an unauthorised user. This threat is particularly serious where Private calls are used to support Discreet Listening or Ambient Listening functionality.

-
A pair of users are unable to establish a shared security context and hence are unable to establish a Private Call.

6.13.3
Security requirements
It shall be possible to establish a unique Private Call security context between any pair of authorised MCPTT users within the MCPTT system. The security context shall not be available to other MCPTT users, except, where necessary, authorised MCPTT monitoring functions (e.g. LI, Discreet Listening). If the security context is made available to monitoring functions, appropriate controls and logging shall exist. This requirement applies when MCPTT UEs are operating both on-network and off-network.

The Private Call security context shall provide a means to provide confidentiality and integrity protection of user traffic, and authenticate the MCPTT users involved in the Private Call.

6.14
Key Issue # 13: Off-Network Operation: denial of service 
6.14.1
Issue details
Whilst in DMO, an adversary may attempt to prevent a valid MCPTT user or group from establishing communications with other DMO users.
6.14.2
Security threats
a)
Channel flooding. Adversaries create large volumes of traffic to reduce available capacity and impede communications between DMO users.

6.14.3
Security requirements
a)
The MCPTT service should take measures to detect and mitigate DoS attacks to minimise the impact to relays and to off-network MCPTT users.

6.15
Key Issue # 14: Off-Network Operation: interception of user traffic
6.15.1
Issue details
DMO signalling or traffic between UEs is at risk of interception, thereby compromising information appertaining to user identities and ongoing operations.  Location information may be especially sensitive.

6.15.2
Security threats
a)
Eavesdropping at air interface. Signalling and traffic information, including location information, is recovered by an adversary using a radio receiver.  Adversary could be any member of the public.

6.15.3
Security requirements
a)
The MCPTT Service shall provide a means to support end-to-end security for all media traffic transmitted between MCPTT UEs, including where relays are used.
b)
The MCPTT Service shall provide a means to support the confidentiality and integrity protection of location information transmitted from the MCPTT UE to the MCPTT application server, including where relays are used.

6.16
Key Issue # 15: Off-Network Operation: impersonation

6.16.1
Issue details
An imposter may attempt to impersonate a valid MCPTT user for the purposes of fraud, misinformation or eavesdropping.
6.16.2
Security threats
a)
Impersonation of individual user. Adversary masquerades as a valid MCPTT DMO user, advertising himself to other DMO users for purposes of fraud, misdirection, etc.
b)
Impersonation of network equipment. Adversary uses unauthorized equipment that produces over the air signalling which mimics on-network signalling and draws MCPTT UEs away from DMO.

c)
Impersonation of relay equipment. Adversary impersonates a valid on-network or off-network relay equipment for the purpose of intercepting or misdirecting user communications.
d)
Man in the middle attack. An attacker inserts himself between two off-network MCPTT UEs to intercept DMO transmissions and obtaining information, generating false calls, denying service, or modifying the security of the DMO service, e.g. force the user to negotiate a lower security level.

e)
Misuse of client terminal. A client terminal is stolen (which may still be logged on to the service), or illegally loaned, and used to receive or generate DMO communications whilst purporting to be the valid user.  Credentials could be obtained from a stolen terminal and used to impersonate the valid user, even after the terminal has been recovered.
6.16.3
Security requirements
a)
MCPTT off-network UEs shall be explicitly or implicitly authenticated to each other.

b)
MCPTT off-network UEs and MCPTT relays shall be explicitly or implicitly authenticated to each other.

c)
The security solution should minimise the impact of a compromised MCPTT UE on other MCPTT UEs.

6.17
Key Issue # 16: Off-Network Operation: manipulation
6.17.1
Issue details
Whilst in DMO, an adversary may attempt to manipulate information relating to an MCPTT user, group or conversation.

6.17.2
Security threats
a)
Alteration of configuration. An adversary changes programming information in the DMO client application, or changes configuration e.g. to change or deny access permissions in the DMO client application.

b)
Hijacking of calls. An adversary causes the early termination of a call or deletes users from the call.
6.17.3
Security requirements
a)
The MCPTT Service shall provide a means to ensure integrity of all MCPTT user signalling at the application layer.

6.18
Key Issue # 17: Off-Network Operation: traffic analysis
6.18.1
Issue details
MCPTT DMO users require their identities to be confidential from any unauthorized listeners, and are sensitive to any form of traffic analysis which could result in details of their operations or operational roles being deduced.  Additionally recovery of identities and signalling patterns may reveal information concerning organisational structure, or ongoing operational activities.  Identified users may also become targets for impersonation, or for denial of service attacks such as jamming.
6.18.2
Security threats
a)
Matching of user identity with subscriber terminal identity. The DMO user can be identified by the subscription in use, enabling tracking by non-security cleared personnel or a skilled adversary intercepting identities sent in transmissions.

b)
Identifying highly secure users within user pool. Certain specialist DMO users have much higher demands for security and are very sensitive to identity and location, and currently rely on obscurity within the greater volume of public safety users.

c)
Identification of group addresses. DMO group addresses relate to operational roles, and identification of these allows analysis of user movements and operational behaviour.

d)
Identifying users through discovery. Identification of an MCPTT DMO user during discovery can provide information of that user to unauthorized listeners.

6.18.3
Security requirements
a)
The MCPTT service shall provide a means to support confidentiality of MCPTT user identities from all entities outside the MCPTT service.  

b)
The MCPTT service shall provide a means to support confidentiality of MCPTT signalling from all entities outside the MCPTT service.
Editor’s Note: It is FFS whether carrier charging information is applicable to these off-network security requirements (i.e. secure storage of the charging information, and confidentiality protection of the charging information if there is a need to provide the charging information back to the network once the MCPTT UE returns to an on-network mode of operation).
7
Proposed Solutions
Editor’s note: Each solution should list the security requirements that it addresses and also any stage 2 solution that is part of.  
7.1 Solution #1: IMS based Architecture for MCPTT Applications

Editor’s note:
Appropriate Key issues addressed by this solution needs to be mentioned.
7.1.1 General

To address the SA1 requirements on service layer protection, the service layer security is terminated between the UE and the P-CSCF for all deployment options. 

7.1.2 Signaling Protection

For the deployment options, where the MCPTT application and the IMS core are administered by the same party (Operator or PS agency), then the IMS security mechanisms as specified in TS 33.203 [9] are used to provide confidentiality and integrity of signaling at the application layer. 

For the deployment options, where the MCPTT application and the IMS core are administered by different parties (Operator (carrier) and PS Agency), then the confidentiality and integrity protection for signaling is provided in a hop-by-hop fashion. The first hop protection i.e. between the UE and the P CSCF as specified in TS 33.203 [9]. The other hops, inter-domain (MCPTT application and the IMS core) as specified in TS 33.210 (NDS/IP) [8] shall be used.

7.1.3 IMS Authentication

IMS authentication is performed by the MCPTT UE to get IM access. Based on the deployment option, IMS authentications as specified in TS 33.203 [9] are used. If the IMS core network is administrated by the Operator, then IMS AKA procedure or Trusted Node Authentication (TNA) is performed as specified in TS 33.203 [9]. If the IMS core is administrated by the PS Agency, then IMS AKA procedure or SIP Digest authentication is performed as specified in TS 33.203 [9]. 

7.1.4 Authentication of the MCPTT User

Authentication of the MCPTT User is performed after the IMS authentication to get MCPTT service access. For shareable MCPTT UEs, MCPTT user authentication is performed with the MCPTT system to gain access to the MCPTT client application stored on it and to become an authenticated MCPTT User.  

For MCPTT user authentication, the SIP Digest authentication mechanism as specified in TS 33.203 [9] could be used. 

If the MCPTT service is administrated by the Operator, then Public Safety User Data Function (PS-UDF) or HSS stores the security credentials for MCPTT user authentication and also generates security information for mutual authentication. If the MCPTT service is administrated by the PS agency, then PS-UDF stores the security credentials for MCPTT user authentication and also generates security information for mutual authentication. 

Editor’s note: Based on discussions and decisions on the IMS and MCPTT identities in SA6, further study is required to check whether single authentication can be performed for IMS and MCPTT service access for some deployment options.

Editor’s note: Based on discussions and decisions in SA6, reducing the number of authentication mechanism options for MCPTT service to be considered. 
Editor’s note: Detailed procedures to be provided once significant work is done in SA6.

8
Evaluation of Solutions
Editor’s note: This section will contain an evaluation of the proposed solutions for MCPTT security.  
9
Conclusion
Editor’s note: This section will contain SA3's conclusion to the study.  
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