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1. Overall Description:

SA3 would like to thank SA6 for their LS S6-150284 (S3-151416) on authentication for MCPTT. SA3 is in the process of identifying and defining security processes for MCPTT, including registration and user authentication. Additionally, SA3 will define the detailed security flows for these processes. SA3 will aim to work within SA6's architecture, and reuse SA6's message flows where possible. However, if required, SA3 may need to define additional security-specific architectural entities for MCPTT and additional security-specific message flows. 

While SA3's study into MCPTT security is at an early stage, SA3 would like to highlight the following security considerations to SA6:
2. List of authentication processes

SA3 observes that there are three logical authentication processes as part of the MCPTT registration process:
  1. MCPTT UE authentication to the EPS

The purpose of this authentication is to provide the MCPTT UE connectivity through the PLMN network and, potentially, to operator services. This is defined in TS 33.401. 

  2. MCPTT Authentication:

· MCPTT UE authentication to the MCPTT Service and supporting services
The purpose of this authentication is to provide the MCPTT UE with access to the services it will require for MCPTT. These may include the PLMN operator's IMS service (where deployed), access to the MCPTT core (e.g. via a gateway) and access to the MCPTT SIP/IMS service. Authentication to an IMS service is defined in TS 33.203. Authentication for other types of MCPTT service will be defined within SA3 (e.g. should SA6 decide to use non-IMS-based SIP). 
· MCPTT User authentication to MCPTT applications
SA3 understands the MCPTT requirement to support the dynamic change of user using an MCPTT UE and hence the need to support user authentication to MCPTT applications. MCPTT user authentication process will be defined by SA3.
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Figure 2.1: Authentication Processes for MCPTT UEs

3. Order of authentication processes
SA3 observes that process (1) must occur first. To be able to block MCPTT UEs from accessing the service (e.g. in the event of loss) and to ensure unauthenticated users can have access to a subset of services (e.g. emergency service) MCPTT service authentication should occur prior to MCPTT user authentication. Note that this is different to the order described within SA6's LS. 
Alternatively, other methods supporting default user profiles could also be implemented providing for on demand access by a user in an emergency situation (i.e. pressing an “emergency” access button).  In this case (1) would still occur first, MCPTT user authentication would occur next, and MCPTT UE authentication to the MCPTT service and supporting services would occur last as suggested in SA6’s LS. 

4. Single Sign-On

MCPTT may contain a number of related but independent applications. To minimise burden on the user, a single sign-on architecture is required by SA1 to allow access to a user-specific set of applications through a single authentication mechanism. Under this approach MCPTT user authentication may be further broken down into:
· MCPTT User Authentication to SSO server (i.e. MCPTT Identity Management)
· MCPTT User Authentication to application (using SSO credential). 

An advantage of this approach is that an SSO server may support a wider range of authentication mechanisms (PIN, password, token, etc.) than is feasible for an individual application. SA3 notes that SA6 have begun to use the term 'identity management' for an SSO server.
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Figure 4.1: Authentication Processes including SSO
5. Actions:

To SA6 group.

ACTION: 
SA3 asks SA6 to take the above analysis into consideration.
7. Date of Next SA3 Meetings:

SA3#80
24-28 August 2015
Tallinn (Estonia)

SA3#81
9-13 November 2015
Anaheim (US)
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