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Abstract of the contribution: This contribution proposes to add “B.4.3.x Syn Flood Prevention” requirement to TR 33.806.
1 Introduction 
This contribution proposes to add a new requirement “B.4.3.x Syn Flood Prevention” related to prevent Syn Flood attacks.

The related test cases are proposed in the companion pCR TD S3-151435.
2 Discussion
This contribution proposes to add a new requirement B.4.3.x on “Syn Flood Prevention” related to prevent Syn Flood attacks.  The "SYN Flooding Attack" is a denial of service attack that consumes all the resources on a machine.  Any network element that is connected to a network is potentially prone to this attack. 
***
BEGIN OF FIRST CHANGE
***

B.4.3.x 
SYN Flood Prevention 
Requirement Name: Syn Flood Prevention
Requirement Reference: to be done later
Requirement Description:

The MME shall support a mechanism to prevent Syn Flood attacks  (e.g. implement the TCP Syn Cookie technique in the TCP stack  by setting net.ipv4.tcp_syncookies = 1 in the linux sysctl.conf file). This feature shall be enabled by default.

Threat References: Denial of Service
Security Objective References: HARDENING
Test Case: TC_SYN_FLOOD_PREVENTION
***
END OF FIRST CHANGE
***
