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1
Introduction

The MCPTT requirements (TS 22.179) contain both normative requirements and informative descriptions that establish a clear distinction between the MCPTT UEs and the MCPTT Users that are capable of accessing the MCPTT Service. The architecture in the SA3 MCPTT Security TR must fulfil the Public Safety user registration and authentication requirements. This pCR proposes text and information flows be added to the MCPTT security TR in order to support varying MCPTT service authentication methods (e.g. username/password, two-factor token, SIM card based, etc) that might be employed by MCPTT agencies to meet their personal identity management and authentication needs.
2
Discussion

The following examples from TS 22.179 illustrate those requirements and informative descriptions that define the intent of establishing a mechanism for authentication of a MCPTT User’s Identity which is flexible enough to meet PS needs.

Example 1: from section 5.13

[R-5.13-002] The MCPTT Service shall support MCPTT User with globally unique identities, independent of the mobile subscriber identity (IMSI) assigned by a 3GPP network operator to UEs.
[R-5.13-003] The MCPTT identities shall be part of the MCPTT application service domain.

[R-5.13-004] The MCPTT identities shall form the basis of the MCPTT application layer security for the MCPTT Service.

Example 2: from section 5.11
5.11
Support for multiple devices

[R-5.11-001] The MCPTT Service shall allow an MCPTT User to log in to multiple MCPTT UEs concurrently.

[R-5.11-002] The MCPTT Service shall ensure that the MCPTT User logs into each MCPTT UE separately.

Example 3: from section 5.17
5.17
Gateway requirements

[R-5.17-001] The MCPTT system shall be accessible via gateway MCPTT UEs by MCPTT Users.
Example 4: from section 4.5.4
4.5.4

Shareable MCPTT UEs and gateway UEs
The conceptual model for shareable MCPTT UEs is that of a pool of UEs, each UE being interchangeable with any other, and users randomly choosing one or more UEs from the pool, each user for his temporary exclusive use. A shareable MCPTT UE can be used by user who can gain access to the MCPTT client application stored on it and can become an authenticated MCPTT User. A shareable MCPTT UE can serve only one MCPTT User at a time. An MCPTT User who signs into a shareable MCPTT UE that is already in-use causes the sign-off of the previous MCPTT User.
An MCPTT User can simultaneously have several active MCPTT UEs, which, from an MCPTT Service point of view, are addressable individually and/or collectively within the context of their association to the MCPTT User.
The conceptual model for a gateway UE is that of a UE capable of providing service to an MCPTT User employing a non-3GPP device. A gateway UE is usable simultaneously by multiple MCPTT Users. Unlike a shareable MCPTT UE, if a new person enters his valid credentials towards signing in the MCPTT Service, his successful signing in and becoming an MCPTT User does not affect the initial MCPTT Users already served by the gateway UE.

A gateway UE is typically installed in a vehicle (e.g., a police car, fire truck) and has wired and/or wireless connections to various devices in use by the MCPTT Users. 

A gateway UE differs functionally from a ProSe relay node. In the ProSe paradigm, the relay node and the devices served by it are all (ProSe enabled) LTE UEs, and are “visible” to the EPS as Ues. In the gateway UE paradigm, only the gateway UE is an LTE device and only it is “visible” at the EPS layer.

Figure 4.5.4.1 shows schematically some of the relationships between MCPTT Users and MCPTT UEs.
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Figure 4.5.4-1: Relationships between MCPTT Users and MCPTT UEs

Example 5: from section 4.5.3
4.5.3     MCPTT Users accessing the service through non-3GPP access interface

This document (TS 22.179) primarily focuses on MCPTT Users accessing and managing the MCPTT Service through MCPTT UEs, however there might be some dispatchers and administrators who might access the service through a non-3GPP access interface.
3
Conclusion

Based on the above analysis of the requirements and descriptive text, and to align the MCPTT security TR with the user authentication and registration architecture agreed to in SA6, it is proposed to add the following solution for Identity Management and MCPTT User Authentication in the MCPTT Security TR.
******************************** Begin Change for TR ***************************

X.X
Information Flow Diagrams
Editor’s note:
Describes the high-level operation, procedures and information flows for the solution.
x.x.1
 Registration and User Authentication information flow for a single domain
The following flow is intended to describe how user authentication can be used in conjunction with a SIP registration to establish the MCPTT user’s registration with the MCPTT service. 

This flow shows the MCPTT UE registering with the User Service Core (USC) SIP core using mutual certificate based authentication to establish a TLS session. This method is an example only. If the SIP core was IMS, the MCPTT UE could use one of the IMS defined authentication methods during the registration.

The MCPTT Service State is used to define whether the MCPTT user (which is registering for the service) has successfully gained full access to the service. Simply registering with the SIP core may not be sufficient to gain full access to the MCPTT service. In the flow of Figure x.x.1-1, the combination of the MCPTT user authentication (which is validated and accepted by the MCPTT Server) and the successful SIP registration of this user through the MCPTT UE are needed to gain full access to the MCPTT service. 

The third party registration (steps 5 & 6) between the MCPTT Server and the SIP core is used to convey the initial SIP core registration to the MCPTT server. The MCPTT server would then be informed of changes in SIP core registration by subscribing to the registration events (not shown in the flow).
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Figure x.x.1-1: Registration and User Authentication information flow (single domain)










1. The MCPTT User authenticates with USC Identity management and acquires an Access Token scoped specifically to the MCPTT service from the USC Identity Management.

2. The MCPTT UE establishes a TLS session with the SIP Core (e.g., using both client and server certificates), authenticating both the USC SIP Core to the device and the device to the USC SIP Core.

3. The MCPTT UE sends the SIP REGISTER message to the USC SIP Core, containing Public User Identity and MCPTT UE Contact address.

4. The USC SIP Core sends a SIP 200 OK indicating successful registration and authentication.

5. Based on its configuration data (e.g., MCPTT-specific feature tags), the SIP Core performs third-party registration with the MCPTT server in order to convey the SIP core registration state, by sending a SIP REGISTER message to the MCPTT server.

6. The MCPTT server responds with a SIP 200 OK.

7. The MCPTT UE sends a SIP PUBLISH towards the MCPTT Server via the USC SIP Core, providing its MCPTT authorization state. This message contains the Access Token scoped specifically to the MCPTT service acquired in step 1.

8. The USC SIP Core forwards the SIP PUBLISH to the MCPTT Server.

9. The MCPTT Server sends a SIP 200 OK towards the UE via the USC SIP Core, indicating successful reception of the SIP PUBLISH.

10. The USC SIP Core forwards the SIP 200 OK to the MCPTT UE.

11. The MCPTT UE sends a SIP SUBSCRIBE towards the MCPTT Server via the USC SIP Core to subscribe to its own MCPTT Service State.

12. The USC SIP Core forwards the SIP SUBSCRIBE to the MCPTT Server.

13. The MCPTT Server sends a SIP 200 OK towards the MCPTT UE via the USC SIP Core, indicating its acceptance of the SIP SUBSCRIBE.

14. The USC SIP Core forwards the SIP 200 OK to the MCPTT UE.

15. The MCPTT Server sends a SIP NOTIFY containing the MCPTT Service State towards the MCPTT UE via the USC SIP Core which indicates that the MCPTT UE and user are successfully registered and authorized to use the MCPTT service.
16. The USC SIP Core forwards the SIP NOTIFY containing the MCPTT Service State to the MCPTT UE.
17. The MCPTT UE sends a SIP 200 OK towards the MCPTT Server via the USC SIP Core.

18. The USC SIP Core forwards the SIP 200 OK to the MCPTT Server.

******************************** End Change for TR ***************************
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