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Abstract of the contribution: This contribution proposes the security mechanism for the SA2 TR 23.779 solution alternative on “5.2.1 Solution 2-1: IMS based Architecture for MCPTT Applications”.
1. Introduction

In this contribution, security mechanisms are proposed for the solution alternative “5.2.1 Solution 2-1: IMS based Architecture for MCPTT Applications” in TR 23.779 considering SA1 requirements. 

SA1 TS 22.179 specifies the following security requirements for MCPTT service: 

[R-5.13-001] The MCPTT Service shall provide a means to support the confidentiality and integrity of all user traffic and signalling at the application layer.

 [R-5.13-004] The MCPTT identities shall form the basis of the MCPTT application layer security for the MCPTT Service.

[R-5.13-005] The MCPTT Service shall provide the MCPTT User with a mechanism to perform a single authentication for access to all authorized features.

[R-5.13-006] The MCPTT Service shall provide a means for an authorized MCPTT UE to access selected MCPTT features prior to MCPTT User authentication.

[R-5.13-007] The MCPTT Service shall require authentication of the MCPTT User before service access to all authorized MCPTT features is granted.

NOTE:
The MCPTT Service features available are based on the authenticated user identity(s).

[R-5.13-008] Subject to regulatory constraints, the MCPTT Service shall provide a means to support confidentiality, message integrity, and source authentication for some information exchanges (e.g.,  MCPTT User Profile management, kill commands) that have the potential to disrupt the operation of the target MCPTT UE.

 [R-5.13-011] Subject to regulatory constraints, the MCPTT Service shall provide a cryptographic key management service(s).

[R-5.13-012] The cryptographic key management service(s) shall support both pre-provisioning and over-the-air provisioning of cryptographic keys.

[R-5.13-013] The cryptographic key management service(s) shall ensure that cryptographic keys are confidentiality protected, integrity protected and authenticated when delivered over-the-air.

2. Proposed pCR

****************************** First Change ***************************************
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****************************** Next Change ***************************************

7.X Solution # Y: IMS based Architecture for MCPTT Applications

7.X.1 General
To address the SA1 requirements on service layer protection, the service layer security is terminated between the UE and the P-CSCF for all deployment options. IMS security mechanisms as specified in TS 33.203[bb] are used to provide confidentiality and integrity of signalling at the application layer. For the deployment options, where the MCPTT application and the IMS core are administered by different parties (Operator (carrier) and PS Agency), then the confidentiality and integrity protection for signaling is provided in a hop-by-hop fashion. The first hop i.e. between the UE and the P CSCF as specified in TS 33.203[bb]. The other hops, inter-domain (MCPTT application and the IMS core) as specified in TS 33.210 (NDS/IP)[aa] is used.
7.X.2 IMS Authentication 
IMS authentication is performed by the MCPTT UE to get IM access. Based on the deployment option, IMS authentications as specified in TS 33.203[bb] are used. If the IMS core network is administrated by the Operator, then IMS AKA procedure or Trusted Node Authentication (TNA) is performed. If the IMS core is administrated by the PS Agency, then IMS AKA procedure or SIP Digest authentication is performed. 
7.X.3 Authentication of the MCPTT User
Authentication of the MCPTT User is performed before or after the IMS authentication to get MCPTT service access. For shareable MCPTT UEs, MCPTT user authentication is performed with the MCPTT system to gain access to the MCPTT client application stored on it and to become an authenticated MCPTT User.  
For MCPTT user authentication, the SIP Digest authentication mechanism as specified in TS 33.203[bb] is used. 
If the MCPTT service is administrated by the Operator, then Public Safety User Data Function (PS-UDF) or HSS stores the security credentials for MCPTT user authentication and also generates security information for mutual authentication. If the MCPTT service is administrated by the PS agency, then PS-UDF stores the security credentials for MCPTT user authentication and also generates security information for mutual authentication. 
Editor’s note: Based on discussions and decisions on theIMS and MCPTT  identities in SA6, further study is required to check whether single authentication can be performed for IMS and MCPTT service access for some deployment options.
Editor’s note: Based on discussions and decisions in SA6, reducing the number of authentication mechanism options for MCPTT service to be considered. 
Editor’s note: Detailed procedures to be provided once significant work is done in SA6.
****************************** End of Changes ***************************************

3. Conclusion

SA3 is kindly requested to agree the pCR (section 2) for TR 33.879.
