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Abstract of the contribution:

This contribution proposes threats and security requirements relating to configuration and service aspects.
Based on the stage 1 requirements, there are two authentication processes. The first enables an MCPTT UE access to the MCPTT Service. The second enables an MCPTT User access to user-specific profiles and user-specific services. Clearly, both of these authentication processes need to be secured to ensure that only authorised MCPTT UEs are configured to use the MCPTT Service and that only authorised MCPTT Users are given access to user-specific services.

Once a MCPTT UE/User is authenticated, the transfer of configuration and profile information between authorised network servers and the MCPTT UE must be properly secured. 

This contribution captures this issue, highlights a list of related threats and suggests a security requirements related to the issue.
Relevent Stage 1 Requirements:
[R-5.9-001] An MCPTT UE shall support one or more MCPTT User Profiles.

[R-5.9-002] The MCPTT Service shall provide a mechanism for an MCPTT Administrator and/or authorized MCPTT User to perform MCPTT UE Provisioning.

[R-5.11-001] The MCPTT Service shall allow an MCPTT User to log in to multiple MCPTT UEs concurrently.

[R-5.11-002] The MCPTT Service shall ensure that the MCPTT User logs into each MCPTT UE separately.
[R-6.10-001] The MCPTT Service shall be able to dynamically modify one or more pieces of information within the MCPTT User Profile (e.g., the list of MCPTT Groups for which the user has access credentials) while in use by the MCPTT User.

[R-6.13.3-001] The MCPTT Service shall provide a means by which an MCPTT UE can require authentication of the MCPTT Service.

[R-6.13.4-001] The MCPTT Service shall support suspending or disabling of access from an MCPTT UE or an MCPTT User to the MCPTT Service.

[R-6.13.4-002] An MCPTT User who has a profile that has been deleted or suspended shall be prevented from using that User Profile to access the MCPTT Service.

[R-6.13.4-003] The MCPTT Service shall provide a mechanism to temporarily disable an MCPTT UE remotely by the MCPTT Administrator or an authorized MCPTT User.
[R-6.13.4-007] The MCPTT Service shall provide a mechanism to permanently disable an MCPTT UE by the MCPTT Administrator or an authorized MCPTT User.

It is proposed that the following text is included in the MCPTT TR.
**********************************Start of First Change**************************************

6.X
Key Issue # X: Configuration & Service Access
6.X.1
Issue details

In order to use the MCPTT Application, the MCPTT Service needs to configure the MCPTT UEs to use the MCPTT Service. Furthermore, in order to allow an MCPTT User access to user-specific services, the MCPTT Service needs to configure the MCPTT UE with user-profile information.

MCPTT UE configuration may include application configuration, cryptographic algorithms, available services (e.g. ProSe), global policies, etc. The MCPTT User-profile may include authorisation to use specific services, MCPTT Groups, group affiliations, the default selected group. The configuration process(es) may be used to enable or to disable access to MCPTT services.

Both these access/configuration processes need to be appropriately secured, both in terms of authenticating the MCPTT Service, UE and user and in terms of ensuring the transfer of data is protected.

6.X.2
Security threats 

There are several threats to the downloading of configuration data to the UE. 

· An attacker pretending to be an authorised network server may maliciously configure the MCPTT UE with false configuration data, thus causing improper operation of the MCPTT application. 

· An attacker pretending to be an authorised network server may maliciously delete MCPTT UE configuration or user-profile data, rendering the MCPTT Application inoperable. 

· Similarly an attacker pretending to be an MCPTT UE or MCPTT user may download configuration or profile information intended for another UE or user. Such an attack may allow an escalation of the attacker's privaledges. 
· An attacker may manipulate or modify the data being transmitted between the MCPTT Service and the MCPTT UE, thus adversely affecting the configuration or user-profile data. 

· An attacker may eavesdrop on transmitted configuration data or user-profile data and further distribute it to unauthorized parties for improper use.

·  An attacker may replay intercepted configuration data or user-profile data thus affecting an expected configuration state at the MCPTT UE and/or MCPTT network server.

6.X.3
Security requirements

The MCPTT UE and the network entity providing the MCPTT configuration data, shall mutually authenticate each other prior to MCPTT UE configuration to use the MCPTT service.
The MCPTT User and the MCPTT Service shall mutually authenticate each other prior to providing the MCPTT UE with the MCPTT User profile and access to user-specific services.

The transmission of configuration data and user profile data between an authorized MCPTT server in the network and the MCPTT UE shall be confidentiality protected, integrity protected and protected from replays. 
**********************************End of First Change***************************************

