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Abstract of the contribution:

This contribution proposes threats and security requirements resulting from the risk of key stream reuse.
As stated in the Stage 1 requirements, MCPTT shall provide a mechanism to support end-to-end security of media traffic between UEs. In addition to this, it is expected that MCPTT shall support large MCPTT groups of 10000 MCPTT Users or more. These two aspects combined introduce a risk that two users, using the same group key, may accidentally produce the same key stream to protect user traffic. If this were to occur it would compromise the communications of both users. 

This key issue captures this risk and suggests that a security requirement be introduced stating that 'The MCPTT system shall ensure that key streams are not reused.'
The submission includes the key issue, and adds a reference to support the key issue. It is proposed that the following text is included in the MCPTT TR.

Relevent Stage 1 Requirements:

[R-5.13-009] The MCPTT Service shall provide a means to support end-to-end security for all media traffic transmitted between MCPTT UEs.

[R-5.13-010] End-to-end security shall be supported both within and without network coverage and regardless of whether the traffic is transmitted directly or via the network infrastructure.

**********************************Start of First Change**************************************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 22.179: "Mission Critical Push To Talk (MCPTT) over LTE".

[3]
3GPP TR 23.779: "Study on architectural enhancements to support Mission Critical Push To Talk over LTE (MCPTT) services".

[4]
3GPP TS 33.303: "Proximity-based Services (ProSe); Security aspects".

[5]
3GPP TS 23.303: "Proximity-based services (ProSe); Stage 2".

[6]
3GPP TS 23.468: "Group Communication System Enablers for LTE (GCSE_LTE); Stage 2".

[aa]
IETF RFC 3711: "The Secure Real-time Transport Protocol (SRTP)".

**********************************End of First Change**************************************
**********************************Start of Second Change**************************************

6.X
Key Issue #X: Key Stream Re-use

6.X.1
Key issue details

In a MCPTT group communication multiple group UEs may communicate using a shared group key. In such a scenario, it is essential that two users do not generate and use the same key stream, derived from the shared group key. If this were to happen then compromise of user traffic is possible.

For example, in the particular case where SRTP is used to protect traffic generated by a UE, with all UEs deriving their key stream from a shared group key, the key stream for each user must be unique. Based on the RFC 3711 [aa], key stream uniqueness is achevied by each user picking a random SSRC (synchronisation source identifier) and actively detecting any collisions.

Were SRTP to be used as implied within the RFC as part of an MCPTT solution, key stream re-use would be highly likely, if not certain. For example, we might assume the MCPTT system should support more than 10000 MCPTT users in a MCPTT group, with each user able to produce 8 communication streams at any one time and be able to start new communication stream at any time. In this conservative scenario, as the SSRC is 32 bits long, the probability that two UEs in this group would have two simultaneous streams with the same SSRCs is 0.53. This is an unacceptably high probability of compromise. Furthermore, depending on the length of time a stream lasts, the probability of collision will increase with each new stream created.
As an additional complication, should two UEs decide to use the same SSRC, it may be extremely difficult to resolve this collision on the fly.

6.X.2
Security threats 
Accidentally, or due to a malicious action, the MCPTT system uses a key stream that has already been used previously to protect traffic. As a result of this key stream reuse, it is possible that both traffic streams could be compromised. 
6.X.3
Security requirements

The MCPTT system shall ensure that key streams are not reused.
**********************************End of Second Change***************************************

