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Abstract of the contribution: 
1 Introduction 
SA#67 accepted a study item for SA3 on potential security enhancements for Gb, i.e. “EGPRS access security in relation to cellular IoT”, shortly EASE_IoT. This contribution intends to add a key issue on eavesdropping to the TR 33.860. This key issue covers the questions related to the confidentiality, and bidding down of the negotiation of encryption algorithms. Proposal 
We propose SA3 to discuss about the proposed keys issues in the attached pCR, and accept them if appropriate. 
2 pCR 

***
BEGIN CHANGES
***
5
Key Issues

Editor’s note: This clause will contain the key issues that need to be addressed by SA3. The exact contents are FFS. It is proposed that the key issues would be security feature oriented instead of systematically documenting GSM vulnerabilities. 

5.x
Key Issue #x: Eavesdropping 

5.x.1
Key issue details

The messages sent over the air-interface are vulnerable to eavesdropping. Therefore, access security is provided. 

In GPRS, access security extends between UE and SGSN. UE and SGSN agree on a particular encryption algorithm in the control and user planes. 

Even if the CIoT applications used upper layer e2e confidentiality mechanisms, these mechanisms cannot protect everything. For example, metadata related to Gb radio messages, and some privacy sensitive data related to the subscriber, like the IP address, cannot be protected with e2e confidentiality mechanisms. 
Some CIoT UEs may want to rely on the security provided by GPRS, and their applications may require a certain level of security, which then implies that only cryptographic algorithms of certain strength are acceptable for the CIoT UE. This required level of security may then be expressed as a local security policy on the CIoT UE.

Furthermore, both CIoT UE and SGSN have an interest that the algorithm(s) they agree to use is/are the strongest they have in common.

It is also worth noting that there are countries where the use of encryption algorithms is not possible. 
5.x.2
Security threats 

The following security threats are foreseen: 

· Confidentiality of signalling or user data may be compromised. 
· One possible reason for such a compromise is that a weak encryption algorithm is used that the attacker can break while the session key is still in use. E.g. it could happen that a given encryption key is in use for a very long time and, hence, a 64-bit key may run the risk of being broken with relatively cheap means.
· An attacker may try to influence the selection of the encryption algorithm in order to prevent the IoT UE and the SGSN to select the strongest common encryption algorithm that is also strong enough to satisfy the local security policies in the UE and the SGSN respectively. E.g. an attacker can force a UE to accept NULL encryption by simply not sending a Ciphering Mode command or sending one with encryption set to NULL. There currently is no integrity protection in GPRS. So, the UE is left without any protection in this case.
5.x.3
Security requirements

The security solutions should address the following potential security requirements: 

· A CIoT UE should have a security policy that includes a statement on acceptable encryption algorithms. 

· The signalling and the user data shall be encrypted using the strongest common encryption algorithm between CIoT UE and SGSN that is also strong enough to satisfy the local security policies in the UE and the SGSN respectively. 
· If the CIoT UE has a security policy regarding cryptographic algorithms in place then a connection with an SGSN offering no acceptable algorithm shall be rejected. 

· Bidding down of the encryption algorithms shall be prevented. 

· If encryption is not used, the user traffic shall be protected in some other way.  

***
END OF CHANGES
***
