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Abstract of the contribution: This contribution proposes a key issue on Restricted Discovery with application-controlled extension.
Discussion

This contribution proposes a key issue on Restricted Discovery with application-controlled extension.

It is proposed that SA3 accept the pCR for inclusion in the TR 33.833.

Proposed pCR
**************************************************start of change************************************************
7.3
Key Issues on Direct Discovery

7.3.3
Key Issue #7.3.3: Restricted Discovery with application-controlled extension
7.3.3.1
Key issue details

The solution in clause 5.3 of TR 23.713 [33] supports Restricted Discovery with application-controlled extension. In the solution, the ProSe Code contains two parts:
ProSe Code Prefix: In Discovery with application-controlled extension, a part of the ProSe Code that is assigned by the ProSe Function.

ProSe Code Suffix: In Discovery with application-controlled extension, a part of the ProSe Code that is under the control of the announcing application. The ProSe Code Suffix represents application specific information pertaining to the application that is indicated in the Restricted ProSe App User ID.
As the ProSe Code Prefix is assigned by the ProSe Function, it can be protected as the ProSe Code by re-using security mechanisms defined in TS 33.303 []. However, the ProSe Code Suffix is not assigned by the ProSe Function. Thus the same security mechanisms can not be applied to its protection.
7.3.3.2
Security threats 

An attacker can easily receive the discovery message announced by the Annoucing UEs and can easily mount replay attack, if the ProSe Code Suffix is not protected. Further, a ProSe UE can easily impersonate another ProSe UE, so that the Monitoring UEs may receive incorrect of out of date application controlled information. Then this will lead to incorrect application layer process.
7.3.3.3
Security requirements

The system shall prevent against replay and impersonation attack for both ProSe Code Prefix and ProSe Code Suffix of Restricted Discovery with application-controlled extension.
**************************************************end of change*************************************************
