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Abstract of the contribution: This contribution proposes to conclude on Group Message Protection based on SA2 conclusion in TR 23.769
1. Discussion

During the SA2 #107 meeting in January, SA2 has concluded on GROUPE key issues of “Message delivery to a group of devices” in TR23.769 v1.1.0 as follows:

-  
For the Key Issue –"Message delivery to a group of devices", solution in clause 5.1.3.2 is adopted as basis for the normative work. Group message delivery using MBMS is more suitable to deliver group message to large group members in a particular geographical area. This solution has limited applicability and does not support all the scenarios, e.g. UEs not supporting MBMS, UEs sitting in areas where MBMS is not deployed.

To conclude on the security aspect for the GROUPE key issue of “Group Message Protection”, this paper tries to evaluate the available security solutions for this key issue, and draws a conclusion accordingly to align with the SA2 conclusion.
2. Proposal
SA3 is kindly requested to agree on the below pCR for TR 33.889.

* * * Begin of the 1st Change * * * 

4.1.6
Evaluation

Editor Note: it is FFS to see if there are any security threats on the group authentication. 

Editor Note: How to achieve a balance between network resource saving and solution complexity is FFS.
Solution 1 in clause 4.1.4.1 applies the security protection at MTC application layer. It can be used independently on top of any security mechanism at network layer, and is out of 3GPP scope.

Solution 2 in clause 4.1.4.2 provides security protection for SA2 solution of “Group based messaging using cell broadcast”. For CBS type solution, the security aspect has been studied in SA3 under the topic of PWS security without any conclusion. Therefore, no conclusion can be made in this release on solution 2 which applies one of the approaches of PWS security.
Solution 3 in clause 4.1.4.3 reuses existing MBMS security to address security aspect for SA2 solution of “Group message delivery using MBMS”. Hence this is a good candidate solution having only low system impact.

Solution 4 in clause 4.1.4.4 is a solution for authenticating all UEs in a group at the same time using one authentication procedure, aiming at reducing security signalling and saving network resource. However, solution 4 is actually not a solution for protecting group message, which relies on the successful authentication of a group of UEs. Hence, it can hardly serve as a candidate solution for key issue of “Group Message Protection”. Further, according to the Rel-13 Work Item approved in S3-140901 at SA3#75, group authentication does not fall in the WI scope. Therefore, it is recommended to leave this solution to future releases to address a potentially new key issue.
Solution 5 in clause 4.1.4.5 reuses existing mechanisms (e.g. legacy EPS security mechanism, Tsp security, application layer security) to protect the unicast delivery of group messages. Hence, no new conclusion needs to be drawn on this solution.

Solution 6 in clause 4.1.4.6 reuses existing security mechanism to protect group messages delivered via T4 interface. Hence, no new conclusion needs to be drawn on this solution.  
Based on the above analysis, as well as the SA2 conclusion on GROUPE key issue of “Message delivery to a group of devices”, solution 3 is selected as the basis for normative work for protecting SA2 selected solution, which provides efficient group message delivery with low system impact. For UEs not supporting MBMS or UEs in areas without MBMS deployment, solution 5 or solution 6 can be used whenever applicable based on SA2’s conclusion on unicast-based solution. 

* * * Begin of the 2nd Change * * * 

X
Conclusions
Editor's note:
This clause is intended to list conclusions that have been agreed during the course of the work item activities. This should also capture the guiding principles and documentation approach for creating CRs to normative specifications within the responsibility of SA WG3.

X.a
GROUPE Conclusion

Based on the evaluation in clause 4.1.6, SA3 agreed on the following conclusion on security aspects for Rel-13 normative work to be included in TS 33.187.
For the key issue “Group Message Protection”, solution 3 in clause 4.1.4.3 is adopted as the basis for the normative work, which is inline with the SA2 conclusion. Wherever the applicability of this broadcast-based solution is limited and unicast-based solution needs to be applied, solution 5 or solution 6 reusing existing mechanisms can be used.

X.b
MONTE Conclusion

X.c
AESE Conclusion
* * * End of the Changes * * * 
