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Abstract of the contribution: This contribution proposes text for inclusion in TR 33.997. Following discussion, text concerning security requirements is suggested for inclusion to the section discussing Key Issues for IOPS AKA based upon a secondary USIM application.
1. Introduction

This contribution presents a discussion on security requirements related to IOPS (Isolated E-UTRAN Operation for Public Safety) Authentication and Key Agreement (AKA) based upon a secondary USIM application. Text is proposed in section 3 for inclusion in the IOPS Study Report TR 33.997 [1].
2. Security requirements
Following from the discussion presented in [2] security requirements have been identified (based on the security threats presented in [3]) under the following headings.

2.1 Interception of IOPS network user traffic

Eavesdropping at the air interface: Traffic intended for users in the IOPS network shall be confidentiality and integrity protected.

Eavesdropping at the network: Traffic from a user in the IOPS network destined for other users in the IOPS network shall be protected from interception within the eNB.
2.2 Theft or loss

Theft of the Local AuC located at the eNB/NeNB: The mitigation for this outcome is for the Local AuC database to be held on an encrypted hardware platform meaning the keys contained therein may not be compromised and used for malicious purposes if stolen. In the event of a theft either new UICCs would need to be issued or UICCs reprogrammed with new credentials and these updated credentials provided to a new Local AuC.
Theft or loss of a UE/UICC: There may be an initial period where the theft/loss is not realised; after the theft/loss is discovered then service for that particular UE can be barred. This barring would, for the case of IOPS operation, need to be reflected in the Local AuC and then reported back to the ‘normal’ network AuC once a backhaul connection has been restored. Dissemination of information on barred UEs across all IOPS networks may be difficult and may have to be best effort.
Unauthorised use or loss of an eNB/NeNB: In the event of unauthorised use or loss of an eNB/NeNB then the security approach taken is likely to dictate how long the security credentials remain valid and the mechanism by which they would be updated. Unauthorised use of an eNB/NeNB means UEs attach unaware of the eNB’s potentially malicious use; whereas loss of an eNB/NeNB would potentially result in a loss of service and a requirement for re-provisioning of security credentials in the UE. When following a USIM-based approach for IOPS AKA then for the case of unauthorised use of an eNB/NeNB then vulnerability to malicious use will continue until the UICCs in all UEs are updated with new security credentials. For the case of a loss of an eNB/NeNB then loss of service will extend until the UICCs in all UEs are updated with new security credentials.
2.3 Impersonation

Impersonation of an eNB/NeNB: It is desirable that an adversary is prevented from using equipment to impersonate an IOPS network. Authentication of an IOPS network by UE’s would reduce the risk of this occurring. A UE would make a decision to not attach to an IOPS network that failed authentication from the perspective of the UE.
Impersonation of a UE: In a similar way it is desirable that an adversary is prevented from gaining unauthorised access to the IOPS network by means of a UE (an individual using a stolen UE or stolen UICC). Authentication of an IOPS network by UE’s would reduce the risk of this occurring. An IOPS network would make a decision to not allow attachment to an IOPS network if that UE (and specifically the UICC) failed authentication or if the UE and/or UICC had been barred as a result of it being stolen. To keep a list of barred UE/UICCs up to date during IOPS operation then it would be required for local access to be permitted in the IOPS network and for an operative to be allowed access to this list. Lists of barred UE/UICCs should be managed between eNBs comprising the IOPS network. It is recognised that this operation would need to be performed for all IOPS networks that exist in a given geographic area of interest.
Exposure of the IMSI: It is a design goal for IOPS operation that exposure of the IMSI is kept to a minimum. For instance inter IOPS mobility is likely to result in the transmission of the IMSI every time the UE moves between IOPS networks due to the lack of UE context information between IOPS networks. It is desirable therefore to retain UE context information common to all eNBs that comprise an IOPS network and to maximise (where possible) the number of eNBs that form a given IOPS network.
3. Text proposal
In line with the discussion presented in the previous section it is proposed to introduce the following changes to TR 33.997 [1].

~ ~ ~ Start of text proposal ~ ~ ~

6
Security Analysis of IOPS
Editor’s note: This clause will contain the key issues that need to be addressed by SA3. Specifically it will identify the threats to the assets in the system and identify the security requirements to ensure those assets are protected from the identified threats.
6.X
Key Issue X: <Key Issue Name>

6.1.3
Security Requirement
6.1.3.1 Interception of IOPS network user traffic

Eavesdropping at the air interface: Traffic intended for users in the IOPS network shall be confidentiality and integrity protected.

Eavesdropping at the network: Traffic from a user in the IOPS network destined for other users in the IOPS network shall be protected from interception within the eNB.

6.1.3.2 Theft or loss

Theft of the Local AuC located at the eNB/NeNB: The mitigation for this outcome is for the Local AuC database to be held on an encrypted hardware platform meaning the keys contained therein may not be compromised and used for malicious purposes if stolen. In the event of a theft either new UICCs would need to be issued or UICCs reprogrammed with new credentials and these updated credentials provided to a new Local AuC.

Theft or loss of a UE/UICC: There may be an initial period where the theft/loss is not realised; after the theft/loss is discovered then service for that particular UE can be barred. This barring would, for the case of IOPS operation, need to be reflected in the Local AuC and then reported back to the ‘normal’ network AuC once a backhaul connection has been restored. Dissemination of information on barred UEs across all IOPS networks may be difficult and may have to be best effort.

Unauthorised use or loss of an eNB/NeNB: In the event of unauthorised use or loss of an eNB/NeNB then the security approach taken is likely to dictate how long the security credentials remain valid and the mechanism by which they would be updated. Unauthorised use of an eNB/NeNB means UEs attach unaware of the eNB’s potentially malicious use; whereas loss of an eNB/NeNB would potentially result in a loss of service and a requirement for re-provisioning of security credentials in the UE. When following a USIM-based approach for IOPS AKA then for the case of unauthorised use of an eNB/NeNB then vulnerability to malicious use will continue until the UICCs in all UEs are updated with new security credentials. For the case of a loss of an eNB/NeNB then loss of service will extend until the UICCs in all UEs are updated with new security credentials.

6.1.3.3 Impersonation

Impersonation of an eNB/NeNB: It is desirable that an adversary is prevented from using equipment to impersonate an IOPS network. Authentication of an IOPS network by UE’s would reduce the risk of this occurring. A UE would make a decision to not attach to an IOPS network that failed authentication from the perspective of the UE.

Impersonation of a UE: In a similar way it is desirable that an adversary is prevented from gaining unauthorised access to the IOPS network by means of a UE (an individual using a stolen UE or stolen UICC). Authentication of an IOPS network by UE’s would reduce the risk of this occurring. An IOPS network would make a decision to not allow attachment to an IOPS network if that UE (and specifically the UICC) failed authentication or if the UE and/or UICC had been barred as a result of it being stolen. To keep a list of barred UE/UICCs up to date during IOPS operation then it would be required for local access to be permitted in the IOPS network and for an operative to be allowed access to this list. Lists of barred UE/UICCs should be managed between eNBs comprising the IOPS network. It is recognised that this operation would need to be performed for all IOPS networks that exist in a given geographic area of interest.

Exposure of the IMSI: It is a design goal for IOPS operation that exposure of the IMSI is kept to a minimum. For instance inter IOPS mobility is likely to result in the transmission of the IMSI every time the UE moves between IOPS networks due to the lack of UE context information between IOPS networks. It is desirable therefore to retain UE context information common to all eNBs that comprise an IOPS network and to maximise (where possible) the number of eNBs that form a given IOPS network.
~ ~ ~ End of text proposal ~ ~ ~
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