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Abstract of the contribution: 
This document proposes the key issue on integrity protection for signalling.
1 Analysis
Integrity protection of signalling is present in 3G and 4G networks, but not in current 2G networks, i.e. SGSNs do not support it. In Gb based architecture, only confidentiality protection is provided.
As agreed in reply LS GPC150120, roaming needs to be supported in Cellular IoT and UEs will roam between countries where encryption is allowed and countries where encryption is not used. GEA0 has to be included in the allowed algorithm list for Cellular IoT UEs. That means the allowed encryption algorithm list not only include strong algorithm but also week algorithm (i.e., GEA0). Attackers can perform bidding down attack to force cellular IoT UEs to use a weak algorithm easily if integrity protection is absent for signallings. Since GEA0 cannot provide confidentiality protection, the cellular IoT data can be eavesdropped. The risk of the bidding down attack can be mitigated by introducing integrity protection for signalling.
2 Proposal

It is proposed to agree the following PCR.

******************************************Begin of the First change*************************************************

5.x
Key Issue #1:  Integrity protection for signalling
5.x.1
Key issue details

Integrity protection of signalling is present in 3G and 4G networks, but not in current 2G networks, i.e. SGSNs do not support it. In Gb based architecture, only confidentiality protection is provided.
5.x.2
Security threats 

As agreed in reply LS GPC150120, roaming needs to be supported in Cellular IoT and UEs will roam between countries where encryption is allowed and countries where encryption is not used. GEA0 has to be included in the allowed algorithm list for Cellular IoT UEs. That means the allowed encryption algorithm list not only include strong algorithm but also week algorithm (i.e., GEA0). Attackers can perform bidding down attack to force cellular IoT UEs to use a weak algorithm easily if integrity protection is absent for signallings. Since GEA0 cannot provide confidentiality protection, the cellular IoT data can be eavesdropped. The risk of the bidding down attack can be mitigated by introducing integrity protection for signalling.
5.x.3
Security requirements
The integrity protection shall be provided for singnallings in GPRS network.
*******************************************End of the First change*************************************************

