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1. Overall Description:

SA3 would like to thank SA2 for their LS on Public Safety discovery (S2-150691/S3-15xxxx) and the following request contained in the LS:
SA2 asks SA3 to provide input on any security related parameters that may impact the message size for the Public Safety Discovery procedures described in TR 23.713 clause 6.

SA3 has discussed security solutions for Public Safety discovery and agreed the following:
1. In order to allow the receiver of a Public Safety Discovery message to authenticate the sender, the discovery message needs to include an asserted identity and a digital signature.
2. Examples of parameters that can be used as asserted identities include the following: Announcer Info, Discoverer Info and Discoveree Info (the latter in a Response message only). 

3. While the digital signature size depends on the authentication key strength, SA3 recommends digital signatures on the order of 128 octets (1024 bits).
4. Specific to Model B, SA3 agreed an optional parameter in the Response message that can be used by the Discoveree to convey a shared secret to the Discoverer (e.g. to enable encryption of all subsequent communication between the two UEs).  SA3 recommends the encapsulation & encryption overhead for the shared secret on the order of 256 octets (2048 bits).
SA3 would also like to bring to the attention of SA2 that the messages used for UE-to-Network Relay discovery (TR 23.713 clause 6.1.2.2) currently do not contain any asserted identity. To enable the use of digital signatures in the UE-to-Network Relay discovery procedure SA3 recommends adding Announcer Info, Discoverer Info and Discoveree Info parameters as in the attached document.
2. Actions:

To [SA2] group.

ACTION: 
SA3 kindly asks SA2 to take note of the reply provided above.
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