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Abstract of the contribution: 

This contribution proposes to re-use the security solution for ProSe Open Direct Discover (Model A) in TS 33.303 (Rel-12) for integrity protection of the ProSe code in ProSe Restricted Direct Discovery (Model A) in Rel-13. 
1 Introduction 
SA2 defined procedures for ProSe Restricted Direct Discovery (Model A) for non-public safety use in TR 23.713 (Rel-13). It is possible to re-use the security solution for integrity protection of the ProSe code, introduced in TS 33.303 (Rel-12) for ProSe Restricted Open Discovery (Model A), when additional signalling messages are introduced to SA2’s message flow for match reporting (roaming).
2 Analysis

From a security point of view, there is one important difference between SA2’s newly defined message flows for ProSe Restricted Direct Discovery in TR 23.713 and the message flows for ProSe Open Direct Discovery, introduced in TS 23.303. The difference is that the newly defined Match Report Procedure (roaming) for ProSe Restricted Direct Discovery (see TR 23.713, clause 5.1.2.5) does not exchange Match Report messages between the ProSe Function of the Monitoring UE and the ProSe Function of the Announcing UE. 
However, these messages are used in the security solution in TS 33.303, clause 6.1.3.3.1, to check the MIC, which the Monitoring UE has received in the announced code, by the Home ProSe Function of the Announcing UE (steps 12 – 14 in Figure 6.1.3.3.1-1 below)
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Figure: 6.1.3.3.1-1: Integrity protection of the transmitted code

Hence, in order to re-use the security solution defined in TS 33.303 in Rel-12 also for ProSe Restricted Open Discovery, these two signalling messages have to be added to SA2’s signalling flows for Restricted Discovery Match Reporting in Rel-13. (steps 3.a – 3.c in Figure 5.1.2.5.1 (edited) below )
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Figure 5.1.2.5.1: Match Report operation for Restricted Direct Discovery (roaming) (edited)
Note that this solution is only secure when the match report is mandated from SA2’s perspective (see related discussion in S3-151125). The following statements of TR 23.713 should be clarified with SA2 in a joint-meeting:
· “The ProSe Function can configure the UE whether the Match Report procedure is required”

· “When the monitoring UE has received a ProSe Code over the air that matches the Discovery Filter it obtained from monitoring Request procedure, and if the UE does not have a corresponding Restricted ProSe App User ID associated with it with a valid TTL, the UE sends a Match Report”
· “If the UE has received the Target Restricted ProSe App User ID corresponding to the ProSe Code in the Discovery Filter in the Discovery Response message, the Match Report procedure may be skipped.”
Furthermore, it should be discussed with SA2 in a joint-meeting whether the two proposed additional signalling messages can be added to the SA2 Match Report message flow, defined in TR 23.713. Depending on the outcome of this discussion, the proposed pCR is valid.

3 Proposal
It is proposed to re-use the security solution for integrity protection of the ProSe code for ProSe Open Direct Discovery, defined in TS 33.303 in Rel-12, also for ProSe Restricted Direct Discovery in Rel-13. 
4 pCR 
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*** NEXT CHANGE
***
7.1.2
Key Issue # 7.1.2: ProSe UE-Network Relays Connection

7.1.2.1
Issue Detail

As described in TR 23.713 [33], UE-to-Network Relay function supports both unicast relaying and eMBMS relay for Remote UEs that are not served by E-UTRAN. Both Model A and Model B are supported for UE-to-Network Relay discovery. 
***
NEXT CHANGE
***
8.3
Solutions for Discovery 

8.3.1 
Solution #8.3.1: Integrity protection of the ProSe code for restricted discovery (Model A)
8.3.1.1
General

This solution addresses the requirements in key issue #A1.2. It reuses the security solution for integrity protection of the ProSe code defined in TS 33.303 [xx].
8.3.1.2 
Solution description

This solution uses the procedures described in TS 33.303[xx] in clause 6.1.3.3.
***
END OF CHANGES
***
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