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Abstract of the contribution: It was agreed at SA2#106 (November 2014) to begin work on a feasibility study on architecture enhancements for IOPS (Isolated E-UTRAN Operation for Public Safety). In addition to SA2 identifying system architectural requirement SA3 has been requested to consider the security aspects. This contribution reviews the IOPS objectives agreed by SA2 and discusses the aspects of IOPS operation that are of interest to SA3.
1. Introduction

Isolated E-UTRAN Operation for Public Safety (IOPS) is now finalised as a Stage 1 Release 13 Work Item. The SA1 study report in TR 22.897 [1] was completed at SA#64 (June 2014), while the technical specification containing the service requirements in TS 22.346 [2] was completed at SA#65 (September 2014). At SA2#106 (November 2014) a Work Item was agreed for a Feasibility Study on architecture enhancements for Isolated E-UTRAN Operation for Public Safety. This agreement was formalised at SA#66 (December 2014) [3].
In light of the work now underway in SA2 and the specific request for SA3’s involvement in this study then an SA3 study is proposed in [4]. The security challenges facing IOPS has been previously introduced at SA3#76 (August 2014) [5] and SA3#77 (November 2014) [6] [7]. The concept of an Isolated E-UTRAN is provided in Figure 1.
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Figure 1: Isolated E-UTRAN formed from eNBs following an outage event within the network.

This document covers the following aspects of the IOPS feasibility study:

· Reviewing the objectives of the IOPS study as agreed in SA2 (section 2),

· The scope of IOPS work for SA3 (section 3).
2. Reviewing the objectives of the IOPS study as agreed in SA2
SP-140714 [3] details a new Work Item Description for an SA2-led feasibility study on architecture enhancements for Isolated E-UTRAN Operation for Public Safety and was agreed at SA#66 (December 2014). The objectives of this study item are as follows:
a) Study candidate solution(s) to address the Stage 1 service requirements, in order to support, at least but not necessarily limited to, the minimum MCPTT service described in the clause “Interoperability with MCPTT” in TS 22.346;
b) The study will address the following issues in both no backhaul to the EPC and limited backhaul to the EPC scenarios:

1) Identification of the system architectural requirements.

NOTE:  Security aspects need to be defined by SA3;

2) Formation and break-up of an Isolated E-UTRAN by multiple eNBs, including:

i. Identification of possible system architecture and functions from scenarios in which eNBs may form, join and break-up an Isolated E-UTRAN (study of actual procedures is part of RAN WGs scope) ;

ii. The suitability of existing mechanisms for cell/PLMN reselection in order to be able to reselect to/from an IOPS network;

iii. The suitability of existing mechanisms for providing PDN connectivity;

3) Procedures for UEs joining and leaving an Isolated E-UTRAN, including:

i. The suitability of existing Idle and connected mode mobility procedures;

c) Where appropriate coordinate with RAN WGs and SA3.

d) Evaluate candidate solution(s), taking into account feedback from RAN WGs and SA3, and determine whether any potential solution(s) should be recommended for normative text specification. If appropriate and feasible, consider potential solutions for normative specification once evaluated, even if this is prior to final completion of the study.
From these objectives it can be observed that SA3 has responsibility for:
· Considering the security aspects of IOPS system architectures requirements.

· Provide coordination with SA2 as appropriate, not least in the evaluation of candidate solutions (if any).
3. The scope of IOPS work for SA3
As stated in the SA2 Work Item Description [3] an Isolated E-UTRAN may result from:
· An event isolating the E-UTRAN from normal connectivity with the core network (EPC).
· A deployment of standalone E-UTRAN NeNBs (Nomadic eNBs).
· A deployment of a mixture of eNB and NeNBs.
Furthermore an Isolated E-UTRAN can comprise:

· One or multiple (N)eNBs.
· Interconnection between (N)eNBs.
· Operation with no connection to the core network.
· Limited backhaul capability to the core network.
· The services required to support local operation at least but not necessarily limited to, the minimum MCPTT service [2].
Realisation of the IOPS feature must be able to manage the potentially dynamic nature of an Isolated E-UTRAN(s) where:

· (N)eNBs form, join and leave the Isolated E-UTRAN.

· UEs join and leave the Isolated E-UTRAN.
The security solution is required to provide security for:

· UE to (N)eNB communication.

· (N)eNB to (N)eNB communication.

· UE to UE communication; determine the suitability of existing ProSe security procedures [8] when the UEs are within the coverage of an Isolated E-UTRAN.
Areas of possible study for SA3 for each of the possible Isolated E-UTRAN configurations described above are summarised in Table 1.

Table 1: A summary of possible areas for IOPS study within SA3.
	
	Backhaul configuration

	
	No backhaul
	Limited backhaul

	eNB
	Infrastructure (eNB)
	· eNBs form, join and leave the Isolated E-UTRAN
· UEs join and leave the Isolated E-UTRAN
· Providing security throughout all eNBs that comprise the Isolated E-UTRAN
	· eNBs form, join and leave the Isolated E-UTRAN
· UEs join and leave the Isolated E-UTRAN
· Distributing security information from potentially a single limited backhaul to all eNBs that comprise the Isolated E-UTRAN

	
	Deployable (NeNB)
	· NeNBs form, join and leave the Isolated E-UTRAN
· UEs join and leave the Isolated E-UTRAN
· Providing security throughout all eNBs that comprise the Isolated E-UTRAN
	· NeNBs form, join and leave the Isolated E-UTRAN n
· UEs join and leave the Isolated E-UTRAN
· Distributing security information from potentially a single limited backhaul to all eNBs that comprise the Isolated E-UTRAN

	
	Mixed (eNB & NeNB)
	· (N)eNBs form, join and leave the Isolated E-UTRAN
· UEs join and leave the Isolated E-UTRAN
· Providing security throughout all eNBs that comprise the Isolated E-UTRAN
· Potentially managing security across two network types
	· (N)eNBs form, join and leave the Isolated E-UTRAN
· UEs join and leave the Isolated E-UTRAN
· Distributing security information from potentially a single limited backhaul to all eNBs that comprise the Isolated E-UTRAN
· Potentially managing security across two network types


SA2’s priorities for Release 13 were presented at SA#66 (December 2014) in [9]. IOPS was one of the features discussed and was deemed to be of critical importance and consequently assigned a high priority. Due to the wide scope of the IOPS study, as a result of the number of options possible for IOPS operation (Table 1 providing a clear example of this), then SA2 may adjust and focus the scope of the IOPS study going forward. In recognition of this General Dynamics, as Rapporteur of the SA2 study, is to recommend deferring consideration of limited backhaul use cases and concentrate on the total loss of backhaul scenarios. Furthermore the infrastructure eNB case is to be recommended to receive initial consideration in preference to deployable NeNB case; therefore security aspects considered in SA3 (taken from Table 1) will begin by encompassing:
· eNBs form, join and leave the Isolated E-UTRAN.
· UEs join and leave the Isolated E-UTRAN.
· Providing security throughout all eNBs that comprise the Isolated E-UTRAN.
Prior to SA2 starting work on IOPS in January 2015 SA3 is in a position to begin considering the scope of security aspects of IOPS based on the expected prioritisation of IOPS in SA2. For example addressing the following key issues identified in order to settle the Stage 1 requirements [2]:
· It is required to provide mutual authentication between the Public Safety UE and Isolated (N)eNB.

· Following the disconnection of the operator’s ‘normal’ infrastructure a Public Safety UE will need to securely connect to a newly formed Isolated network comprising one or more (N)eNBs.

· If there is no connection to the AuC then how does the Public Safety UE perform the creation of a security context using symmetric keys? What alternative approach should be taken?

· How is confidentiality and integrity of communications achieved within the Isolated E-UTRAN?

· How is security managed when a connection to the operator’s ‘normal’ infrastructure is restored?

· How can the security mechanisms within an Isolated E-UTRAN support its dynamic nature? If the Isolated E-UTRAN comprises more than one (N)eNBs:

· How are (N)eNBs mutually authenticated when forming and joining an Isolated network?

· How is security information passed between (N)eNBs?

· How is security handled when an (N)eNB formerly in an Isolated network of more than one (N)eNBs finds itself the only (N)eNB comprising the Isolated network?

Observation: SA3 is kindly asked to consider the security aspects of IOPS following approval of the SA2 IOPS study.
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