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Abstract of the contribution: This contribution proposes a key issue on Restricted ProSe Direct Discovery (Model B).
Discussion

This contribution proposes a key issue on Restricted ProSe Direct Discovery (Model B).

It is proposed that SA3 accept the pCR for inclusion in the TR 33.833.

Proposed pCR
**************************************************start of change************************************************

A.1.4
Key Issue #A1.4: Restricted ProSe Direct Discovery (Model B)
A.1.4.1
Key issue details

As stated in the TR 23.713, the solution for Restricted ProSe Direct Discovery (Model B) follows the following principle:

-
The Model B discovery shall allow direct exchange of ProSe Query Code and ProSe Response Code between Discoverer UE and Discoveree UE, without requiring signalling to the network in between.
This means the exchange of ProSe Query Code and ProSe Response Code is directly transmitted by messages OTA. Thus the messages may be replayed by an attacker.
A.1.4.2
Security threats 

An attacker can easily receive the query message announced by the Discoverer UEs and response message by the Discoveree UEs, and can easily mount replay attack. Further, a ProSe UE can easily impersonate another ProSe UE, so that the Discoveree UEs will be triggered to response even when the Discoverer UEs are not in proximity. And the Discoverer UEs will find Discoveree UEs even thought they are not there.
A.1.4.3
Security requirements

The system shall prevent against replay and impersonation attack for Restricted ProSe Direct Discovery (Model B).
**************************************************end of change*************************************************
