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1. Introduction

This contribution discusses some design motivation and security analysis to the solution 4 for Group based enhancement security. 
2. Discussion

2.1 use case
Solution 4 for group based enhancement security is used for static group. The members in the group are organized before communication. When the authentication procedure begins, the members will not be changed until the end of this communication session. 
2.2 Precondition
All group members, both group node UEi and group agent UEAgent, own a UICC card and telecommunication module that could communicate with network directly. What is more, each UEi could communicate with UEAgent by using another kind of communication mechanism, such as Zigbee, Bluetooth, etc. Based on that, UEi and UEAgent could authenticate each other and establish secure tunnel. 
HLR/HSS records the identity (IMSIg) and root key (Kg) of UEAgent, the identity IMSIi and root key Ki of each UEi, and the mapping table between IMSIg and each IMSIi.
2.2 Procedure and Analysis for Authentication between UEAgent and network 
UMTS/LTE AKA will be performed between UEAgent and network side, as described in Fig 1. 
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Fig 1. UMTS/LTE AKA between UEAgent and network side
2.3 Procedure and Analysis for Authentication between UEi and the core network
The authentication between UEi and core network does not follow AKA procedure, but is based on proof of possessing knowledge of shared secret Kci.

The identity of UEAgent, IMSIg, could be verified by the core network. As there is a mapping table between IMSIg and each IMSIi in HSS, HSS could also know all the UEi’s identifications and transfer them to MME/SGSN for session management. The authenticity of UEi’s identification is based on the assumption that UEi and UEAgent could authenticate each other and establish secure tunnel, so that UEAgent could get UEi’s verified identification IMSIi.
However, MME has no direct verification to UEi’s identification. So it still needs other message for direct verification. UEi and network could authenticate each other by knowing shared secret, e.g. a shared key. Although each UEi(USIMi) and network shares secret root key, this root key could not be used directly because it is hard to  update if it is leaked. Instead, a session key, Kci which is derived from root key could be used for authentication and encryption. The same Kci is generated on both UEi and network side independently, as depicted in Fig 2. This key could be used for mutual authentication.
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Fig 2. Derivacaton of session key Kci
As the key is only known  to UEi and the core network, each side could be authenticated implictly through the proof of possessing session key when the forthcoming protected message s are exchanged between UEi and MME/SGSN. 

Note: the message could be either signalling or user plane message, e.g. Routing Area Update Accept.

2.3.1 Kci generation
On the network side,

· HSS generates CKi, IKi by using same RAND which is used for generating UEAgent AV.

· HSS derives Kci by using CKi, IKi through c3 function defined in TS 33.102, sec 6.8.1.

On the UEi side,

· ME transfers RAND to UICC. 
· UICC generates CKi, IKi based on RAND
· UICC generates GSM type security key Kci also through c3 function defined in TS 33.102, sec 6.8.1.
2.3.2 Security Analysis 
The root key in UEi and in UEAgent is different from each other. Although RAND is the same, the derived key is different and irrelavent. So there is no impact on UEAgent security. 
The length of Kci is 64bits.The strength of Kci is not as strong as CKi/IKi. However, force attack against Kci could be mitigated by reducing usage frequency and length of information encrypted by Kci. 
2.4 Whole procedure for Group based Authentication
Based on section 2.2 and 2.3, the whole procedure is as following: 
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1. UEAgent sends Access Request command with its Group ID (e.g. IMSIg) to RAN network element (e.g. BSC, RNC, eNodeB).
2. RAN network element forwards it to core network element (e.g. MME or SGSN) transparently. 
3. MME/SGSN sends Authentication Vector Request to HLR/HSS with IMSIg.
4. When receiving Authentication Vector Request, HLR/HSS generates AV related IMSIg as current AV generation procedure. After that, HLR/HSS calculates CKi, IKi based on Ki realted with IMSIi, which are indexed by using IMSIg. After that, HLR/HSS generates CKi, IKi by using same RAND which is used for generating UEAgent AV, then HLR/HSS calculates Kci by using CKi, IKi through c3 function defined in TS 33.102, sec 6.8.1.
5. HLR/HSS sends back authentication vectore response, which includes not only authentication information about agent but also keys for UEis.
6. When receiving AV response, MME/SGSN binds IMSIg and related group members' security contexts.
7. MME/SGSN sends authentication request message, containing AUTN and RAND.
8. RAN node forwards such message to UEAgent transparently. 
9. UEAgent verifies AUTN firstly. If success, UEAgent calculates authentication response RES based on Kg and RAND, and generates group session key CKg and IKg.
10. Agent sends authentication response, which includes RESP.
11. RAN node forwards such message to MME/SGSN transparently. 

12. MME/SGSN verifies RES. If success, UEAgent could be seen as authenticated. Whereas UEis could be seen as semi-authenticated.

13. MME/SGSN sends out Security Mode Command.
14. RAN node forwards such message to UEAgent transparently. 
15. UEAgent sends out Security Mode Complete.
16. RAN node forwards such message to MME/SGSN transparently.

17. MME/SGSN sends out Access Accept.
18. RAN node forwards such message to UEAgent transparently. 
19. When UEAgent receives Access Accept message, it sends out parameter transfer message carrying RAND and selected algorithm to all group nodes, i.e. UEis.The message is transferred inside the secure channel.tunnel
20. Group node UEi calculate CKi, IKi based on Ki and RAND and then derive seesion key Kci through c3 function defined in TS 33.102, sec 6.8.1.

21. UEi sends paramer transfer acknowledgement message to UEAgent inside secure tunnel.

22. Each UEi sets up security association with MME/SGSN as MME/SGSN has same Kci. And UEi could be seen as authenticated if the security association works.
3. Proposal

It is proposed to take these discussions into consideration and accept the solution made in S3-150xxx.
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